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EXECUTIVE SUMMARY 

 

The illicit trade in consumer products is a dynamic problem with a global reach.  Measuring 
the scale of this trade and the worldwide value of illicitly-traded products is inherently 
difficult given the illegal nature of this activity, but most accept that it has grown 
significantly over the last few decades.  While the loss of tax revenue is the most measurable 
impact of illicit trade, other negative consequences center on: harm to consumers; damage 
suffered by intellectual property owners and legitimate supply chain members; and profits 
to organized criminal groups.  Packaging is a critical deterrent to the counterfeiting of 
consumer products.  

Reflecting the challenges of measuring the scale of all global illicit trade, there are no reliable 
statistics for calculating precisely the size of the worldwide illicit tobacco problem.  Some 
estimates suggest that around 10 to 11% of the global cigarette market is illicit, representing 
over 600 billion cigarettes a year.  Cigarettes can be thought of as the ‘ideal smuggled 
product’ since the product is light, extremely valuable for its size and weight, and easy to 
transport and conceal in shipments of other products.     

There are various types of illicit tobacco products and the nature of this trade varies 
between markets.  Some markets are mainly a source of illicit products, others are transit 
routes, and still others are destination markets for consumption.  In this report, the serious 
illicit trade issues affecting the UK are used as a case study.  

Factors spurring the growth of illicit tobacco trade include: affordability of unlawful 
cigarettes compared to lawful ones; huge profit incentives for illicit traders; low criminal 
penalties disproportionate to these profit incentives; and widespread consumer complicity.  
This trade is assisted by the geographic characteristics of some markets (e.g., destination 
countries with borders more conducive to receiving illicit product).  

Currently packaging that is complex or innovative acts as a deterrent to counterfeiters of 
tobacco products since keeping up with the evolving packaging of genuine product is an 
expensive and time-consuming process.  Packaging is also one of the few ways smokers and 
law enforcement agencies can use to assess whether a product is genuine or counterfeit.   

Illicit traders are often nimble, adapting to changing consumer demands and the regulatory 
environment.  They enjoy the business benefits of product diversification without the 
regulatory constraints faced by manufacturers of legitimate product.  The organized 
criminal gangs often behind the illicit tobacco trade also have the ability to exploit global 
networks of contacts and to work closely with other criminal enterprises.   

Tackling the illicit trade in tobacco products requires a multi-level response including 
national and international collaboration between regulators, enforcement agencies, and 
those who operate within the legitimate product supply chain.   

A careful review of the relationship between plain packaging for tobacco products and illicit 
tobacco trade is required given the pre-existing, serious societal impacts of this illegitimate 
trade. 

In our expert opinion, plain packaging for tobacco products will worsen the illicit trade in 
tobacco products as it would open a number of new opportunities for illicit traders.  
Notably, plain packaging will allow the illicit traders to provide counterfeit cigarettes using 
the mandated plain packaging specified by national legislation. 

The advent of plain packaging may also encourage new entrants to the lucrative 
business of counterfeiting cigarette packs since the costs and barriers of getting into 
this business will be reduced; reductions in start-up costs may encourage those 
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without the resources to manufacture an authentic-looking copy of currently available 
sophisticated pack designs to begin counterfeiting plain packs.   

The recent Australian plain packaging legislation shows why this is the case:  

• Plain packs will be easier to counterfeit.  In Australia, each cigarette pack can be 
covered only in a shade of “drab brown” specified by the regulator.  In addition, 
the law forces the use of the most commonly counterfeited pack shape – a flip top 
box. 

• Illicit traders are effectively given a blueprint of ‘how to make the pack.’  Pack 
specifications will be made available online in contrast to the current practice 
where design specifications and colors are deliberately kept confidential in order 
to deter counterfeiters. 

• Static packaging reduces future cost burdens for illicit traders.  A uniform pack 
design, like the one mandated in Australia, removes the need to keep up with the 
manufacturers’ evolving pack innovations and developments, therefore, reducing 
the cost burden on counterfeiters since there will be no additional investment 
necessary until there is a further change in the law. 

• Plain packaging creates economies of scale in production.  Once one plain pack 
brand is faked, the counterfeiter can reproduce packaging of each brand on the 
market with minimum effort since the only difference on each pack is the ‘brand 
and variant names’ that appear only in a specified font/size. 

Ironically, while plain packaging makes life easier and cheaper for counterfeiters, it may 
make life more difficult for consumers, retailers, and law enforcement agencies to 
differentiate between genuine and fake packs.  Those who conduct forensic investigative 
analysis of packs may have to resort to more resource-intensive and time-consuming tools 
of verification in a plain packaging environment.  

Complex health warnings, tax stamps, or holograms will not be an effective deterrent to 
counterfeiting these much simpler packs.  Such ‘anti-counterfeiting’ markings are already 
easily faked and counterfeiters generally only replicate enough to ‘fool the consumer.’  
Track and trace requirements are also not the answer as these apply only to manufacturers 
of genuine product (and, even then, not all of them).  In addition, these requirements cannot 
provide the information smokers need to tell if they have bought a fake pack.   

Plain packaging would also provide illicit traders with new opportunities to:  

• Offer counterfeit branded packaging that predates the introduction of the plain 
packaging measure.  While brand owners will be prevented from using their 
iconic branding, criminals will not.  Smokers who want to use familiar branded 
packs may continue to – wrongly – assume that the branded illicit product being 
offered is genuine but produced in another market when it is, in fact, fake. 

• Maintain or increase sales other types of branded packs: ‘illicit whites’ and 
contraband genuine product.   

In our expert opinion, plain packaging is highly likely to aggravate the existing negative 
impacts of the already serious and socially damaging trade in illicit tobacco.  Since illicit 
products are often more accessible to those underage and those from low-income groups, 
plain pack laws risk undermining a key objective of plain packaging: to reduce smoking by 
these groups.  We foresee that creating a plain packaging environment will also intensify the 
following serious societal impacts of the illegitimate trade:   

• Negative impacts on governments and taxpayers.  The loss of tax revenues as 
more smokers shift from licit to illicit product has a multiplier effect since 



 

governments have less funding for healthcare, education, and other public 
services.  ‘Cross border shopping’ is also likely to increase with the search for 
familiar branded packs providing an added incentive to the price benefits of 
buying packs abroad, further reducing government tax revenue in the smoker’s 
‘home market.’ 

• Detrimental influences on communities and society.  An array of problems 
arises from illicit trade that range from cultivating consumers of illicit product 
who disrespect the law to fostering organized crime groups.  These groups often 
penetrate low-income communities with their cheap products and enlist 
vulnerable people to perform perceived ‘soft crimes,’ such as ‘ant smuggling.’  In 
the long run, this illicit trade may ‘normalize’ criminal behavior and lead the 
individuals involved towards other acts of criminality.  

• Costs to legitimate manufacturers and retailers.  Increased sales of fake products 
shift revenues from legitimate manufacturers and jobs from the highly-skilled 
legitimate workforce employed at all levels of the supply chain.  Legitimate 
retailers already lose business to those involved in illicit tobacco trade. 

• Additional harmful effects to smokers.  Regulators and public health officials 
have repeatedly expressed the concern that smokers are exposed to greater health 
risks by consuming illicit product.   

• Profits made by serious criminal organizations.  The profits stemming from 
illicit tobacco trade are often used to finance other serious criminal or terrorist 
activity including prostitution, human trafficking, and trading of lethal weapons.  

In summary, we recommend a careful appraisal be given to these unintended negative 
consequences before plain packaging regulations are developed.  Policy makers should be 
aware that plain packaging will, in our expert opinion, make the illicit trade in tobacco 
worse and these policy makers should therefore be exceptionally careful to ensure that such 
regulations do not inadvertently undermine anti-illicit trade programs and initiatives.  
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SECTION I.  INTRODUCTION 

Professor Peggy Chaudhry  
1. My full name is Peggy E. Chaudhry.  I am an Associate Professor of 
International Business at the Villanova School of Business, Villanova, Pennsylvania, 
US. 

2. I am an expert in intellectual property, illicit trade issues (particularly, 
counterfeit/gray markets and distribution channels), and international business 
management.  I have extensive research experience in and specialized knowledge of 
the illicit market.  I am also on the Editorial Board of Business Horizons.  My research 
interests include managerial tactics to curb counterfeit trade, consumer complicity 
with counterfeit goods, and gray markets for consumer goods, including impacts for 
the pharmaceutical industry within the European Union (EU).  Various publications 
have appeared in Advances in International Marketing, Advertising Age, Business 
Horizons, the Columbia Journal of World Business, European Management Journal, Journal 
of Asia-Pacific Business, Journal of Business Strategy, Journal of Consumer Marketing, 
Journal of International Marketing, Multinational Business Review, the Virginia Journal of 
International Law, and The Wall Street Journal. 

3. I am the co-author of The Economics of Counterfeit Trade: Governments, Consumers, 
Pirates and Intellectual Property Rights (The Economics of Counterfeit Trade, published by 
Springer in 2009) with Professor Alan Zimmerman.  I have been invited to speak 
before various audiences on the topic of the protection of intellectual property rights 
and consumer complicity with counterfeit goods including the US International 
Trade Commission and the University of Maryland’s Francis King Carey School of 
Law.  I was also interviewed by The Wall Street Journal for my views of the growth in 
counterfeit trade.1 

4. Appendix A to this report provides a detailed overview of my professional 
qualifications, current curriculum vitae, and publications. 

Professor Alan Zimmerman 
5. My full name is Alan S. Zimmerman.  I am a Professor of International Business 
and lead the international business program at City University of New York, College 
of Staten Island, New York, US.  

6. I am an expert in international business and have been an advisor to the US 
International Trade Commission and the Global Intellectual Property Center of the 
US Chamber of Commerce.  My research interests range from counterfeit goods and 
market entry strategies to global ethics.  My recent work has been published in 
Business Horizons, Multinational Business Review, and Journal of Asia Pacific Business.    

7. Recently, I have been involved in an extensive set of research projects examining 
various aspects of the global illicit market.  The findings from this research form the 
basis of The Economics of Counterfeit Trade, which I co-authored with Professor 
Chaudhry.  The Economics of Counterfeit Trade provides a comprehensive review of the 

 
1 P. Chaudhry and S. Stumpf, “Getting real about fakes,” The Wall Street Journal (August 17, 2009) 
accessed at http://online.wsj.com/article/SB10001424052970204038304574151703747284822.html on 
March 23, 2012.  
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global illicit trade market including a thorough portrayal of various characteristics of 
the illicit trade, ranging from the supply/demand of counterfeit goods to the efficacy 
of various anti-counterfeiting policies and technologies.  Most recently, I authored 
the article “Accepting ‘Conventional Numbers’: Determining the Size of the 
Worldwide Counterfeit Goods Market,” in which I conclude: “despite the lack of 
reliable data, it does appear that product counterfeiting is significant in total size and 
growing.”2  

8. Appendix B to this report sets out in detail my professional qualifications, my 
current curriculum vitae, and a list of the publications.   

Objectives of the report  
9. We have been requested to prepare this report for Japan Tobacco International 
(JTI).  However, the views expressed are our own and build on our expertise in the 
area of illicit trade.  

10. The primary objective of this report is to consider whether plain packaging for 
tobacco products risks exacerbating the existing illicit trade in tobacco products, 
particularly with regard to: (a) any potential opportunities created for illicit traders; 
(b) any probable impact of plain packaging in markets that already have illicit trade 
activity and in markets with little/no such activity; (c) any challenges created for 
enforcement bodies; (d) the extent to which any identified risks to authentication 
could be abated by measures such as holograms or tax stamps; and (e) whether plain 
packaging will reinforce or worsen any identified negative impacts of illicit trade.   

11. While a number of authorities and analysts have expressed views related to the 
potential impact of plain packaging on counterfeiting or other aspects of the illicit 
trade in tobacco products,3 we note from the outset of this report that there is no 
existing data set of actual evidence that would allow empirical testing of the 
reliability of these opinions for the following reasons:4 

(a) The ability to measure statistically the degree to which any external factor 
impacts positively or negatively on illicit trade is hindered by the difficulty of 
determining the current extent of illicit trade.5  

 
2 A. Zimmerman, “Accepting ‘conventional numbers’: Determining the size of the worldwide 
counterfeit goods market,” Academy of International Business Insights, 11(4), 2011, pp.11-15, accessed at  
http://aib.msu.edu/publications/insights/insights_v011n04.pdf on April 16, 2012.  

3 See paragraphs 366 to 428 for examples of such views raised in relation to the impact of plain 
packaging on counterfeiting and other aspects of illicit trade in tobacco products. 

4 See paragraphs 362 to 365 for a more detailed discussion on the reasons listed above. 

5 The following three reports provide more in-depth coverage of the illicit tobacco trade: (i) Illicit 
Tobacco: Various Schemes are Used to Evade Taxes and Fees (March 2011), US Government Accountability 
Office, accessed at http://www.gao.gov/products/GAO-11-313 on March 23, 2012; (ii) Australia’s  
Illegal Tobacco Market: Counting the Cost of Australia’s Black Market (February 2010), 
PricewaterhouseCoopers on behalf of British American Tobacco Australasia, accessed at 
http://www.bata.com.au/group/sites/bat_7wykg8.nsf/vwPagesWebLive/DO7WZEXJ/$FILE/medM
D82D43K.pdf?openelement on March 23, 2012; and (iii) Tackling Tobacco Smuggling – Building on Our 
Success (April 2011), Her Majesty’s Revenue and Customs, accessed at 

http://www.hmrc.gov.uk/news/tackling-tobacco.htm on March 23, 2012. 
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(b) There is no market in which tobacco products are currently sold in plain 
packs.  Thus, the actual impacts of this regulatory requirement cannot be 
measured at this time.  

(c) There are obvious assessment difficulties in concluding that an impact seen in 
one market would be replicated to the same degree in another, given the 
nature of the variables in these circumstances.   

12. Therefore, in the absence of empirical data, we have taken a multi-step approach 
to reach an informed view of the potential impact of plain packaging on illicit 
tobacco trade in three phases: 

(a) First, using our expertise and expanding on our experience in developing The 
Economics of Counterfeit Trade,6 we have assessed the nature of the global illicit 
trade of products generally, including the size of the global illicit market, 
trends, challenges, and the societal impact of illicit trade.  

(b) Second, building on this prior research from both The Economics of Counterfeit 
Trade and numerous publications related to the global protection of 
intellectual property rights (IPR), managerial tactics to curb counterfeit trade, 
and consumer complicity to obtain fakes,7 we have applied our knowledge to 
the illicit trade in tobacco products.  This has included an extensive review of 
the available academic research, various trade publications, and media 
sources in this area.  In addition, and in order to expand upon the literature, 
this phase has also involved speaking to those with experience of the illicit 
tobacco trade, including relevant individuals from JTI (reflecting the fact that 
certain issues raised in this report require us to obtain views from a 
manufacturer’s perspective).  Indeed, the very nature of illicit trade means 
that certain information is not always publicly available for confidentiality or 
security reasons.  

(c) Finally, utilizing our knowledge from undertaking phases one and two 
above, we have sought to reach an informed conclusion on whether a plain 
packaging measure would worsen the illicit trade in tobacco products and, if 
so, why.  

13. Our previous and current work in illicit trade involves existing products, such 
as movies or pharmaceuticals, in existing markets, whereas, the market under 
consideration for the purpose of this report is a hypothetical one since there is 
currently no market that sells tobacco products in standardized plain packs.  
Therefore, we focus solely on the potential impact of plain packaging on various 
aspects of illicit trade. 
 
6 See our work that represents over twenty years of experience in the area of intellectual property rights 
in P. Chaudhry and A. Zimmerman, The Economics of Counterfeit Trade (2009).  

7 For example, see our recent work on complicit consumers in Brazil, Russia, India, China, and the US in 
P. Chaudhry et al., “Consumer complicity across emerging markets,” Advances in International Marketing, 
22, 2011, pp.223-239; S. Stumpf et al., “Fake: Can business stanch the flow of counterfeit products?” 
Journal of Business Strategy, 32(2), 2011, pp.4-12; P. Chaudhry and S. Stumpf, “Consumer complicity with 
counterfeit products,” Journal of Consumer Marketing, 28(2), 2011, pp.139-151; P. Chaudhry and S. 
Stumpf, “Consumer complicity with counterfeits: Fight or flight,” Global Trade and Customs Journal, 5(9), 
September 2010, pp.347-357; and A. Zimmerman and P. Chaudhry, “Protecting intellectual property 
rights: The special case of China,” Journal of Asia-Pacific Business, 10(4), 2009, pp.308-325. 
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14. The report is organized as follows: 

(a) Section II describes the phenomena of illicit and counterfeit trade in general 
(including definitions often applied).  In particular, Section II considers 
consumer products most often counterfeited, size and measurement of the 
overall counterfeit market, important source countries, causes of illicit and 
counterfeit trade, the role of packaging, and the negative impacts of this 
trade. 

(b) Section III focuses more specifically on illicit trade in the tobacco context, 
examining the types of illicit trade that currently exist, the scale of the market 
(and the extent to which this can be reliably measured), global market trends, 
and current challenges, including the problem of ‘illicit whites.’  

(c) Section IV considers negative societal impacts of the illicit tobacco trade, 
ranging from the impact on governments to the profits made by serious 
criminal organizations.  

(d) Section V reviews some of the measures employed to combat illicit trade, 
including cooperation between governments, and those between the 
regulator and the regulated at the national, regional, and international levels.  

(e) Section VI examines the relationship between illicit trade and plain 
packaging.  Specifically, the report outlines the new Australian law and the 
UK proposal and describes how plain packaging may exacerbate illicit trade 
in tobacco products.  
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SECTION II.  THE ILLICIT TRADE PHENOMENON 
Section overview  
15. The illicit trade in products, and particularly high-value consumer products, is a 
significant and disconcerting phenomenon with far-reaching social, economic, and 
political impacts.  Illicit trade is a major problem for brand owners on a global scale. 

16. Many stakeholders are injured by the widespread availability of pirated 
products, ranging from legitimate manufacturers to consumers of non-traditional 
counterfeit products, such as electrical components in mobile phones,8 which can 
place an unsuspecting consumer at risk.  The beneficiaries of these products range 
from consumers who can show off their ‘phony’ Rolex or Prada to their friends, to 
organized criminal gangs (OCGs), and to terrorist groups which have been linked to 
illicit trade.   

17. In this section, the phenomenon of illicit trade is explored in general before 
turning to an examination of these issues as specifically related to tobacco products 
in Section III.  

18. Section II summarizes some of the key concepts relating to the illicit trade 
phenomenon in the following way:  

(a) Paragraphs 20 to 22 introduce some of the relevant definitional concepts, 
notably what the term ‘counterfeit’ encompasses.  

(b) Paragraphs 23 to 29 discuss the size of the illicit market and its growth in 
recent decades while acknowledging the inherent limitations/difficulties in 
measuring this clandestine trade.  

(c) Paragraphs 30 to 37 provide an overview of the types of products that are 
often counterfeited and illustrate the growing range of products available in 
the illicit market. 

(d) Paragraphs 38 to 42 describe the source and destination markets for illicit 
products.  

(e) Paragraphs 43 to 93 consider the driving forces behind illicit trade, including 
technological developments, lower trade barriers, expansion of distribution 
channels/markets, and the willingness of consumers to purchase illicit 
products.  

(f) Paragraphs 94 to 110 explain the important role that packaging plays in illicit 
trade, both from the consumer’s and the supplier’s perspective, followed by a 
discussion on anti-counterfeiting technologies.  

(g) Paragraphs 111 to 131 set out the negative societal impacts of illicit trade, 
including harms to the consumer, source, and destination markets, those in 
the legitimate supply chain, and various other societal stakeholders.   

19. Overall, in this section, various concepts are examined to summarize the issues 
related to illicit trade.  However, as addressed in subsequent sections, the primary 
focus of this report is illicit trade in tobacco products and the ways in which 
 
8 R. Lowry, “Counterfeit electronic components – an overview” (2007), p.1, accessed at http://www.ors-
labs.com/pdf/MASH07CounterfeitDevice.pdf on May 3, 2012.  
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requiring plain packaging for tobacco products could impact upon this trade.  A 
more comprehensive review of the global illicit trade market can be reviewed in our 
book The Economics of Counterfeit Trade.9   

Definitions 
20. The definitions used to describe illicitly traded products can vary depending on 
the type of product traded, but certain key concepts are introduced here.  
‘Counterfeit’ can be defined in a number of ways.10  In this report, we generally use 
Cordell’s definition: “[A]ny unauthorized manufacturing of goods whose special 
characteristics are protected as intellectual property rights (trademarks, patents, and 
copyrights) constitutes product counterfeiting.”11  EU authorities defer to the 
definition provided by the World Trade Organization (WTO) and state:  

A counterfeit good is an unauthorised imitation of a branded good.  The 
official definition can be found in the enforcement section of an 
agreement on intellectual property rights negotiated in the World Trade 
Organisation, known as the TRIPS Agreement.12  Counterfeit trademark 
goods shall mean any goods, including packaging, bearing without 
authorisation a trademark which is identical to the trademark validly 
registered in respect of such goods, or which cannot be distinguished in 
its essential aspects from such a trademark and which thereby infringes 
the rights of the owner of the trademark in question under the law of the 
country of importation.13

21. Counterfeit goods differ from ‘knockoffs’ and gray goods in the sense that:  

(a) knockoff products (also known as ‘lookalikes’) may not infringe the intellectual 
property of a manufacturer, such as the copyrights, patents, or trademarks, 
even if they appear similar to branded/legitimate products; and  

(b) gray goods are products manufactured by the owner of the intellectual 
property but are sold by way of unauthorized distribution channels. 

 
9 P. Chaudhry and A. Zimmerman, The Economics of Counterfeit Trade (2009). 

10 The US Code of Laws also identifies trademark counterfeiting as the act of producing, selling, or 
distributing a product with a “spurious mark which is identical with, or substantially indistinguishable 
from, a registered mark”: 15 USC §1127.  Trademark infringement is also included as trademark 
counterfeiting with the result that marks “likely to cause confusion, or to cause mistake or to deceive as 
to the affiliation, connection, or association of such person with another person, or as to the origin, 
sponsorship… also constitute a trademark infringement”: 15 USC §1125(a)(1).  The US State Department 
defines counterfeiting as “the act of producing or selling a product containing a sham mark that is an 
intentional and calculated reproduction of the genuine mark” and piracy as “the act of exact, 
unauthorized, and illegal reproduction on a commercial scale of a copyrighted work or of a 
trademarked product”: see Focus on Intellectual Property Rights, US Department of State (2006), pp.91 and 
96, accessed at http://www.america.gov/media/pdf/books/iprbook.pdf#popup on March 23, 2012. 

11 Cordell et al., “Counterfeit purchase intentions: Role of lawfulness, attitudes and product traits as 
determinants,” Journal of Business Research, 35(1), 1996, pp.41-53. 

12 TRIPS Agreement refers to the Agreement on Trade-Related Aspects of Intellectual Property Rights.  

13 ”Counterfeiting and piracy” (June 23, 2010), European Commission, pp.1-2, accessed at 
http://europa.eu/rapid/pressReleasesAction.do?reference=MEMO/10/272&type=HTML on March 
23, 2012. 
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22. As discussed further in Section III, which focuses on tobacco products, the 
contraband of genuine product involves the unlawful transportation of goods from 
one jurisdiction for their distribution and resale in another without payment of the 
applicable taxes/duties or in breach of laws prohibiting their import, export and/or 
supply. 

Size and measurement 
23. The illicit trade market has grown significantly in both size and value over the 
last few decades.  In 1982 the International Trade Commission estimated the 
worldwide sales of illicit trade at US$5.5 billion.14  Since then many estimates of 
world counterfeit trade markets have been made.  In 1984 the International Anti-
Counterfeiting Coalition estimated the worldwide market at US$25-30 billion.15  In 
2001 the International Chamber of Commerce (ICC) estimated that 5 to 7% of world 
trade was in counterfeit goods and that the counterfeit market was worth US$350 
billion.16  The Economist reported on the growth of such trade in 2003:  

Until the 1980s, counterfeiting was a relatively small-scale business, 
restricted mainly to copying luxury fashion items, such as watches and 
leather goods, in limited quantities.  But in the 1990s it was transformed 
into a much bigger, broader industry, with large-scale production and 
distribution of false versions of such everyday items as biscuits and 
shampoo.17  

24. In 2006 the US government estimated the global market value of the counterfeit 
industry at US$500 billion with a growth rate of 1,700% over the past ten years.18  In 
2012 the International Anti-Counterfeiting Coalition reported that “counterfeiting is a 
[US] $600 billion a year problem.  In fact, it’s a problem that has grown over 10,000 
percent in the past two decades, in part fueled by consumer demand.”19  Today 
estimates of the counterfeit goods market range from as low as US$200-600 billion to 
as high as US$1 trillion.   

25. In general, attempting to measure the global value of illicitly traded products is 
inherently difficult, and there are no reliable global statistics.  A key problem is that 
any estimates produced on the scale of illicit trade are not based on an independent 

 
14 G. W. Abbott Jr. and L. S. Sporn, Trademark Counterfeiting (2002). New York: Aspen Law and Business.  

15 P. Stern, “Foreign product counterfeiting.” Vital Speeches of the Day, September 1, 1985: Vol. LI, No.22. 

16 Facts on Fakes, The International Anti-Counterfeiting Coalition, accessed at 
http://www.fnal.gov/directorate/OQBP/sci/sci_reference_docs/SCI%20Facts_on_fakes.pdf on April 
30, 2012.  

17 “Stepping up the war against piracy,” The Economist (January 30, 2003), accessed at 
http://www.economist.com/node/1560936 on March 23, 2012. 

18 Annual seizure reports for FY2003-2008 of the CBP, accessed at http://www.cbp.gov/ 
xp/cgov/trade/priority_trade/ipr/ipr_communications/seizure/trading/ on March 23, 2012. 

19 The Truth about Counterfeiting: Get Real, International Anti-Counterfeiting Coalition, accessed at 
https://iacc.org/about-counterfeiting/the-truth-about-counterfeiting.php on April 16, 2012.  See also 
the ICC’s Commercial Crime Services website which estimates the value of the counterfeiting market at 
US$600 billion per year, accessed at http://www.icc-
ccs.org/index.php?option=com_content&view=article&id=29& 
Ite%20mid=39 on April 16, 2012. 
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single methodology or process but are often compilations of existing estimates from 
various sources, covering many countries and points in time.    

26. There are other serious problems relating to the measurement of illicit trade.  
Garnering the ‘right’ estimate is elusive due to serious challenges raised by the:  

(a) nature of the activity to be measured – measuring clandestine criminal 
activity is a near impossible task since self-reporting is obviously low and 
only a fraction of this illegal activity is uncovered by the efforts of 
enforcement authorities;  

(b) limited data availability – one of the few real indicators of illicit trade is 
seizures data of counterfeited product by police and/or customs authorities.  
The 2007 US Government Accountability Office (GAO) report raises questions 
about the usability of the customs seizure data collected at various ports of 
entry as an indicator of the size and growth of the counterfeit market.20  For 
example, the GAO cautions that the extent and effectiveness of enforcement 
vary widely between different ports; and21    

(c) choice of measurement method – the debate related to estimating the losses 
from counterfeit trade center on whether the measure should include sales 
lost by specific brands and at what prices (e.g., production cost, domestic 
value, manufacturer’s suggested retail price, damage to brand equity, total 
sales of counterfeits, or some combination of these factors).22  

27. Several methods have been used to calculate the size of the counterfeit goods 
market, including extrapolation from counterfeit goods seized, survey of 
supply/demand, economic multipliers, and even ‘best guesses.’  For the reasons 
described above, each of these methods faces daunting challenges of accuracy, and 
none of these approaches can be relied upon without caution.  As one of the authors 
of this study concluded in a recent paper: 

Although specific numbers are blithely cited in scholarly and popular 
media, in reality the measurement of the counterfeit products market is 
extremely difficult.  Given the illegal nature of the activity no direct 
measurement is possible.  Compounding the problem is defining what 
exactly is being measured.  Those making the estimates, such as the 
OECD and the International Trade Commission, have readily admitted 
their methodologies are flawed.  Nevertheless, estimates abound.  Some 

 
20 Better Data Analysis and Integration Could Help US Customs and Border Protection Improve Border 
Enforcement Efforts (April 2007), GAO, pp.30-33, accessed at http://www.gao.gov/assets/260/ 
259890.pdf on March 23, 2012. 

21 Ibid., p.30. 

22 The OECD states that “[t]he overall degree to which products are being counterfeited and pirated is 
unknown, and there do not appear to be any methodologies that could be employed to develop an 
acceptable overall estimate” and that “available information on counterfeiting and piracy falls far short 
of what is needed for robust analysis and policymaking.”  The OECD makes a series of detailed 
recommendations for the improvement of data collection: see The Economic Impact of Counterfeiting and 
Piracy (2007), OECD, accessed at http://www.oecd.org/document/4/ 
0,3343,en_2649_34173_40876868_1_1_1_1,00.html on March 23, 2012.  For a more in-depth discussion of 
measuring the counterfeit market, see P. Chaudhry and A. Zimmerman, The Economics of Counterfeit 
Trade (2009), pp.9-11. 
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claim the global value of counterfeit products at $200 billion.  Others see 
the number as much higher and state that 5-7% of world trade is in 
counterfeit.  Since the actual seizures by Customs agencies around the 
world represent approximately 1/10 of 1% of total imports, one must say 
the true number is not known with any confidence today.23  

28. A major attempt to quantify the counterfeit goods market was completed by the 
GAO in April 2010.24  The GAO interviewed government officials, representatives of 
industry associations, academic institutions, and firms, in conjunction with a 
comprehensive review of the plethora of existing documents and studies.  Based on 
this research, the GAO concluded: 

Generally, the illicit nature of counterfeiting and piracy makes estimating 
the economic impact of IP infringements extremely difficult, so 
assumptions must be used to offset the lack of data.  Efforts to estimate 
the losses involve assumptions such as the rate at which consumers 
would substitute counterfeit for legitimate products, which can have 
enormous impacts on the resulting estimates.  Because of the significant 
differences in types of counterfeited and pirated goods and industries 
involved, no single method can be used to develop estimates.  Each 
method has limitations, and most experts observed that it is difficult, if 
not impossible, to quantify the economy-wide impacts….  

[N]onetheless, the studies and experts we spoke with suggested that 
counterfeiting and piracy is a sizeable problem, which affects consumer 
behavior and firms incentives to innovate....25

29. While it is difficult to determine the precise ‘level of illicit trade activity,’ it is 
clear that this is a huge problem and that both counterfeiters and smugglers continue 
to infiltrate many markets around the world. 

Types of products traded 
30. In addition to the growth in the size of global illicit trade, research indicates that 
the types of products being traded are expanding.  The products that are 
traditionally the most vulnerable to counterfeiting can be divided into four 
categories: 

(a) highly visible, high-volume, low-tech products with well-known brand 
names, such as toothpaste and chocolates;  

(b) high-priced, high-tech products, such as computer games, CDs, DVDs, and 
auto/airplane parts; 

(c) luxury goods, such as designer clothing, apparel, and perfume; and  

 
23 A. Zimmerman, “Accepting ‘conventional numbers’: Determining the size of the worldwide 
counterfeit goods market,” Academy of International Business Insights, 11(4), 2011, 11-15, accessed at  
http://aib.msu.edu/publications/insights/insights_v011n04.pdf on March 23, 2012. 

24 Intellectual Property: Observations on Efforts to Quantify the Economic Effects of Counterfeit and Pirated 
Goods (April 2010), GAO, accessed at http://www.gao.gov/new.items/d10423.pdf on March 17, 2012. 

25 Ibid., pp.2 and 23.  Note that both P. Chaudhry and A. Zimmerman were consulted by the GAO for 
their expert opinion on the topics in this report (see p.35 for acknowledgement). 
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(d) high-tech products that require intensive research and development, such as 
pharmaceuticals and some industrial products.26 

31. As shown above, counterfeit products are not limited to designer perfumes, 
handbags, and other highly visible consumer items.  Software, music, and 
pharmaceuticals are also vulnerable to copying.27  According to the Business 
Software Alliance in 2011, 42% of computer software is pirated and its total value has 
reached nearly US$60 billion.28  In relation to fake pharmaceuticals, the results have 
been catastrophic in various countries.  Industrial products are also not immune from 
counterfeit production either.    

32. Studies on illicit trade report on the changing nature and the expansion of the 
types of products being counterfeited.  For instance, the Organization for Economic 
Cooperation and Development (OECD) remarked that there has been an “alarming 
expansion of the types of products being infringed, from luxury items (such as 
deluxe watches and designer clothing) to items that have an impact on personal 
health and safety (such as pharmaceutical products, food and drink, medical 
equipment, personal care items, toys, tobacco and automotive parts).”29  

33. In support of its statement, the OECD’s list of products subject to intellectual 
property infringements (compiled in 2007) included not only all of the product types 
identified in an earlier study (compiled in 2001),30 but also new items, such as 
chemicals and pesticides, electrical components, agricultural products, tobacco 
products, furniture, sporting goods, and a variety of other items, such as 
qualification certificates.31  In the OECD study, 13 countries reported that the scope 

 
26 L. Jacobs et al., “The nightmare of international product piracy: Exploring defensive strategies,” 
Industrial Marketing Management, 30, 2001, pp.499-509. 

27 Interview with P. Chaudhry and S. Stumpf, accessed at http://www.notofakes.com/Forum/Experts/ 
DrPeggyChaudhryandDrStephenStumpf/tabid/506/Default.aspx on March 23, 2012; see also P. 
Chaudhry and S. Stumpf “Getting real about fakes,” The Wall Street Journal (August 17, 2009), accessed 
at http://online.wsj.com/article/SB10001424052970204038304574151703747284822.html on March 23, 
2012. 

28 8th Annual Global Software Piracy Study (May 2011), Business Software Alliance, p.2, accessed at 
http://portal.bsa.org/globalpiracy2010/downloads/study_pdf/2010_BSA_Piracy_Study-Standard.pdf  
on February 19, 2012. 

29 The Economic Impact of Counterfeiting and Piracy: Executive Summary (2007), OECD, p.5, accessed at 
http://www.oecd.org/dataoecd/13/12/38707619.pdf on March 23, 2012. 

30 L. Jacobs et al., “The nightmare of international product piracy: Exploring defensive strategies,” 
Industrial Marketing Management, 30, 2001, pp.499-509. 

31 See the UK government’s website Counterfeit Goods, which reports designer-labeled clothes, watches, 
perfumes, cosmetics, CDs, DVDs, computer software, vehicle parts, DIY tools, and medicines as among 
“most common fakes,” accessed at http://www.direct.gov.uk/en/Governmentcitizensandrights/ 
Consumerrights/Yourconsumerrightswhenbuyinggoodsandservices/DG_194549 on May 3, 2012.  See 
also the US Environmental Protection Agency’s website Counterfeit Pesticide Products for Dogs and Cats, 
which notes that while there is no single characteristic that helps determine all counterfeit products, 
consumers can look to a number of factors, including “difference in weight between the outer package 
and the product inside,” “lack of directions in English,” and “products not packaged in child-resistant 
packaging” to identify counterfeit pet pesticides and products, accessed at 
http://www.epa.gov/pesticides/factsheets/petproduct.htm on May 3, 2012.  A significant growth of 
counterfeit pesticides is also reported in Europe.  It is estimated that more than 25% of the pesticides 
circulating in the EU originates from the illegal and counterfeit market of pesticides, containing 
substances banned in the EU: see Europol warns of growing trade in counterfeit pesticides worth billions of 
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of products counterfeited was expanding rapidly and 16 others noted that the range 
was expanding steadily.32 

34. As acknowledged by the United Nations Office on Drugs and Crime (UNODC) 
and the World Health Organization (WHO), several different grades of imitation are 
often available for any popular product.33  Different price points exist to reflect such 
variance in the level of sophistication.  On the one side of the spectrum, there are 
high-quality ‘replicas’34 and ‘Grade-A merchandise,’ which may have been 
manufactured in the factories licensed to produce the authentic goods and, therefore, 
are virtually indistinguishable from their genuine counterparts since these goods 
often use the same infrastructure as the legitimate producers.35 

35. On the other side of the spectrum are low-quality counterfeits that would 
deceive only inexperienced consumers.36  In between the two extremes are products 
of lesser grades diverted from factories or produced in dedicated workshops using 
lower-grade materials.  Figure 1 below shows Lacoste’s crocodile trademark in 
varying levels of ‘likeness’ to the genuine (in the far right).37   

Figure 1. Varying levels of sophistication on imitating a trademark 

 

 
euro a year (January 13, 2012), Europol, accessed at 
https://www.europol.europa.eu/content/press/europol-warns-growing-trade-counterfeit-pesticides-
worth-billions-euros-year-1237 on April 16, 2012. 

32 The Economic Impact of Counterfeiting and Piracy: Executive Summary (2007), OECD, accessed at 
http://www.oecd.org/dataoecd/13/12/38707619.pdf June 7, 2012.  

33 Counterfeit Medicines: An Update on Estimates (November 15, 2006), WHO, accessed at 
http://www.who.int/medicines/services/counterfeit/impact/TheNewEstimatesCounterfeit.pdf on 
May 3, 2012.  See also The Globalization of Crime: A Transnational Organized Crime Threat Assessment (2010), 
UNODC, Chapter 8, accessed at http://www.unodc.org/documents/data-and-
analysis/tocta/TOCTA_Report_2010_low_res.pdf on March 23, 2012. 

34 The Economic Impact of Counterfeiting and Piracy: Executive Summary (2007), OECD, accessed at 
http://www.oecd.org/dataoecd/13/12/38707619.pdf on March 23, 2012. 

35 Counterfeit Medicines: An Update on Estimates (November 15, 2006), WHO, accessed at 
http://www.who.int/medicines/services/counterfeit/impact/TheNewEstimatesCounterfeit.pdf on 
May 3, 2012.  See also The Globalization of Crime: A Transnational Organized Crime Threat Assessment (2010), 
UNODC, Chapter 8, accessed at http://www.unodc.org/documents/data-and-
analysis/tocta/TOCTA_Report_2010_low_res.pdf on March 23, 2012. 

36 The Globalization of Crime: A Transnational Organized Crime Threat Assessment (2010), UNODC, Chapter 
8, accessed at http://www.unodc.org/documents/data-and-analysis/tocta/ 
TOCTA_Report_2010_low_res.pdf on March 23, 2012.  See also Transnational Crime in the Developing 
World (February 2011) Global Financial Integrity, accessed at http://www.gfintegrity.org/storage/ 
gfip/documents/reports/transcrime/gfi_transnational_crime_web.pdf on March 23, 2012.   

37 “A fistful of fakes,” supplement magazine to The Financial Times (March 2012), Fondation de la Haute 
Horlogerie.  Fondation de la Haute Horlogerie is an organization established in Geneva, representing 
fine watchmakers.  It is active in training and dissemination of information (e.g., raising public 
awareness of the risks associated with counterfeit watches): see The Fondation de la Haute Horlogerie was 
created because…, accessed at http://www.hautehorlogerie.org/en/fondation/about/fondation-de-la-
haute-horlogerie/fondation-de-la-haute-horlogerie-was-created-because/ on April 2, 2012. 

 14 

https://www.europol.europa.eu/content/press/europol-warns-growing-trade-counterfeit-pesticides-worth-billions-euros-year-1237
https://www.europol.europa.eu/content/press/europol-warns-growing-trade-counterfeit-pesticides-worth-billions-euros-year-1237
http://www.oecd.org/dataoecd/13/12/38707619.pdf
http://www.who.int/medicines/services/counterfeit/impact/TheNewEstimatesCounterfeit.pdf
http://www.unodc.org/documents/data-and-analysis/tocta/TOCTA_Report_2010_low_res.pdf
http://www.unodc.org/documents/data-and-analysis/tocta/TOCTA_Report_2010_low_res.pdf
http://www.oecd.org/dataoecd/13/12/38707619.pdf
http://www.who.int/medicines/services/counterfeit/impact/TheNewEstimatesCounterfeit.pdf
http://www.unodc.org/documents/data-and-analysis/tocta/TOCTA_Report_2010_low_res.pdf
http://www.unodc.org/documents/data-and-analysis/tocta/TOCTA_Report_2010_low_res.pdf
http://www.unodc.org/documents/data-and-analysis/tocta/TOCTA_Report_2010_low_res.pdf
http://www.unodc.org/documents/data-and-analysis/tocta/TOCTA_Report_2010_low_res.pdf
http://www.gfintegrity.org/storage/gfip/documents/reports/transcrime/gfi_transnational_crime_web.pdf
http://www.gfintegrity.org/storage/gfip/documents/reports/transcrime/gfi_transnational_crime_web.pdf
http://www.hautehorlogerie.org/en/fondation/about/fondation-de-la-haute-horlogerie/fondation-de-la-haute-horlogerie-was-created-because/
http://www.hautehorlogerie.org/en/fondation/about/fondation-de-la-haute-horlogerie/fondation-de-la-haute-horlogerie-was-created-because/


 

36. While most of these fake products are harmless, some can inflict great damage.  
An alarming trend in recent years has been the spread of illicit trade into products 
that are potentially dangerous.  Seizure figures by the US Customs and Border 
Projection (CBP) below in Table 1 show the extent to which a variety of ‘potentially 
harmful products’ are supplied by counterfeiters.38  

Table 1. Seizure of potentially harmful products (FY2010-FY2011) 

Types of products Domestic Value (US$) % of Total 

Pharmaceuticals $16,848,192 28% 

Electrical Articles $10,277,849 17% 

Perfume/Cologne $ 9,245,642 15% 

Cigarettes $ 8,183,993 14% 

Health/Personal Care $ 4,118,168 7% 

Toys/Electronic Games $ 2,975,421 5% 

Eyewear/Parts $ 2,566,197 4% 

Critical Technology Components $ 2,397,208 4% 

Batteries $ 1,301,295 2% 

All Other Commodities $ 2,149,389 4% 

Total FY 2011 Value 

Number of Seizures 

$60,063,354  

4,369 

 

37. The European Commission’s Taxation and Customs Union Directorate-General 
(DG TAXUD) has also raised health and safety concerns: “food and beverages, body 
care articles, medicines, electrical household goods and toys accounted for a total of 
14.5% of the total amount of detained articles.”39 

Sources of and destinations for illicit products  
38. Some countries serve mainly as a source of illicit product (both for domestic 
consumption and for export), others play a part as transit routes, and some are 
destination countries where consumption occurs.  A country can also move between 
being a source, transit, and destination market and in many cases a country may be 
included in more than one of these categories.  Understandably, there is no fixed 
 
38 Intellectual Property Rights: Fiscal Year 2011 Seizure Statistics (February 2012), CBP Office of 
International Trade, p.24, accessed at http://www.ice.gov/doclib/iprcenter/pdf/ipr-fy-2011-seizure-
report.pdf on May 3, 2012.  All percentages are rounded to the nearest whole number.  The CBP is one 
of the Department of Homeland Security’s largest and most complex components, with a priority 
mission of keeping terrorists and their weapons out of the US.  It also has a responsibility for securing 
and facilitating trade and travel while enforcing hundreds of US regulations, including immigration and 
drug trafficking.  See also www.cbp.gov.  

39 Report on EU Customs Enforcement of Intellectual Property Rights: Results at the EU Border – 2010, 
prepared by DG TAXUD, p.3, accessed at 
http://ec.europa.eu/taxation_customs/resources/documents/customs/ 
customs_controls/counterfeit_piracy/statistics/statistics_2010.pdf on March 23, 2012. 

 15 

http://www.ice.gov/doclib/iprcenter/pdf/ipr-fy-2011-seizure-report.pdf
http://www.ice.gov/doclib/iprcenter/pdf/ipr-fy-2011-seizure-report.pdf
http://www.cbp.gov/
http://ec.europa.eu/taxation_customs/resources/documents/customs/customs_controls/counterfeit_piracy/statistics/statistics_2010.pdf
http://ec.europa.eu/taxation_customs/resources/documents/customs/customs_controls/counterfeit_piracy/statistics/statistics_2010.pdf


 

definition of a ‘source’ or ‘destination’ market and there is disagreement about 
categories for particular markets. 

39. While it is obviously difficult to track down all sources of counterfeits, products 
are produced and sold in a variety of places.  In general, however, counterfeits are 
produced mostly in developing countries and consumed all over the world.   

40. By volume, China has been identified as the number one source of counterfeit 
product coming into the US and the EU for over a decade and its dominance is 
clearly demonstrated in Figures 2 and 3 below.  Today, while China is the world’s 
major source country,40 other countries, such as Hong Kong,41 Taiwan, and India are 
also identified as sources in Figures 2 and 3 below.  Further, Vietnam, the 
Philippines, Malaysia, Russia, and other former Soviet Republics, as well as countries 
in Latin America and Africa, are known as source markets.42   

Figure 2. US seizures by country of origin (% of seizures) 43

 

 
40 It has been reported that the government-led restructuring of the state tobacco industry in China left 
many workers unemployed and available for illicit tobacco production.  While the Chinese media 
claimed that 50,000 workers were redeployed to non-cigarette businesses, many became available for 
employment in the illicit production of tobacco products. K. von Lampe, M. K. Kurti, A. Shen, and G. A. 
Antonopoulos, “The changing role of China in the global illicit cigarette trade,” International Criminal 
Justice Review, 22: pp.43-67.  
41 The authors note that Hong Kong is a Special Administrative Region of China. 

42 The Globalization of Crime: A Transnational Organized Crime Threat Assessment (2010), UNODC, Chapter 
8, accessed at http://www.unodc.org/documents/data-and-
analysis/tocta/TOCTA_Report_2010_low_res.pdf on March 23, 2012.  See Transnational Crime in the 
Developing World (February 2011) Global Financial Integrity, accessed at 
http://www.gfintegrity.org/storage/gfip/ 
documents/reports/transcrime/gfi_transnational_crime_web.pdf on March 23, 2012.  See also The 
Economic Impact of Counterfeiting and Piracy: Executive Summary (2007), OECD accessed at 
http://www.oecd.org/dataoecd/13/12/38707619.pdf on March 23, 2012. 

43  Chart was compiled from various IPR seizure reports by the CBP, accessed at 
http://www.cbp.gov/xp/cgov/newsroom/news_releases/national/01092012.xml on April 6, 2012. 
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Figure 3. EU seizures by country of origin in 2010 (% of seizures) 44

 
41. Traditional destination markets for many illicit products are the US and the EU 
(given the profit incentives of retail sale there).  However, almost all countries are 
destination markets for illicit trade products in some sense today.  The World 
Customs Organization (WCO) noted that more than 143 countries were intended 
destinations in 2010, with the US and Germany at the top of the destination markets 
chart.45 

42. Outsourcing production to developing countries to cut costs has had the 
unintended consequence of adding to this problem.  With the manufacturing know-
how and technology being made available in these countries, the production of 
counterfeits increased in volume and improved in quality.46  Because factories are 
located in distant locations, legitimate IPR owners may have less control over the 
manufacturing process than they would have liked. 

Global causes of illicit trade 
43. There is no exhaustive list that covers all drivers of illicit trade across the board.  
The size and the nature of the problem vary depending on the product and the 
market involved.  Figure 4 below looks at some common causes that drive the illicit 

 
44 Report on EU Customs Enforcement of Intellectual Property Rights: Results at the EU Border – 2010, 
prepared by DG TAXUD, p.17, accessed at http://ec.europa.eu/ 
taxation_customs/resources/documents/customs/customs_controls/counterfeit_piracy/statistics/stati
stics_2010.pdf on March 23, 2012. 

45 Customs and IPR Report – 2010 (June 2011), WCO, p.10, accessed at 
http://www.wcoomd.org/files/1.%20Public%20files/PDFandDocuments/Enforcement/WCO_Custo
ms_IPR_2010_public_en.pdf on March 23, 2012. 

46 The Globalization of Crime: A Transnational Organized Crime Threat Assessment (2010), UNODC, Chapter 
8, accessed at http://www.unodc.org/documents/data-and-
analysis/tocta/TOCTA_Report_2010_low_res.pdf on March 23, 2012.  See also Transnational Crime in the 
Developing World (February 2011), Global Financial Integrity, accessed at http://www.gfintegrity.org/ 
storage/gfip/documents/reports/transcrime/gfi_transnational_crime_web.pdf on March 23, 2012. 
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trade of consumer products generally and Section III deals with the driving forces 
that are specific to one type of product, tobacco.47   

Figure 4. Driving forces for the growth of illicit trade  

 

44. In the paragraphs that follow, the driving forces included in the above Figure 4 
are summarized. 

Powerful global brands and iconic packaging 

45. Globalization has made it possible to develop truly global brands.  Brands such 
as Coca-Cola, Apple, Chanel, and Google are recognized all over the world and have 
become hugely valuable intangible assets.  For instance, Coca-Cola, the world’s most 
valuable brand, is worth about US$72 billion today.48  IBM’s brand is valued at 
approximately US$70 billion; not far behind are Microsoft and Google, each of which 
is worth over US$50 billion.  All of these brands and many others like them have 
been subject to extensive counterfeiting, reflecting the illicit trade market 
opportunities arising from the growth of, and consumer desire for, such brands.  
Therefore, it is unsurprising that the world’s most counterfeited brands (by number 
of seizures) in 2010 were globally-recognized brands, such as Louis Vuitton, Apple, 

 
47 P. Chaudhry and A. Zimmerman, The Economics of Counterfeit Trade (2009), p.18.  See also The Economic 
Impact of Counterfeiting and Piracy: Executive Summary (2007), OECD, p.11, accessed at 
http://www.oecd.org/dataoecd/13/12/38707619.pdf on March 23, 2012. 

48 Interbrand, “2011 rankings of the top 100 brands,” Best Global Brands 2011, accessed at 
http://www.interbrand.com/en/best-global-brands/best-global-brands-2008/best-global-brands-
2011.aspx on April 16, 2012. 
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Nike, Adidas, and Chanel.49  Such brands have packaging that is widely recognized 
or even ‘iconic.’  The ability to communicate through packaging is a critical element 
of any brand.  Given the importance to the core discussion of this report, the role of 
packaging in illicit trade is discussed in the context of tobacco products in Section III.  

46. The impact of brand globalization provides the background to a study of the 
impact of counterfeiting on consumers’ brand relationships with the authentic 
product in India and Thailand:  

[C]onsumers are drawn to premium brands in part because of the 
exclusivity and connotation of prestige associated with them.  These 
characteristics are also the reason such brands are attractive targets of 
counterfeiting.50

 High tariffs/taxes and low affordability  

47. In the current environment where successful global luxury brands are fueling 
consumer demand often with extensive advertising and highly visible retail outlets 
(and where many consumers cannot afford the genuine product), counterfeiters are 
more than willing to step in and exploit such opportunities, especially since the 
necessary investment is limited and the potential rewards are significant. 

48. In particular, counterfeiters are attracted to products with high government fees 
and taxes, which usually distort the retail price.51  Alcohol is a good example since 
70% of the average retail price of a bottle of Scotch Whisky in the UK consists of duty 
and other taxes.52  These additional costs can price legitimate products out of certain 
markets, especially for low-income consumers in less developed countries. 

49. In the case of disease-curing drugs, consumers may be aware that products are 
available and are understandably keen to obtain these products.  Where 
governments have placed artificial price controls or import duties on these drugs, 
counterfeiters may step in to satisfy the demand, offering far less effective or even 
dangerous products – but at affordable prices.   

50. For products like pharmaceuticals and alcohol, the counterfeiter’s profit margin 
reflects a considerable mark-up on the cost of production of the fake product even if 

 
49 Customs and IPR Report 2010 (June 2011), WCO, accessed at http://www.wcoomd.org/files/ 
1.%20Public%20files/PDFandDocuments/Enforcement/WCO_Customs_IPR_2010_public_en.pdf on 
April 9, 2012. 

50 S. Commuri, “The impact of counterfeiting on genuine-item consumers’ brand relationships,” Journal 
of Marketing, 73, May 2009, pp.86-98. 

51 See paragraphs 216 to 232 for a discussion on the issue of affordability of tobacco products (which is 
often linked to tobacco taxation) and the extent to which it fuels the illicit tobacco trade.  While beyond 
the scope of this report, this type of price discrimination also attracts gray marketers with a lucrative 
arbitrage opportunity for parallel traders to simply buy low/sell high legitimate goods, such as 
pharmaceuticals, to capture profits from this type of price discrimination.  For example, see R. Bird and 
P. Chaudhry, “Repacking, pharmaceuticals, and the European Union: Managing gray markets in an 
uncertain legal environment,” Virginia Journal of International Law, 50(3), 2010; see also P. Chaudhry and 
M. Walsh, “Managing the gray market in the European Union: The case of the pharmaceutical 
industry,” Journal of International Marketing, 3(3), 1995. 

52 “Principles of Tax Policy” (January 2011), Scotch Whisky Association, accessed at  
http://www.publications.parliament.uk/pa/cm201011/cmselect/cmtreasy/memo/taxpolicy/m7.htm 
on March 23, 2012. 
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the illicit trader sells the product at a price that is considerably lower than that of a 
genuine product.53  A consequence of the lower prices of counterfeit goods is a loss 
in tax revenues in respect of genuine product.  According to the UK Food Standards 
Agency, loss of revenue due to illicit trade in alcohol costs the UK economy more 
than US$1.6 billion each year.54   

Low investment and high profits 

51. Illicit traders avoid many of the usual costs related to creation, production, 
marketing, and distribution of products.  These counterfeiters also avoid the costs of 
meeting legal and regulatory stipulations, such as product regulation compliance, 
health and safety, quality control, and minimum wage requirements.55   

52. As UNODC has stated, without a brand to protect, counterfeiters have no 
incentive to produce anything beyond “superficial quality.”56  Without the brand 
owner’s start-up and ongoing operational costs (e.g., in terms of the product 
stewardship costs associated with meeting all applicable regulation/industry best 
practice, research and development, advertising, quality control programs, warranty 
service, and the like) and benefiting from sharply reduced overhead costs, 
counterfeiting can be vastly profitable.57   

53. This disparity is likely to be more pronounced for highly-regulated consumer 
products.  For instance, counterfeiters making pharmaceutical and alcohol products 
are unlikely to perform the necessary scientific assessment/quality assurances in the 
manufacturing processes required of the genuine manufacturers.58  

54. Technological developments in modeling, printing, and scanning can, in certain 
cases, make it relatively easy and inexpensive to make convincing copies.59  For 

 
53 For example, duties and taxes on retail medicines in 11 developing countries in 2003 ranged from 24% 
in Mexico to 55% in India.  Many high-tariff countries have a serious problem with counterfeit 
medicines and “it is unlikely that this is entirely coincidental”: see J. Morris and P. Stevens, “Counterfeit 
medicines in LDCs: Problems and solutions,” in P. Stevens, ed., Fighting the Diseases of Poverty (2007), 
p.210, accessed at http://sarpn.octoplus.co.za/documents/d0002617/9-Disease_Poverty_IPN_2007.pdf 
on April 5, 2012. 

54 “Fake vodka removed from Lewisham store,” UK Food Standards Agency (April 23, 2012), accessed 
at http://www.food.gov.uk/news/newsarchive/2012/apr/dropvodka on May 17, 2012.  GBP1 billion 
has been converted to US$ using the exchange rate of May 17, 2012.  

55 Those who engage in “split runs” (a term used by Chris Israel, the US Coordinator for International 
Intellectual Property Enforcement) enjoy the lowest level of investment of all.  A “split run” involves a 
third-party (who is contracted by the brand-holder to make genuine product by day) running either 
high-quality overruns or poor-quality imitations by night after the factory officially shuts down. 

56 The Globalization of Crime: A Transnational Organized Crime Threat Assessment (2010), UNODC, Chapter 
8, accessed at http://www.unodc.org/documents/data-and-
analysis/tocta/TOCTA_Report_2010_low_res.pdf on March 17, 2012. 

57 For instance, the active ingredient accounts for 90% of the cost of most drugs, so even a 10% dilution 
can translate into a significant competitive edge: The Globalization of Crime: A Transnational Organized 
Crime Threat Assessment (2010), UNODC, p.187, accessed at http://www.unodc.org/documents/data-
and-analysis/tocta/TOCTA_Report_2010_low_res.pdf on March 17, 2012. 

58 See paragraphs 233 to 243 for further discussion on the disparity in the manufacturing costs between 
illegal and legal manufacturers. 

59 In relation to the fashion industry, counterfeiters can buy one copy of a genuine product, take it apart 
and, using scanning equipment, develop patterns which allow them to make almost perfect fakes.  See 
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example, counterfeiters use digital technology and laser scanners in order to reverse-
engineer highly complicated mechanical watches, with the result that a laser scanner 
can produce a “picture-perfect 3D” digital version of a watch within minutes.60 

55. In addition to the technological advancements facilitating counterfeiting of 
products themselves, improvements in technology have made it easier to replicate 
logos and packaging.61  High-quality digital printers make it easy to imitate genuine 
trademarks and packaging (including even tax stamps and other markings that some 
believe act as a deterrent to counterfeiters).  Under these circumstances, packaging of 
counterfeit watches, for example, can be of very high quality and typically includes 
warranty cards of such high standards that they fool even experienced experts.  Only 
upon closer testing using scientific methods can the differences be distinguished 
between original and counterfeit.62  Counterfeiters have also improved their ability 
to reproduce holograms and other sophisticated genuine identifying marks.63   

56. The reduction in the cost of global communications, such as using the Internet 
also represents savings in cost for illicit traders.  For example, the Internet allows 
counterfeiters and smugglers to keep in contact with their distribution channels at 
very low cost and provides real-time information.  

Geographic characteristics 

57. While the illicit trade problem exists all over the world, some countries are more 
exposed than others to the risk due to their geographic characteristics and the 
infrastructure in place to facilitate the global flow of people and products.  For 
instance, it is unsurprising that the Netherlands, with the biggest port in Europe in 
Rotterdam, detects the largest volume of counterfeits entering the EU, followed by 
Germany, with the second (Hamburg) and fourth (Bremen) largest ports in the EU.64   

58. In the case of the UK, looked at as a case study market in Sections III and VI of 
this report, despite the fact it is an island, its geography renders it vulnerable to illicit 
trade in tobacco products due to:  

(a) its proximity to mainland Europe; 

(b) the multiple points of entry into the UK; and  

(c) the land border between Northern Ireland and the Republic of Ireland.   

 
R. Parloff, “Not exactly counterfeit,” Fortune (April 26, 2006) accessed at http://money.cnn.com/ 
magazines/fortune/fortune_archive/2006/05/01/8375455/index.htm on March 23, 2012. 

60 “A fistful of fakes,” supplement magazine to The Financial Times (March 2012), Fondation de la Haute 
Horlogerie. 

61 B. Berman and K. Swani, “Managing product safety of imported Chinese goods,” Business Horizons, 
53(1) 2010, pp.39-48.   

62 Ibid.  See also S. Stumpf et al., “Fake: Can business stanch the flow of counterfeit products?” Journal of 
Business Strategy, 32(2), 2011, pp.4-12, at p.6, in which the authors conclude that “with the growth of a 
variety of manufacturing and packaging technologies, pirates can create more convincing look-a-likes.”   

63 R. Parloff, “Not exactly counterfeit,” Fortune (April 26, 2006) accessed at http://money.cnn.com/ 
magazines/fortune/fortune_archive/2006/05/01/8375455/index.htm on March 23, 2012. 

64 The Globalization of Crime: A Transnational Organized Crime Threat Assessment (2010), UNODC, Chapter 
8, accessed at http://www.unodc.org/documents/data-and-analysis/tocta/ 
TOCTA_Report_2010_low_res.pdf on March 17, 2012. 
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59. First, the UK is just offshore from mainland Europe and is close to many 
markets that may offer goods at significantly lower prices.  Therefore, illicit traders 
do not have to travel far to source significantly cheaper ‘feedstock.’   

60. Second, the UK is an open economy which depends on international trade – and 
the international movement of people and goods – for its economic well-being.  This 
renders the UK extremely accessible and products are routed into the UK by multiple 
entry points, by ship, air, and land: 

(a) A report entitled Overseas Travel and Tourism, published by the Office for 
National Statistics, shows estimates of travel by UK residents abroad and 
travels into the UK by foreign residents.  2011 provisional estimates show that 
UK residents made 56 million trips abroad and 30.6 million overseas residents 
made trips to the UK.  For comparison, in 2007 the figures were 69.5 million 
and 32.8 million respectively.65 

(b) Maritime statistics, published by the UK Department of Transport, showed 
over 15,475 million unitized freight movements through UK ports in 2010 
(17,674 million in 2007).  In terms of tonnage these were 153 million tons in 
2010 (166 million tons in 2007).66  Data from the Civil Aviation Authority 
shows that in 2010, 651,343 tons of freight arrived at UK airports from 
overseas (708,452 tons in 2007).67  

61. Third, it has long been recognized that the Republic of Ireland – and the land 
border between Northern Ireland and the Republic of Ireland – is used as a gateway 
for smuggling into the UK.   

62. Once smuggled product has crossed the border to Northern Ireland, it has made 
its way into the UK.  To transport the product to mainland Britain requires little more 
than a boat trip to Scotland or Liverpool with no customs checks upon arrival at 
either the Northern Ireland or the Scotland/England border.  The porous land 
borders provide multiple entries and leave the UK exposed to illicit products that 
have been imported into Ireland for onward supply to the UK.68   

63. UK government authorities have recognized this problem.  For instance, in 
giving evidence to a Parliamentary Committee about the levels of cross-border 
smuggling that exist between the Republic of Ireland and Northern Ireland, the 
Assistant Chief Constable of the Police Service of Northern Ireland stated:   

 
65 Overseas Travel and Tourism (December 2011), UK Office for National Statistics, Tables 2a and 4a, 
accessed at http://www.ons.gov.uk/ons/publications/re-reference-tables.html?edition=tcm%3A77-
253949 on March 25, 2012.   

66 All UK Ports Unitised Freight Traffic, by Type of Freight Unit, From 1970/2000 (September 2011), UK 
Department of Transport, accessed at http://www.dft.gov.uk/statistics/tables/port0203 on March 21, 
2012. 

67 UK Airport Statistics for 2010 – Annual, UK Civil Aviation Authority, accessed at 
http://www.caa.co.uk/default.aspx?catid=80&pagetype=88&sglid=3&fld=2010Annual on March 21, 
2012. 

68 Fuel Laundering and Smuggling in Northern Ireland: Third Report of Session 2010-12 (March 20, 2012), HC 
Northern Ireland Affairs Select Committee, accessed at 
http://www.publications.parliament.uk/pa/cm201012/cmselect/cmniaf/1504/150402.htm on March 
30, 2012. 

 22 

http://www.ons.gov.uk/ons/publications/re-reference-tables.html?edition=tcm%3A77-253949
http://www.ons.gov.uk/ons/publications/re-reference-tables.html?edition=tcm%3A77-253949
http://www.dft.gov.uk/statistics/tables/port0203
http://www.caa.co.uk/default.aspx?catid=80&pagetype=88&sglid=3&fld=2010Annual
http://www.publications.parliament.uk/pa/cm201012/cmselect/cmniaf/1504/150402.htm


 

We can see that Ireland is an attractive place.  It is seen as an affluent 
place to do crime business, and we are getting more and more crime 
imported into the island of Ireland.  The whole cross-border debate has to 
move on a step.  If we cannot actually manage information, intelligence 
and evidence across the border, we are just a really easy target for 
international crime groups.  In some ways we may be viewed as that 
already.  They have already recognised a porous land border, and that is 
a weakness that we in law enforcement have to eradicate.  We have a 
huge challenge on the island of Ireland as a whole, particularly around 
organised crime and serious harm, be it drugs or human trafficking in all 
its guises.69

64. In particular, Her Majesty’s Revenue & Customs (HMRC) noted that the border 
is used by criminal gangs to conceal their activities and disrupt law enforcement 
action.  Certain areas of the border remain difficult to police and the continuing 
security situation is deliberately exploited to hinder law enforcement efforts.  HMRC 
also noted that any worsening of the security situation in Northern Ireland is likely 
to adversely affect the operation of HMRC in certain areas.70  

Globalization and lower trade barriers  

65. The rapid growth of world trade through the opening of markets, coupled with 
the reduction of barriers to the flow of funds and merchandise, has certainly opened 
opportunities for illicit traders.  In the words of the UNODC: “Lesser goods have 
been passed off as high-quality merchandise since the dawn of organized commerce, 
but the practice has taken on new meaning and proportions in the latest wave of 
globalization.”71  Indeed, a ‘live map’ of marine shipments can be accessed at various 
websites to monitor cargo shipments in real-time data on “current ship positions, 
movements, history, ownership and management contact details… processing 
190,000 reports per minute… to track over 40,000 vessels at any minute of the day.”72 

66. The sheer volume of imports in many countries makes it almost impossible for 
customs services to intercept a significant percentage of fake products.  According to 
a Deutsche Bank research report, more than 25 million containers flowed through 
each of the ports of Shanghai and Singapore in 2009.73  In 2011, Maersk, an industry 

 
69 “Fuel laundering and smuggling,” Oral Evidence before HC Northern Ireland Affairs Select 
Committee, Q179 and Response of Assistant Chief Constable Drew Harris of the Police Service of 
Northern Ireland, accessed at 
http://www.publications.parliament.uk/pa/cm201012/cmselect/cmniaf/uc1504-iv/uc150401.htm on 
March 25, 2012. 

70 Written Evidence from HM Revenue & Customs (August 31, 2011), HMRC, accessed at 
http://www.publications.parliament.uk/pa/cm201012/cmselect/cmniaf/writev/fuel/m3.pdf on 
March 21, 2012. 

71 The Globalization of Crime: A Transnational Organized Crime Threat Assessment (2010), UNODC, Chapter 
8, accessed at http://www.unodc.org/documents/data-and-
analysis/tocta/TOCTA_Report_2010_low_res.pdf on March 17, 2012. 

72 About Us, Vesseltracker.com, accessed at http://www.vesseltracker.com/en/static/Company.html 
on March 25, 2012. 

73 Container Shipping: Successful Turnaround (March 28, 2011), Deutsche Bank, p.2, Table 3, accessed at 
http://www.dws-investments.com/EN/docs/research/container_shipping.pdf on March 25, 2012. 
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leader in container shipping predicted approximately a 7% growth in the global 
container market annually for the next five years.74   

67. The advent of free trade agreements, such as the North American Free Trade 
Agreement (NAFTA), and the closer cooperation within the EU, often mean fewer 
checks on products flowing across borders.  It is evident that lowering trade barriers 
has not only coincided with increased licit trade, but has also created opportunities 
for illicit trade by allowing products to be made in one country and exported to 
others or smuggled from one country and illegally distributed in others.   

68. In particular, the OECD reports that “free-trade zones” are attractive to 
counterfeiters and are used in the following ways:   

(a) First, products are shipped into the free-trade zones and then re-exported.  
This allows the counterfeiters to engage in “origin laundering” whereby the 
true origin of these products is obscured or erased by moving them through a 
number of ports, altering the documentation accompanying the shipments.  

(b) Second, unfinished products may be shipped to these free-trade zones for 
further processing, including adding counterfeit trademarks/labels or 
repackaging.75  Shipping through free-trade zones allows the origins of these 
products to be disguised and such “unbranded products to be decorated with 
the appropriate logos close to the destination market.”76    

(c) Finally, free-trade zones are used for manufacturing fake goods.   

69. In 2007, for instance, there was an incident involving drugs that were originally 
manufactured in China, sent through Hong Kong to the free-trade zone in Dubai, 
next to the UK, then to the Bahamas, and finally back to the UK, where the products 
were mailed to customers with UK postage.  The illicit drugs were also sold on the 
Internet which led US customers to believe that they were buying medicines from a 
Canadian website.77  To facilitate these operations the counterfeiters worked through 
the free-trade zone known as Jebel Ali in Dubai, United Arab Emirates (UAE).78   

 
74 P. Leach, “Maersk upgrades 2011 growth forecast,” Journal of Commerce (January 26, 2011), accessed at 
http://www.joc.com/maritime/maersk-changes-2011-forecast-container-growth on March 25, 2012. 

75 “The challenges facing free trade zones and transshipment countries” (February 1, 2008), Philips 
Intellectual Property and Standards, accessed at 
http://www.ccapcongress.net/archives/Dubai/Speeches/Vandekerckhove.ppt on March 25, 2012. 

76 The Globalization of Crime: A Transnational Organized Crime Threat Assessment (2010), UNODC, Chapter 
8, accessed at http://www.unodc.org/documents/data-and-analysis/tocta/ 
TOCTA_Report_2010_low_res.pdf on March 23, 2012.  See also Transnational Crime in the Developing 
World (February 2011), Global Financial Integrity, accessed at http://www.gfintegrity.org/storage/ 
gfip/documents/reports/transcrime/gfi_transnational_crime_web.pdf on March 23, 2012. 

77 The Economic Impact of Counterfeiting and Piracy: Executive Summary (2007), OECD, p.5, accessed at 
http://www.oecd.org/dataoecd/13/12/38707619.pdf on June 7, 2012. 

78 Jebel Ali is located in Jafza (Jebel Ali Free Zone).  According to Jebel Ali, it is “[o]ne of the world’s 
largest and the fastest growing free zones.  Established in 1985, Jafza today is spread over an area of 48 
sq. kms and is home to over 6400 companies, including over 120 of the Fortune Global 500 enterprises, 
from across the world.  It is a leading driver of the burgeoning UAE economy.”  See “Jafza at a Glance,” 
Jebel All Free Trade Zone, accessed at http://www.jafza.ae/en/about-us/jafza-facts-at-a-glance.html on 
March 25, 2012.  Jafza is notorious as a free-trade zone for counterfeit traffic but, with the exception of 
The Wall Street Journal press release (2012) of counterfeit Avastin, few articles will cite this type of illicit 
activity: see “JAFZA emerges as a global hub for transit of fake FMCG products,” ArabianBusiness.com 
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70. The free flow of financial resources is also helpful to counterfeiters since it is 
relatively simple for criminals to launder profits from counterfeit operations and to 
move investment and production from one country to another.  Exchange controls 
have been reduced or eliminated in most countries.  The growing money wire 
transfer industry and even the increased availability of ATM cards make it easier for 
counterfeiters to move their funds from one market to another.  In our prior research 
providing recommendations for tackling the counterfeit trade, we advise that 
managers, policymakers, and other authorities must “work with agencies to 
immobilize the flow of funds used for illicit trade” and add: 

A key issue that has been ignored by most anti-counterfeiting studies is 
money: how to stop the cross-border flow of funds needed to make this 
illicit trade solvent.  The trade in fakes requires massive amounts of funds 
that are facilitated across borders.  Middlemen involved in the money 
supply chain are potential targets to choke the flow of illicit goods.  The 
currency trade of choice is the US dollar and any international bank 
transfer must be cleared through New York, giving US enforcement 
officials jurisdiction over curbing the flow of monies.  A principal player 
in this area is an intergovernmental agency, the Financial Action Task 
Force (FATF),79 which monitors and sets standards for anti-money 
laundering and counter terrorist finance programs.80

Expansion of distribution channels and markets 

71. With the growth of world trade, manufacturers have penetrated many markets 
which were unavailable only a few years ago.  For example, the emergence of an 
affluent class in Brazil, Russia, India, and China (BRIC) offers lucrative new markets 
for well-known global brands and illicit traders take advantage of the gap created in 
such markets, supplying those who are exposed to the global brand’s allure but 
cannot afford to purchase the legitimate branded product.  

72. Illicit traders generally use three major distribution outlets to reach their 
customers: informal channels (such as ‘flea markets,’ sidewalk vendors/clandestine 
shops), the Internet, and established retail shops.   

73. Illicit traders are getting increasingly sophisticated in exploiting previously 
unexplored channels to reach consumers.  For instance, while it is difficult for 
counterfeiters to gain any meaningful market share in well-established retail outlets, 
we believe that the sale of counterfeit product through this channel appears to be 
increasing.  Recently, the Malaysian Ministry of Health warned of fake medical 

 
(November 30, 2006), accessed at http://www.arabianbusiness.com/jafza-emerges-as-global-hub-for-
transit-of-fake-fmcg-products-215854.html on March 25, 2012.  See also W. Bogdanich, “Free-trade zones 
ease passage of counterfeit drugs to US,” The New York Times (December 17, 2007), p.A1, accessed at 
http://www.nytimes.com/2007/12/17/world/middleeast/17freezone.html?pagewanted=all on March 
25, 2012. 

79 While beyond the scope of this study, we assert that the funds behind illicit trade are a key problem to 
address in terms of curbing counterfeit trade.  Thus, we recommend the materials at the FATF website, 
accessed at http://www.fatf-gafi.org/pages/0,2987,en_32250379_32235720_1_1_1_1_1,00.html on 
March 25, 2012. 

80  S. Stumpf and P. Chaudhry, “Country matters: Executives weigh in on the causes and counter 
measures of counterfeit trade,” Business Horizons, 53, 2010, pp.305-314, at pp.311-312. 
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products being sold at grocery stores and roadside stalls.81  UAE officials seized two 
tons of fake or expired cosmetics and herbal medicines in beauty parlours and 
cosmetic outlets, some of which only had foreign language labels without Arabic or 
English translations.82  In the UK, a recent joint operation by the UK Food Standards 
Agency and local authorities detected significant volumes of fake vodka containing 
methanol being sold in legitimate stores.83 

74. In some cases, the retailer may not be aware that the products are illegitimate.  
For example, a UK supermarket chain reported that it had “unwittingly” sold 
counterfeit wine.84  Further, the Chinese enforcement authorities recently detected 
‘fake’ Apple retail stores in China where the employees themselves thought that they 
were working for the legitimate firm.  The employees were even dressed in the 
company gear as they worked in a fake Apple shop, selling counterfeit Apple 
products, as shown in Figure 5 below.85   

Figure 5. Employees at fake Apple stores in China 

 
75. Further, the sheer complexity of distribution channels makes it easy for illicit 
traders to intervene at some stage to substitute copies for the real product.  In March 
2012, The Wall Street Journal reported the problem of a counterfeit cancer-treating 
drug, Avastin, distributed by way of Canadian online pharmacies, which had a trade 
route that: “illustrated the circuitous path that pharmaceuticals can take before 
reaching consumers.  Wherever the counterfeit Avastin was manufactured – possibly 
China – investigators are examining a zigzagging route that may have taken the 
 
81 “Malaysian ministry warns of fake medical products sold at grocery stores and night markets,” The 
Jakarta Post (January 29, 2012), accessed at 
http://www.thejakartapost.com/news/2012/01/29/ministry-warns-fake-medical-products-sold-
grocery-stores-and-night-markets.html on March 29, 2012. 

82 “2 tonnes of fake make-up seized in Abu Dhabi,” Emirates 24/7 News (February 12, 2012), accessed at 
http://www.emirates247.com/news/emirates/2-tonnes-of-fake-make-up-seized-in-abu-dhabi-2012-02-
12-1.442615 on March 29, 2012. 

83 “Fake vodka removed from Lewisham store,” UK Food Standards Agency (April 23, 2012), accessed 
at http://www.food.gov.uk/news/newsarchive/2012/apr/dropvodka on May 17, 2012.   

84 “Tesco has admitted unwittingly selling counterfeit wine,” The Sun (June 21, 2010), accessed at 
http://www.thesun.co.uk/sol/homepage/news/3021702/Tesco-sold-man-two-fake-bottles-of-posh-
wine.html on March 30, 2012.   

85 “Chinese authorities find 22 fake Apple Stores,” BBC News: Technology (August 21, 2011), accessed at 
http://www.bbc.co.uk/news/technology-14503724 on March 25, 2012.  See also K. Bell, “China fakes 
Apple retail stores better than it fakes iPhone,” Cult of Mac (July 20, 2011), accessed at 
http://www.cultofmac.com/105288/china-fakes-apple-retail-stores-better-than-it-fakes-iphones-
gallery/ on March 25, 2012. 
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product through Turkey and Egypt before it was sold to Swiss and Danish 
wholesalers and then to Mr. Haughton’s [a Canadian citizen] UK wholesaler, River 
East Supplies Ltd….”86  The myriad of distribution points (both physical and virtual) 
used in the recent case are illustrated below in Figure 6.87 

Figure 6. Estimated trade routes of fake Avastin 

 
76. The Internet has provided an unprecedented opportunity for illicit trade.  For 
example, this channel allows a producer of counterfeit products to reach a global 
audience with a multitude of offers.  The Internet World Stats (IWS) estimates that as 
of December 2011, there were 2.2 billion Internet consumers in the world with a 
global penetration rate of 32.7% (as percentage of total world population).88  
Virtually every type of consumer product is now sold across the Internet and a large 
number of consumers have gained more confidence using this channel.  One brazen 
site claiming to sell “replicas” is called canyouseethedifference.com.  It features 
counterfeit Rolex watches, Gucci handbags, and Tiffany earrings.  Photos of the 
genuine products are positioned next to the fakes with the question posed by the site: 
“can you see the difference?”89 

77. The OECD sets out the reasons why counterfeiters are attracted to the Internet:  

 
86 C. Weaver et al., “Drug distributor is tied to imports of fake Avastin,” The Wall Street Journal (March 7, 
2012), p.9, accessed at 
http://online.wsj.com/article/SB10001424052970203370604577261343974214110.html on March 25, 
2012. 

87 Ibid. 

88 “Internet users in the world,” Internet World Stats, accessed at 
http://www.internetworldstats.com/stats.htm on March 25, 2012. 

89 Accessed at http://canyouseethedifference.com/?49b4b058 on March 19, 2012. 
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(a) Anonymity – it is easy for counterfeiters to conceal their true identities, 
lowering the risk of detection. 

(b) Flexibility – counterfeiters can easily establish an online site then take it down 
or move it within 24-48 hours to markets where IPR enforcement is weak. 

(c) Market size – the sheer number of e-commerce sites/listings makes it 
extremely difficult for IPR owners and enforcement agencies to find and take 
action against illicit traders. 

(d) Market reach – the Internet allows sellers to reach a huge global audience 24 
hours a day at low cost.  

(e) Deception – widely available software and images on the Internet make it 
easy for counterfeiters to create ‘clone’ websites that look almost exactly like 
the brand holders’ official sites.90 

78. As one of the authors of this report recently noted:   

The overall positive growth in global technology, such as Internet 
penetration rates, has also paradoxically created a lucrative distribution 
channel for the counterfeit trade that with the continual advent of new 
web technology, such as streaming, has created a quagmire for 
enforcement agencies.91

Continuing consumer complicity 

79. A general definition of ‘consumer complicity’ in this context is a consumer who 
intentionally obtains or uses illicit product.92  Complicity is subject to a variety of 
influences, including the nature of the shopping experience, moral and ethical 
perspectives, perceptions of counterfeit product quality, and the effectiveness of de-
marketing actions that are designed to educate the consumers about fake goods with 
the aim to reduce the demand for counterfeits.   

80. There is considerable evidence to suggest that many consumers (who are 
normally law-abiding) are willing to purchase illicit products even when they know 
of their ‘non-legitimate’ nature.  Research commissioned by the UK Organised Crime 
Task Force and published in the Fake Nation Report showed that in the UK there was 
an ‘acceptance’ of counterfeiting in general, stating that “34% [of participants] 
indicated that they had purchased counterfeit goods at one time or another.”93 

81. Figure 7 below summarizes certain determinants of complicity that are 
‘intrinsic’ to the consumer (e.g., an ethical perspective that shapes their decision to 

 
90 The Economic Impact of Counterfeiting and Piracy: Executive Summary (2007), OECD, p.14, accessed at 
http://www.oecd.org/dataoecd/13/12/38707619.pdf on March 23, 2012. 

91 P. Chaudhry, “Curbing consumer complicity for counterfeits in a digital environment,” Journal of 
Business Technology & Law, 2012. 

92 P. Chaudhry et al., “Consumer complicity across emerging markets,” Advances in International 
Marketing, 22, 2011, pp.223-239, at p.224. 

93 Fake Nation Report (2004), Northern Ireland Organised Crime Task Force, accessed at 
http://www.octf.gov.uk/Publications/Archive-publications/Fake-Nation-Report-2004.aspx on March 
25, 2012. 
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obtain an unlawful product) and ‘extrinsic’ (e.g., a lower price of the counterfeit 
product).94 

Figure 7. Determinants of consumer complicity 

 
82. Research previously completed by the authors95 revealed that, in markets with 
serious counterfeit problems, over two-thirds of managers of firms conducting 
business internationally believed that consumers were willing to purchase 
counterfeit goods.96 

83. Many analysts have attempted to generate a descriptive profile of a consumer 
who knowingly engages in illicit trade.  However, attempts at statistical validation of 
variables, such as gender, age, ethnicity, occupation, and level of income, have 
shown inconsistent results.97  For example, Eisend and Schuchert-Güler support the 
view that both demographic (e.g., age, education, and income) and psychographic 
(e.g., willingness to take risks) variables could identify consumer segments that were 
more receptive to obtaining fake goods.98 

84. However, in a recent study, one of the authors of this report found: 

 
94 P. Chaudhry and A. Zimmerman, The Economics of Counterfeit Trade (2009), p.68. 

95 P. Chaudhry et al., “Evidence of managerial response to the level of consumer complicity, pirate 
activity, and host country enforcement of counterfeit goods: An exploratory study,” Multinational 
Business Review, 17(4), 2009, pp.21-44, at p.32. 

96 Ibid., p.32. 

97 C. Wee et al., “Non-price determinants of intention to purchase counterfeit goods,” International 
Marketing Review, 12(6), 1995, pp.19-46.  See also P. Chaudhry, R. Hill, S. Stumpf, and G. Yalcinkaya, 
“Consumer complicity across emerging markets,” Advances in International Marketing, 22, 2011, pp.223-
239.  Wee et al. found that age, education, and income did correlate with consumer willingness to buy 
fakes; yet Chaudhry et al. concluded that demographics were a poor predictor of complicity. 

98 M. Eisend and P. Schuchert-Güler, “Explaining counterfeit purchases: A review and preview,” Academy 
of Marketing Science Review, 6(12), 2006, pp.1-25. 
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In contrast to the framework proposed by Eisend and Schuchert-Güler, 
this multicountry99 investigation shows that antecedents with the greatest 
impact on consumer attitudes towards and decisions/intentions to obtain 
fakes are product (i.e., price and quality) and purchase situation/mood.  
In contrast, demographics and national origin were poor predictors of 
complicity.100

85. It has been noted that consumers are willing to purchase counterfeit goods for a 
variety of reasons, including a perception of the counterfeit to be as good as the 
authentic version, support of the counterfeit market as a means of expressing anti-
corporate sentiment, and lax attitude about the legal protection of intellectual 
property.101 

86. Studies of consumers in the UK completed by the Anti-Counterfeiting Group 
found that about a third of the public would knowingly purchase counterfeit goods if 
the price and quality were right.102  However, consumer complicity is also affected 
by the characteristics of the product.  OECD explains that the willingness to 
knowingly buy a low-priced (but potentially ‘risky’) counterfeit pharmaceutical 
product is likely to be far less than the willingness to purchase a low-priced (and 
low-risk) fake CD.103  Such tendency is likely to explain why clothing and footwear 
are the fake products most frequently purchased knowingly by these customers.104   

87. In purchasing contraband products, such risks (health or otherwise) may not 
exist from the consumer’s perspective (other than the risk of being caught for 
purchasing contraband products, which may seem too remote a possibility for many 
people to give it a second thought).  However, there can be a risk that the complicit 
consumer is being duped into believing that the product being purchased is a 
contraband when, in fact, it is a counterfeit.  This is discussed more in Section III. 

88. Such complicity is also likely to be affected, to some extent, by socio-economic 
factors, since those who are more economically vulnerable are likely to be more 
willing to take such risks than others.  As UNODC points out, “in some cases, 

 
99 The sample used for the study includes Brazil (n=400 participants), Russia (n=401), India (n=403), 
China (n=400), and the US (n=403).   

100 See also P. Chaudhry, R. Hill, S. Stumpf, and G. Yalcinkaya, “Consumer complicity across emerging 
markets,” Advances in International Marketing, 22, 2011, pp.223-239, at p.235. 

101 G. Tom et al., “Consumer demand for counterfeit goods,” Psychology & Marketing, 15(5), 1998, pp.405-
421. 

102 Why You Should Care About Counterfeiting (2003), Anti-Counterfeiting Group, p.2, accessed at 
http://www.a-cg.org/guest/pdf/Why_you_should_care.pdf on April 4, 2012.  In a street interview 
reported in The New York Times, a woman is quoted for saying “The real thing is so overpriced…. Why 
spend thousands of dollars when you can get one for much, much less.” This statement captures the 
underlying sentiment of consumer complicity.  See “Counterfeit goods are linked to terror groups,” 
International Herald Tribune (February 12, 2007), accessed at http://www.nytimes.com/ 
2007/02/12/business/worldbusiness/12iht-fake.4569452.html on March 20, 2012. 

103 The Economic Impact of Counterfeiting and Piracy: Executive Summary (2007), OECD, p.10, accessed at 
http://www.oecd.org/dataoecd/13/12/38707619.pdf on March 23, 2012.  

104 What Do Consumers Really Think About Fakes? (2003), Anti-Counterfeiting Group, accessed at 
http://www.a-cg.org/guest/pdf/Why_you_should_care.pdf on March 25, 2012. 
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cheaper, but lesser quality, medication is better than nothing,” and this is more likely 
to be true in the case of the economically disadvantaged.105  

89. In short, consumer complicity can be summarized as follows:  

(a) some consumers are willing to purchase illicit products even when they know 
the products are fake (and, in some cases, the economically vulnerable are 
more likely to purchase illicit products);106 

(b) consumers are willing to purchase such products for a variety of reasons; and 

(c) the extent to which consumers are willing to buy these products may well 
change for different types of product (for example, whether the use of 
counterfeit product may pose further health risks to the consumer than the 
genuine product).  

Weak sanctions and enforcement  

90. The risk of starting a counterfeit-products business is low in many countries due 
to weak sanctions and enforcement regimes relating to illicit trade activities.  
According to one of the authors of this report: “legal remedies available to the 
victims of counterfeited or pirated goods historically have been inadequate.”107   

91. Both sufficiently severe sanctions and an effective enforcement system must be 
in place to provide an adequate deterrent to counterfeiting and protection for IPR.  
An international survey noted that each of the 41 jurisdictions considered had in 
place a legal framework and minimum standards to fight counterfeiting.  They also 
belong to regional and international anti-counterfeiting agreements.108  The survey 
results show that remedies in place involving counterfeited goods are nearly equally 
divided into civil and criminal measures in each surveyed jurisdiction.  According to 
the survey, the common enforcement measures available are civil actions against a 
manufacturer/distributor/supplier engaging in counterfeit activity, destruction of 
illicit goods, seizures of import/associated equipment, and criminal prosecution.  
Ideally, a combination of these actions is necessary in order to provide the right level 
of sanctions for different types of infringements.  However, having the legal 
framework alone is not enough without adequate enforcement.  While a functioning 
legal framework is essential for enforcement, there must also be government 
authorities enabled with both authority and financial resources, together with 

 
105 The Globalization of Crime: A Transnational Organized Crime Threat Assessment (2010), UNODC, p.184, 
accessed at http://www.unodc.org/documents/data-and-analysis/tocta/ 
TOCTA_Report_2010_low_res.pdf on March 23, 2012. 

106 One of the authors in this report found limited support for demographics or national origin to predict 
illicit consumption of movies and pharmaceuticals in their study of complicit consumers in BRIC and 
the US.  In this study, they found the best predictive variables related to illicit consumption were 
perceived quality, price, and a hedonic shopping experience.  See P. Chaudhry, R. Hill, S. Stumpf, and 
G. Yalcinkaya, “Consumer complicity across emerging markets,” Advances in International Marketing, 22, 
2011, pp.223-239. 

107 P. Chaudhry and M. Walsh, “An assessment of the impact of counterfeiting in international markets: 
The piracy paradox persists,” Columbia Journal of World Business, 31(3), 1996, pp.34-49. 

108 International Survey on Anti-Counterfeiting and Piracy Report (September 2008), International Bar 
Association Intellectual Property and Entertainment Law Committee, pp.7-8, accessed at 
http://www.int-bar.org/images/downloads/lpd/AntiCounterfeitPiracySept08.pdf on March 21, 2012. 
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manpower resources, to carry out the legislative justice/administrative policy.  
Having an effective system in place requires resources and political will.   

92. Lack of deterrence for infringers ranked ‘high’ in the survey as obstacles to 
effective combating.  For example, the Northern Ireland Affairs Committee recently 
raised a concern that between 2001 and 2009, only four people received custodial 
sentences for fuel fraud in Northern Ireland and that this reinforces the lack of 
deterrence.109   

93. Further, the individual leading Mexico’s anti-counterfeiting program states: 
“Although in Mexico, laws protecting patent holders have been strengthened, piracy 
continues to cost foreign companies hundreds of millions of dollars annually.”110  
The profits of Mexican counterfeiters are much larger than any fines that they may 
face, as is the case in many other countries.  Moreover, an overwhelming majority of 
those arrested for patent infringements are never indicted in Mexico.  The lack of 
adequate sources of income and widespread corruption in so called ‘failed states’ 
also reinforce such lack of enforcement.111   

Role of packaging in illicit trade 
94. Genuine-looking packaging plays a critical role in successfully marketing 
counterfeit products.  Product packaging is appropriated by counterfeiters to 
capitalize on the “intimate connection” between a consumer and a brand.112   

95. In addition, while consumers can often tell by price and where they purchased 
the product if the product is legitimate or not, packaging can also be used by the 
consumer, retailers, and enforcement agencies to look for ‘telltale signs’ of a 
counterfeit product.113   

96. As illustrated in Table 2 below,114 consumers can – in some cases – make use of 
visual cues and look for signs of counterfeiting, such as “packaging with blurred 
lettering or labeling; misspelling of words or altered product names; no placement of 
legal notices on the product or packaging… products or packaging without 
manufacturer’s codes, trademarks and/or copyrights….”115  

 
109 Fuel Laundering and Smuggling in Northern Ireland: Third Report of Session 2010-12 (March 20, 2012), HC 
Northern Ireland Affairs Select Committee, accessed at 
http://www.publications.parliament.uk/pa/cm201012/cmselect/cmniaf/1504/150402.htm on 
March 30, 2012. 

110 P. Chaudhry and M. Walsh “An assessment of the impact of counterfeiting in international markets: 
The piracy paradox persists,” Columbia Journal of World Business, 31(3), 1996, pp.34-49. 

111 Ibid.  

112 J. Perkins, “Brand security's white knight – packaging,” GCI (February 2009), pp.50-51, accessed at 
http://www.gcimagazine.com/ on March 16, 2012. 

113 P. Chaudhry et al., “Evidence of managerial response to the level of consumer complicity, pirate 
activity, and host country enforcement of counterfeit goods: An exploratory study,” Multinational 
Business Review, 17(4), 2009, pp.21-44, at p.32. 

114 Ibid. 

115 Ibid.  
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Table 2. Percentage of respondents choosing the particular 
product attribute as ‘important’ in determining authenticity 

Price 85% 

Point of Purchase 85% 

Quality 76% 

Slight Difference in Brand Name 74% 

Packaging 63% 

Availability of Warranty 38% 

Anti-Counterfeiting Label (e.g., a hologram) 35% 

 

97. One of the authors of this report has found that management in Australia, New 
Zealand, South Africa, Tahiti, and the US all perceive innovative packaging to be one 
of the three most effective methods for reducing consumer demand for counterfeit 
goods.116  Executives in Brazil and the US believe special packaging to be the most 
effective anti-counterfeit method.117  56% of US managers rate packaging an 
“important influence on consumer determination of legitimacy of a product.”118  
Figure 8 below shows that packaging scored consistently high as a product cue for 
inferring authenticity for both the executive and the consumer in the US and 
Brazil.119   

 
116 S. Stumpf and P. Chaudhry, “Country matters: Executives weigh in on the causes and counter 
measures of counterfeit trade,” Business Horizons, 53, May-June 2010, pp.305-314. 

117 S. Stumpf et al., “Fake: Can business stanch the flow of counterfeit products?” Journal of Business 
Strategy, 32(2), 2011, pp.4-12. 

118 P. Chaudhry et al., “Preserving intellectual property rights:  Managerial insight into the escalating 
counterfeit market quandary,” Business Horizons, 52, 2009, pp.57-66, at p.61. 

119 S. Stumpf et al., “Fake: Can business stanch the flow of counterfeit products?” Journal of Business 
Strategy, 32(2), 2011, pp.4-12, at p.6, in which the authors conclude that “with the growth of a variety of 
manufacturing and packaging technologies, pirates can create more convincing look-a-likes.” 
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Figure 8. Product cues used to infer counterfeit in the US and Brazil 

 
98. Today, counterfeit production is often decentralized.120  Various components of 
a counterfeit product may come from different places, and these components are 
assembled together only at a final point before it reaches its customers.121  

99. In line with such decentralization, there is an active market for the trade in 
counterfeit packaging (separate from the product).  In one historic example, a 
Shanghai subsidiary of Johnson & Johnson identified a small quantity of counterfeit 
Band-Aid adhesive bandages in a few Chinese cities.  Johnson & Johnson began an 
extensive program to track down the sources of the counterfeited product.  The 
investigation revealed a counterfeit training group, which provided technology, 
production facilities, and, indirectly, counterfeit packaging and raw materials to over 
100 counterfeiters operating manufacturing sites across multiple locations in China.  
In this case, the packaging was sourced from the Middle East, and the training group 
made connections for the Chinese counterfeiters with the packaging counterfeiters.122  
Much of this counterfeited packaging originated in the UAE, which has established 

 
120 The Globalization of Crime: A Transnational Organized Crime Threat Assessment (2010), UNODC, Chapter 
8, accessed at http://www.unodc.org/documents/data-and-analysis/tocta/ 
TOCTA_Report_2010_low_res.pdf on March 23, 2012.    

121 Ibid., Completing the assembly process only at the very end helps to lower the potential sanctions.  If 
the product is only branded at a re-routing hub or at destination, it may actually be entirely legal during 
transit.  Therefore, those knowingly committing a crime may be limited to those in the destination 
markets.  Further, such compartmentalization of production keeps the production cost down since the 
illicit trader can then outsource various components of a product to the cheapest bidder. 

122 J. Chang, Personal Interview, January 5, 2011.  Jack Chang is the Senior Intellectual Property Counsel 
of General Electric Company for Asia, based in Shanghai, and the Chairman of the Quality Brands 
Protection Committee, an association of the leading brand holders in China formed to fight 
unauthorized use of their intellectual property.   
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many free-trade zones where sophisticated equipment can be put to work and 
materials shipped throughout the world.123  

100. Packaging is also often an important anti-counterfeiting measure.124  The use of 
color and ‘stylized elements’ on packaging and innovative pack designs that change 
over time are factors that make the production of counterfeit product packaging 
more difficult.   

101. Reflecting this fact, one writer on the subject of worldwide innovative 
packaging has stated that “many products targeted by counterfeiters are very easy to 
copy due to their simple-to-copy packaging.  Undifferentiated packaging is one of 
the first things to be addressed, to stop making it easy for the counterfeiter to 
copy.”125 

102. The importance of packaging as an anti-counterfeiting tactic has been noted in 
the pharmaceutical industry.  Indeed, “the selection or design of non-standard, 
product specific closures, or unusual packaging shapes can be an effective defense 
against counterfeiting….  [T]he extra cost of non-standard pack shapes and materials, 
unusual die-cutting, specialist tooling, and other design features is often minimal 
when spread across the lifetime of the product, but by denying criminals a simple 
path to replication, they may be a surprisingly effective deterrent to 
counterfeiting.”126  

103. The same authority on fake pharmaceuticals further elaborated that “too often, 
companies spend a billion dollars developing a high value product and then use 
industry standard bottles, vials or caps (available to anyone, often anonymously over 
the internet) to package it.  This keeps immediate manufacturing costs down but 
makes the counterfeiter’s life easy.”127   

104. The frequency of change in packaging is also important.  An expert in the 
packaging of cosmetics has echoed this view, suggesting that a way to “increase 
security packaging effectiveness is through frequent design changes.  Security 
solution design should be altered at regular intervals to stay ahead of the 
sophisticated counterfeiter.  We have to remember that high-tech technology such as 

 
123 M. Mutterperl, “Taking back a fake world: Recommendations for combating the spread of global 
counterfeiting and piracy before it's too late,” Fulbright & Jaworski LLP Client Alert (February 13, 2007), 
accessed at 
http://www.fulbright.com/index.cfm?fuseaction=publications.detail&pub_id=2586&site_id=494&deta
il=yes on March 25, 2012. 

124 For detailed accounts see (i) T. Staake et al., “Business strategies in the counterfeit market,” Journal of 
Business Research, 65(5), 2012, pp.658-665; (ii) S. Stumpf and P. Chaudhry, “Country matters: Executives 
weigh in on the causes and counter measures of counterfeit trade,” Business Horizons, 53, May-June 2010, 
pp.305-14; (iii) S. Stumpf et al., “Fake: Can business stanch the flow of counterfeit products?” Journal of 
Business Strategy, 32(2), 2011, pp.4-12; and (iv) J. Perkins, “Brand security's white knight – packaging,” 
GCI (February 3, 2009), pp.50-51. 

125 “Counterfeiting: The industry is on the wrong track,” Best in Packaging (June 24, 2009), accessed at 
http://bestinpackaging.blogspot.co.uk/2009/06/counterfeiting-industry-is-on-wrong.html on March 
28, 2012.   

126 M. Davison, Pharmaceutical Anti-Counterfeiting: Combating the Real Danger from Fake Drugs (2012), 
p.132. 

127 Ibid. 

 35 

http://www.fulbright.com/index.cfm?fuseaction=publications.detail&pub_id=2586&site_id=494&detail=yes
http://www.fulbright.com/index.cfm?fuseaction=publications.detail&pub_id=2586&site_id=494&detail=yes
http://bestinpackaging.blogspot.co.uk/2009/06/counterfeiting-industry-is-on-wrong.html


 

scanners and professional software are also available to the counterfeiter.  For some 
security solutions, the shelf life is limited to six months, after which it is better to 
change the design or content.”128 

105. The manufacturers of genuine product are aware of the ways in which 
consumers can use packaging to authenticate products.  Figure 9 is a screen shot of a 
short video clip from a manufacturer-led campaign that aims to educate the public of 
the dangers of counterfeit Viagra and the various visual authentication cues for 
detecting counterfeits.  Using social media as an educational tool demonstrates that 
manufacturers and their legitimate retail channels have already started to address 
the dilemma of authentication.129 

Figure 9. Legitimate manufacturers educating consumers on real vs. fake 
pharmaceuticals 

 
Anti-counterfeiting technologies  
106. Anti-counterfeit packaging technology can be useful for all concerned parties, 
including consumers, the legitimate supply chain, and enforcement bodies.130  
Therefore, many manufacturers are constantly looking for new authentication 
technologies that are harder for counterfeiters to replicate.131  A number of firms sell 
product-identification technologies and the software used to track sales to 

 
128 L. Genuario, “Fight counterfeits – A four-tiered approach to help fight against the global problem of 
counterfeiting,” Beauty Packaging Magazine (March 2006), accessed at 
http://www.beautypackaging.com/articles/2006/03/fight-counterfeits on March 28, 2012.   

129 “Counterfeiters are smart.  You can be smarter,” Pfizer Inc, YouTube (August 23, 2011), accessed at 
http://www.youtube.com/user/viagra?feature=results_main#p/p on May 22, 2012. 

130 B. Berman, “Strategies to detect and reduce counterfeiting activity,” Business Horizons, 51(3), 2008, 
pp.191-199. 

131 Ibid.  See S. Kwok et al., “A counterfeit network analyzer based on RFID and EPC,” Industrial 
Management & Data Systems, 110(7), 2010, pp.1018-1037.  See also S. Stumpf and P. Chaudhry, “Country 
matters: Executives weigh in on the causes and counter measures of counterfeit trade,” Business 
Horizons, May-June 2010, pp.305-14. 
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contractors and retailers.  It is projected that the global anti-counterfeit packaging 
market will be worth approximately US$82.2 billion by 2015.132 

107. Anti-counterfeiting marks can be overt or covert.  On the one hand, overt marks 
include special spouts that discourage refilling of a beverage bottle by only allowing 
it to be opened once or holograms that provide visual cues to the naked eye.  For 
example, Microsoft installed pop-up notifications to identify non-genuine copies of 
Vista.  One notice reads, “This copy of Windows is not genuine.  You may be the 
victim of software counterfeiting.”  Of course, recommendations for removing these 
annoying notices were on the Internet almost immediately upon the release of 
Vista.133  Tamper-evident packaging also enables consumers to evaluate the 
authenticity of a product.134   

108. On the other hand, anti-counterfeiting marks can be covert, such as chemical 
fingerprints, micro-printing, security inks, Radio-Frequency Identification (RFID), or 
various types of ‘taggants’ which may be chemical or biological.  These covert marks 
may require a reading device, such as a decoder or a lens.  These technologies are 
primarily designed to verify authenticity of products for IPR owners.135   

109. In addition, there are supply-side markings (e.g., barcodes and serial numbering 
systems) for tracking and tracing purposes136 or “anti-divergent packaging 
technology”137 that allow products to be tracked as they move through the supply 
chain.  

110. However, such anti-counterfeiting ‘devices’ vary in their levels of sophistication.  
The deterrent effect of such overt markings depends on how easy it is for the 
counterfeiter to fake them sufficiently to ‘fool the consumer’ and what additional cost 
burden is imposed in achieving this level of copying.   

The negative societal impacts of illicit trade 
111. The impact of illicit trade is often long-term and subtle.  As UNODC points out 
the most accessible metric is “loss of revenue and so counterfeiting is often reduced 

 
132 Global Anti-counterfeit markets in Food & Pharmaceutical application by geography, technology trends and 
forecasts (2010-2015) (February 2011),  Markets and Markets, abstract available at 
http://www.marketresearch.com/MarketsandMarkets-v3719/Global-Anti-counterfeit-Food-
Pharmaceutical-6110925/ on March 25, 2012. 

133 “WGA notifications: This copy of Windows is not genuine,” Digital Inspiration – Technology Blog, 
(April 25, 2006), accessed at http://labnol.blogspot.co.uk/2006/04/wga-notifications-this-copy-of-
windows.html on March 25, 2012. 

134 W. Allen, “Counterfeits proliferate,” Packaging Digest (2010), pp.34-35.  See also J. Perkins, “Brand 
security's white knight – packaging,” GCI (February 3, 2009), pp.50-51, accessed at 
http://www.gcimagazine.com/business/manufacturing/packaging/38883912.html on March 16, 2012. 

135 Ibid.  

136 For detailed accounts see (i) W. Allen, “Counterfeits proliferate,” Packaging Digest (2010), pp.34-35, 
accessed at http://www.highbeam.com/doc/1G1-233801673.html on March 25, 2012; (ii) B. Berman 
and K. Swani (2010), “Managing product safety of imported Chinese goods,” Business Horizons, 53(1), 
January-February 2009, pp.39-48; and (iii) B. Berman, “Strategies to detect and reduce counterfeiting 
activity,” Business Horizons, 51(3), 2008, pp.191-199. 

137 J. Perkins, “Brand security's white knight – Packaging,” GCI (February 3, 2009), pp.50-51, accessed at 
http://www.gcimagazine.com/business/manufacturing/packaging/38883912.html on March 16, 2012. 
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to a revenue issue, despite being much more than that.”138  Both the loss of revenue 
and some of these other issues are discussed below. 

112. The existence of a large counterfeit/illicit-trade market takes its toll in many 
ways and it is beyond the scope of this report to explore all of the societal impacts.  
However, some notable impacts are identified in Figure 10 below.139  

Figure 10. Damage from illicit trade market 

 
113. The paragraphs that follow discuss briefly each of the impacts included in the 
Figure 10 above.  

Harm to consumers  

114. Providers of counterfeit products are likely to skip the necessary regulatory 
assessment of their product and manufacturing processes required of the 
manufacturer of the genuine product.  The criminal’s basic goal is to profit from the 
reputation of an established and trusted brand and, therefore, complete deception is 
not critical in most cases.  Therefore, the items are often sub-standard and even 

 
138 The Globalization of Crime: A Transnational Organized Crime Threat Assessment (2010), UNODC, Chapter 
8, accessed at http://www.unodc.org/documents/data-and-analysis/tocta/ 
TOCTA_Report_2010_low_res.pdf on March 23, 2012.    

139 This diagram and section are based on the following: (i) S. Globerman, “Addressing international 
product privacy,” Journal of International Business Studies, 19(3), 1988, pp.497-504; (ii) Hopkins et al., 
Counterfeiting Exposed: Protecting your Brand and Customers (2003); (iii) The Economic Impact of 
Counterfeiting and Piracy (2007), OECD, accessed at 
http://www.oecd.org/dataoecd/13/12/38707619.pdf on April 5, 2012; (iv) The Economic Impact of 
Counterfeiting and Piracy (Part 1), accessed at 
http://www.iccwbo.org/uploadedFiles/BASCAP/Pages/OECD-FullReport.pdf on April 5, 2012; and 
(v) G. Sridhar, “Counterfeiting counterfeits,” International Marketing Conference on Marketing and Society, 
2007, pp.738-742. 
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dangerous, posing health and safety risks to consumers, ranging from mild to 
threatening.140   

115. On the ‘less serious’ side of the spectrum, consumers may be inconvenienced by 
using inferior products.  This harm can be as small as the loss of a few dollars or 
disappointing product performance.  The consumer has little recourse as warranties 
and money-back guarantees are unlikely to be effective.141 

116. On the ‘more serious’ side of the spectrum, counterfeit products can cause 
serious damage to physical well-being.  For example, counterfeit toys painted with 
lead paint or that pose a choking hazard, counterfeit auto parts not subject to safety 
testing, counterfeit batteries and cigarette lighters that explode, have been 
reported.142  Fake drugs, in particular, can be very dangerous for consumers.  The 
problem is most serious for counterfeit medicines that either “lack the active 
ingredient or contain a substandard amount, allowing the target microbes to develop 
resistance.”143  Counterfeit drug consumption is especially problematic in developing 
countries where the level of consumer protection is low and people struggle to afford 
genuine high-quality medicines.144   

Loss of revenue and other harms to source and destination markets   

117. While the loss of tax revenue is the most measurable impact of illicit trade in 
source and destination markets, markets suffer in various other ways, including loss 
of exports, other revenues, and employment opportunities for their people.  The 
OECD acknowledges far-reaching impacts of illicit trade and explains that 
counterfeiting “can have broader economy-wide effects on trade, foreign investment, 
employment, innovation, criminality, [and] environment.”145 

 
140 The Economic Impact of Counterfeiting and Piracy: Executive Summary (2007), OECD, p.4, accessed at 
http://www.oecd.org/dataoecd/13/12/38707619.pdf on March 23, 2012. 

141 Ibid., p.20.   

142 Transnational Crime in the Developing World (February 2011), Global Financial Integrity, accessed at 
http://www.gfintegrity.org/storage/gfip/documents/reports/transcrime/gfi_transnational_crime_w
eb.pdf on March 23, 2012.  See also The Globalization of Crime: A Transnational Organized Crime Threat 
Assessment (2010), UNODC, Chapter 8, accessed at http://www.unodc.org/documents/data-and-
analysis/tocta/TOCTA_Report_2010_low_res.pdf on March 23, 2012. 

143 Ibid., p.173.  A counterfeit drug has а better capacity to deceive than other consumer goods since the 
process by which patients get their drugs is different from that of everyday consumer goods.  Since 
health professionals prescribe medicines, patients often lack the specialized knowledge to detect 
whether the product they are buying is of good quality or, even, a counterfeit.  See also “General 
information on counterfeit medicines,” Medicines, WHO, accessed at 
http://www.who.int/medicines/services/counterfeit/overview/ 
en/index1.html on March 25, 2012. 

144 Keeping it Real: Combating the Spread of Fake Drugs in Poor Countries (May 2009), International Policy 
Network, accessed at http://www.policynetwork.net/sites/default/files/keeping_it_real_2009.pdf on 
March 20, 2012. 

145 The Impact of Counterfeiting on Government and Consumers, (December 2009), Frontier Economics, p.49, 
accessed at http://www.iccwbo.org/bascap/index.html?id=30506 on March 25, 2012, cited in 
Estimating the Global Economic and Social Impacts of Counterfeiting and Piracy.  A Report Commissioned by 
Business Action to Stop Counterfeiting and Piracy (February 1, 2011), Frontier Economics, p.7, accessed 
at http://www.iccwbo.org/uploadedFiles/BASCAP/Pages/Global%20Impacts%20-%20Final.pdf on 
March 25, 2012.  See also (i) Magnitude of Counterfeiting and Piracy of Tangible Products: An Update, 
(November 2009), WHO, accessed at http://www.oecd.org/dataoecd/57/27/44088872.pdf on March 
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118. Counterfeit goods producers have no incentive to meet labor or environmental 
standards with the result that their workers often work in dangerous conditions and 
in environmentally hazardous settings, which can threaten the greater community at 
large.146  For instance, the use of counterfeit fertilizers caused serious damage and 
destruction of harvests in large areas in China, Russia, the Ukraine, and Italy.147  Both 
home and destination markets may also suffer from environmental effects, first from 
the waste of destroying counterfeited goods and second because substandard 
products may have negative effects.  

119. Underpaying workers and growth in illegitimate business can stunt economic 
growth in the long run.  Even in the case of destination markets, while they may 
experience some short-term gains in consumer satisfaction (arising from the 
opportunity of purchasing a product at a low price), they are likely to eventually 
suffer a reduction in foreign direct investment since firms may fear their products 
may be copied once they are manufactured or introduced into a particular market.  
There is some evidence that exports will be reduced from countries that are known 
for substandard or counterfeit goods, particularly in pharmaceutical products.148   

120. Destination countries also incur additional costs for anti-counterfeiting 
activities.  In some cases, corruption becomes more widespread with the growth in 
illicit trade as counterfeiters use their increased profits to ‘buy off’ officials and 
regulators.  

Harmful impact on society  

121. In addition to the fact that the revenue loss resulting from illicit trade leaves less 
funds available to provide social services, society also suffers in a number of ways:  

(a) Unemployment – one 2011 study has recorded that approximately 2.5 million 
jobs have been destroyed by counterfeiting and piracy within G20 countries.  
The figure does not include secondary impacts on employment that may well 
be experienced by suppliers, retailers, and other sectors in the supply 
chain.149  Therefore, the real impact of illicit trade on unemployment as a 
whole is bound to be even greater.   

 
25, 2012; (ii) The Economic Impact of Counterfeiting and Piracy: Executive Summary (2007), OECD, Chapter 8, 
accessed at http://www.oecd.org/dataoecd/13/12/38707619.pdf on March 23, 2012; and (iii) Global 
Risks 2011 Sixth Edition (January 2011), World Economic Forum, accessed at 
http://reports.weforum.org/wp-content/blogs.dir/1/mp/uploads/pages/files/global-risks-2011.pdf 
on April 5, 2012. 

146 Transnational Crime in the Developing World (February 2011), Global Financial Integrity, p.20, accessed 
at http://www.gfintegrity.org/storage/gfip/documents/reports/transcrime/ 
gfi_transnational_crime_web.pdf on March 23, 2012. 

147 The Economic Impact of Counterfeiting and Piracy: Executive Summary (2007), OECD, p.17, accessed at 
http://www.oecd.org/dataoecd/13/12/38707619.pdf on May 22, 2012. 

148 The Economic Impact of Counterfeiting and Piracy: Executive Summary (2007), OECD, p.18, accessed at 
http://www.oecd.org/dataoecd/13/12/38707619.pdf on March 23, 2012. 

149 The Impact of Counterfeiting on Government and Consumers, (December 2009), Frontier Economics, p.49, 
accessed at http://www.iccwbo.org/bascap/index.html?id=30506 on March 25, 2012, cited in 
Estimating the Global Economic and Social impacts of Counterfeiting and Piracy.  A Report Commissioned by 
Business Action to Stop Counterfeiting and Piracy (February 1, 2011), Frontier Economics, p.7, accessed 
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(b) Loss of respect for authority – as one commentator notes: “where the general 
public becomes aware that laws are not being complied with and no 
consequences arise, there is a gradual erosion of respect for legislation and 
enforcement authorities.  If people rarely hear of arrests and successful 
prosecutions of those involved in illicit trade, then the perception will spread 
both that enforcement authorities are ineffective and that the law doesn’t 
really matter.”150   

(c) Increase in criminal activity – communities may experience a growth in the 
underground economy, less legitimate employment, more employment at 
substandard wages, and reduced competitiveness because of a heavy reliance 
on illicit products.151  As noted by the US Department of State: “illicit market 
actors easily navigate between licit and illicit worlds, investing in legitimate 
industry and integrating themselves into communities, where they erode 
supply chain integrity and destabilize institutions through bribery, coercion, 
and corruption.  In some cases, they even establish themselves as seemingly 
altruistic providers of security and basic services.”152   

122. Importantly, illicit trade hinders long-term economic development and 
empowers the forces that profit from weak states.  The production of counterfeit 
goods often occurs primarily in countries which lack the capacity or political will to 
regulate the industrial sector as noted by Global Financial Integrity:  

Some might argue that, in places like China, counterfeiting employs 
people, produces goods, and benefits the economy.  This report, however, 
holds the position that any short term benefits come at the substantial 
cost of human rights and the development of strong, internationally 
reputable Chinese brands.  In fact, counterfeiting benefits mainly those 
criminal elements which put personal wealth ahead of state stability and 
social well-being.  In short, for any developing country, counterfeiting is 
an unsustainable and potentially dangerous enterprise.153  

123. Ultimately, the failure to address illicit trade can lead to loss of confidence in the 
governments themselves.  As part of a vicious cycle, this loss of confidence could 
 
at http://www.iccwbo.org/uploadedFiles/BASCAP/Pages/Global%20Impacts%20-%20Final.pdf on 
March 25, 2012. 

150 The Illicit Trade in Tobacco Products and How to Tackle It (April 19, 2011), ITIC and Oxford Economics, 
p.13, accessed at http://www.iticnet.org/Public/PublicDocLanding.aspx?id=41&type=Brussels on 
March 25, 2012. 

151 “A fistful of fakes,” supplement magazine to The Financial Times (March 2012), Fondation de la Haute 
Horlogerie.  See The Globalization of Crime: A Transnational Organized Crime Threat Assessment (2010), 
UNODC, Chapter 8, accessed at http://www.unodc.org/documents/data-
andanalysis/tocta/TOCTA_Report_2010_low_res.pdf on March 23, 2012.  See also Transnational Crime 
in the Developing World (February 2011), Global Financial Integrity, accessed at 
http://www.gfintegrity.org/storage/gfip/documents/reports/transcrime/gfi_transnational_crime_w
eb.pdf on March 23, 2012. 

152 Reducing Illicit Arbitrate Opportunities for Cleaner Markets and Supply Chains, (September 14, 2011),  US 
Department of State, accessed at http://www.state.gov/j/inl/rls/rm/172357.htm on March 19, 2012. 

153 Transnational Crime in the Developing World (February 2011), Global Financial Integrity, p.20, accessed at 
http://www.gfintegrity.org/storage/gfip/documents/reports/transcrime/gfi_transnational_crime_web
.pdf on March 23, 2012. 
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lead to the further growth in the illicit goods market; and the more it becomes 
socially acceptable to purchase goods in the illicit market, the wider the ‘customer 
base’ becomes.  The more consumers turn to the illicit goods market, the more 
successful illicit traders will become, allowing further investments into their trade, 
leading to diversification of products available, which will help attract even more 
customers and further entrench the problem.  

Harm to those in the legitimate supply chain 

124. Those in the legitimate supply chain lose revenue to illicit traders.  Retailers 
may also be put in a difficult position when consumers ask for repairs or replacement 
of counterfeit products.  The end result may be a loss of confidence in these supply 
chain members and, ultimately, in both the retailer and the brand.    

Harm to IPR owners  

125. A brand is only as strong as its reputation and low-quality counterfeits tarnish 
the reputations of the brands being faked.154  The OECD notes that counterfeiting 
activities go beyond lowering sales volume and prices, but also damage brand value 
and firm reputation, increase costs (due to efforts spent on combating counterfeiting), 
and stunt organizational growth.  IPR infringements undermine the ability of rights 
holders to recover their investment costs and benefit from their innovation and 
creative work.155  In addition, companies may suffer from declining customer loyalty 
through brand dilution.  The affected firms may end up with less incentive to 
innovate and invest in new products and processes in the long run and ultimately 
choose to reduce the scope of their operations.156  

126. The counterfeiting of global brands may result in an erosion of trust as 
described by Kaiser in Ensuring Product Integrity and Trust in Your Supply Chain: 

The trust that the brake pads will reduce the vehicle’s speed when force is 
applied, and not simply disintegrate on contact.  The trust that the doll is 
not made with dangerous components that can cause injury or even 
death to a child at play.  That is the incredible commercial power of a 
trusted brand, as well as the allure to counterfeiters seeking to illegally 
exploit that trust for profit.  Have we yet arrived at the point when such 
routine – indeed, virtually automatic – expressions of consumer trust can 
no longer be justified?  Perhaps not.  But if we are not yet there, then 
surely we have never been closer, as counterfeiters gradually insinuate 
themselves into our daily lives by marketing a dizzying array of 
counterfeit consumer products wrapped in increasingly sophisticated 
packaging that is difficult to distinguish from the real thing.  Just imagine 
what it would mean to our way of life – and to the economic fortunes of 

 
154 Ibid., p.15. 

155 The Economic Impact of Counterfeiting and Piracy: Executive Summary (2007), OECD, p.10, accessed at 
http://www.oecd.org/dataoecd/13/12/38707619.pdf on March 23, 2012. 

156 Ibid., pp.17-18. 
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brand owners – if we were no longer able to trust the branded products in 
our pantries, medicine cabinets and toy closets…. 157

127. The availability of lower-priced products can also divert jobs from a legitimate 
industry’s skilled workforce to those responsible for illicit trade.  

Profits to OCGs    

128. We discuss the link between illicit trade and OCGs in our book The Economics of 
Counterfeit Trade and Section III considers this element in greater detail in relation to 
tobacco products.  This section, therefore, provides a brief summary of some of the 
key elements of this link.  

129. Illicit trade is a major funding source for organized crime and terrorist 
organizations.  The high level of potential profitability and the low level of the risks 
involved (in relation to the possibility of being caught and penalties involved if 
detected) provide an attractive environment for the illegal activities.158   

130. The vast majority of the profits go to the powerful crime syndicates and, at 
times, terrorist organizations behind the scenes.  It has been reported that the 2004 
Madrid train bombing used proceeds from the sale of pirated CDs.159  Unnamed US 
authorities reported that another group sells counterfeit goods, including fake 
Viagra, to support Hezbollah, the militant group in Lebanon.160   

131. The EU Organised Crime Threat Assessment identifies Chinese OCGs as 
particularly active in the production and distribution of “counterfeit cigarettes, 
clothes, shoes, toys, and pharmaceuticals.”161  Other groups identified as the 
beneficiaries of lucrative counterfeit business are the Real Irish Republican Army 
(Real IRA), the Kurdistan Workers’ Party (PKK), Hezbollah, Hamas, and al Qaeda.162  
According to Dr. Magnus Ranstorp, an international terrorism expert, 
“[c]ounterfeiting has become the third most important form of funding for terrorism 
today.”  Joseph Scott, a “veteran New York investigator,” remarks: “[i]f you ever 
bought a piece of counterfeit merchandise… you have supported organized crime, 

 
157 G. Kaiser, “Ensuring product integrity and trust in your supply chain,” Chief Executive.net (October 5, 
2011) accessed at http://chiefexecutive.net/ensuring-product-integrity-and-trust-in-your-supply-chain 
on March 23, 2012. 

158 The Economic Impact of Counterfeiting and Piracy: Executive Summary (2007), OECD, p.18, accessed at 
http://www.oecd.org/dataoecd/13/12/38707619.pdf on March 23, 2012.   

159 “Counterfeit goods are linked to terror groups,” International Herald Tribune (February 12, 2007), 
accessed at http://www.nytimes.com/2007/02/12/business/worldbusiness/12iht-fake.4569452.html 
on March 20, 2012. 

160 Ibid. 

161 OCTA EU Organised Crime Threat Assessment (2011), Europol, p.35, accessed at 
https://www.europol.europa.eu/sites/default/files/publications/octa_2011_1.pdf on March 25, 2012. 

162 For more detailed accounts, see (i) Intellectual Property Rights Violations: A Report on Threats to United 
States Interests at Home and Abroad (November 2011), accessed at 
http://www.iprcenter.gov/reports/IPR%20Center%20Threat%20Report%20and%20Survey.pdf/view 
on March 31, 2012; (ii) “Counterfeit goods are linked to terror groups,” International Herald Tribune 
(February 12, 2007), accessed at 
http://www.nytimes.com/2007/02/12/business/worldbusiness/12iht-fake.4569452.html on March 20, 
2011; and (iii) “A fistful of fakes,” supplement magazine to The Financial Times (March 2012), Fondation 
de la Haute Horlogerie. 
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tolerated child abuse, committed larceny, and participated in a business that uses 
murder as a sales tool.”163 

Section summary  
132. While determining the precise size of the market is a difficult task, it is clear that 
the illicit trade phenomenon is a significant and growing problem.  The continuing 
success of powerful global brands and high prices and taxes open up lucrative 
market opportunities for counterfeiters.  With the advent of inexpensive technologies 
that are widely available today, counterfeiters have been able to produce high quality 
counterfeits at low cost, and diversify the types of products available in the illicit 
market.  Various trends have facilitated the growth of illicit trade, such as the use of 
the Internet, emergence of new markets in developing economies, lowered trade 
barriers (resulting from globalization and free-trade agreements) and thus have 
allowed inroads to previously inaccessible markets.  

133. Packaging plays an important role in combating illicit trade by providing visual 
cues about the product’s authenticity to both consumers and enforcement agencies.  
Packaging also allows legitimate manufacturers to add anti-counterfeiting features or 
markings that store product information for supply-chain control purposes.  

134. Continuing consumer complicity toward purchasing illicit products and the lack 
of adequate enforcement are also part of the problem.   

135. Illicit trade is not a victimless crime.  Damages from illicit trade are serious and 
wide-ranging, harming consumers, the legitimate manufacturing/supply chain, and 
the home/destination countries, while at the same time benefiting OCGs and 
terrorist organizations.164 

 
163 “A fistful of fakes,” supplement magazine to The Financial Times (March 2012), Fondation de la Haute 
Horlogerie. 

164 For a detailed account of the types of terrorist groups and organized crime associated with illicit 
trade, see Intellectual Property Rights Violations: A Report on Threats to United States Interests at Home and 
Abroad (November 2011), p.40, accessed at 
http://www.iprcenter.gov/reports/IPR%20Center%20Threat%20Report%20and%20Survey.pdf/view 
on March 31, 2012. 
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SECTION III.  ILLICIT TRADE IN A TOBACCO CONTEXT 

Section overview  
136. The previous section of this report explored the concept of illicit trade as a 
global phenomenon affecting a wide range of consumer products.  This section 
focuses specifically on the illicit trade in tobacco products.   

137. This section (together with Section IV, the negative impacts of this illicit trade, 
and Section V, the efforts being made to tackle it) lays out the underlying factual 
basis for Section VI.  In that section we offer our expert opinion on the impact of 
plain packaging on the illicit trade in tobacco products.  In simple terms, the status 
quo is set out here, before looking at how plain packaging of tobacco products may 
change a variety of elements.   

138. This description of the illicit trade in tobacco products includes: 

(a) the scale of the global illicit tobacco trade and its nature (notably, the 
distinction that can be drawn between source and destination markets) (see 
paragraphs 143 to 148); 

(b) the various types of illicit tobacco products (see paragraphs 149 to 164); 

(c) the nature and characteristics of the illicit tobacco trade (see paragraphs 165 
to 213); 

(i) recognized sources and destinations of illicit tobacco trade; 

(ii) the criminal gangs behind illicit tobacco trade; 

(iii) packaging as a deterrent to counterfeiters; 

(iv) the role of tax stamps; and 

(v) the use of Internet sites for distribution;  

(d) the factors contributing to illicit trade in tobacco (see paragraphs 214 to 270), 
including: 

(i) consumer affordability of tobacco products; 

(ii) the profit incentives available to illicit traders; 

(iii) the fact that criminal penalties are low and disproportionate to profit 
incentives; 

(iv) consumer complicity; 

(v) the significance of the location of certain countries; and 

(vi) tobacco as the “ideal smuggled product.” 

139. Although many of these issues are worthy of individual reports in their own 
right, analysis at that level of detail is beyond the scope of this report.  

140. It is clear that the nature, scale, and drivers of the illicit trade in tobacco 
products vary in different parts of the world.  Therefore, as well as considering the 
global picture, this section of the report explores in more detail the dynamics of the 
illicit trade in tobacco products in one country – the UK.  The choice of this case 
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study reflects: (a) the greater availability of official165 and unofficial information 
regarding illicit trade in tobacco products in the UK, compared to information 
available on other countries (partly because the UK is a destination, rather than a 
source market, for illicit traders);166 and (b) the UK’s past and present consultation on 
plain packaging, making it a meaningful market in which to consider the status quo.   

141. This report is not, however, intended to be country specific so while the case-
study market is used to illustrate specific points about illicit trade, the report 
considers information from other countries where available and relevant.   

142. Because illicit trade in tobacco products is unlawful and the OCGs involved 
hide their illegitimate businesses from public scrutiny, there are evident difficulties 
in getting a statistically accurate picture of this illegal trade.  To gain a better 
understanding of this illicit trade, the report draws on a wide range of source 
material.  Where possible, official statistics and analyses are presented.  Nevertheless, 
on occasion it is necessary and appropriate to draw on a broader spectrum of 
sources.  The two key reasons for including a wide array of sources include:  

(a) First, key information is often held by those whose genuine trade in tobacco 
products is negatively affected by the criminal trade in tobacco products.  As 
a result, where analysis leading to the preparation of this report indicated 
that the most complete or accurate information on a specific point has been 
published by (or on behalf of the) manufacturers of genuine tobacco products 
and others in the legitimate supply chain, this section of the report draws on 
that information.167 

(b) Second, understanding the real day-to-day impact of this illicit trade, 
including criminals’ illicit trade activities and the way in which they 
negatively affect local communities, makes it important to include source 
materials that might not always be examined in an academic analysis.  This 
section of the report therefore intentionally makes reference to recent articles 
in the regional print and electronic media, including local community 
newspapers and websites.  These materials are more likely to highlight 
current trends in illicit trade and its negative effects on local communities, 
which must be included in order to depict an up-to-date picture of the 
phenomenon.  

The scale of global illicit tobacco market  
143. Reflecting the challenges of measuring the scale of illicit trade issues (which is 
discussed at paragraphs 25 to 29 above), no global statistics are recognized as reliable 
for calculating the size of the worldwide illicit tobacco problem.  The Fiscal Year 2011 
Seizure Statistics compiled by the CBP are testimony to the wide range of data 
reported.  For example, in FY 2011 seizures of fake cigarettes accounted for 4% of the 
“Consumer Safety and Security” category, but in 2010 they were 28% of this same 

 
165 Including analysis by official bodies in the UK (such as HMRC). 

166 Inevitably there are greater difficulties in obtaining accurate public domain reference materials 
describing precisely the situation in a ‘source’ country for illicit tobacco products.  By definition, a 
country would not be a source of such products unless the illicit tobacco trade were clandestine.   

167  See also the discussion at paragraph 12 of the introductory section of this report.   
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category.168  This has been noted in a 2010 report prepared by the International Tax 
and Investment Center (ITIC)169 who states that: “while there is general agreement 
that tobacco products are one of the most illegally trafficked goods in the world, 
measuring quantities precisely is very difficult.”170 

144. As noted above, several other studies cite the problem of collecting data on 
illicit trade (for example, see our book, The Economics of Counterfeit Trade).171  A 
variety of measures have been used including: soliciting expert opinion (e.g., law 
enforcement agencies); collecting primary data (e.g., surveying cigarette smokers); 
using seizure statistics from customs authorities (e.g., data from the European 
Commission Anti-Fraud Office (OLAF) and CBP); and developing models to assess 
the level of illicit activity (e.g., regression analysis to estimate demand).   

145. Despite the measurement problems, some international analysts have sought to 
quantify the scale of the global illicit tobacco trade.172  While there is no authoritative 
and universally accepted estimate by international organizations on the scale of the 
global illicit tobacco trade as it stands today, some analysts in the area have recently 
suggested that approximately 10 to 11% of the global cigarette market is illicit, 
representing over 600 billion cigarettes a year.173   

 
168 Intellectual Property Rights: Fiscal Year 2011 Seizure Statistics (February 2012), CBP Office of 
International Trade, pp.24-25, accessed at 
http://www.cbp.gov/linkhandler/cgov/trade/priority_trade/ipr/ipr_communications/seizure/ipr_s
eizures_fy2011.ctt/ipr_seizure_fy2011.pdf on April 3, 2012. 

169 The ITIC is a non-profit research and education foundation which serves as a clearing house for 
information on best practices in taxation and investment policy.  ITIC is sponsored by many of the 
world’s leading multinational corporations, professional firms, and financial institutions, including JTI.  
See “Sponsors,” ITIC, accessed at http://www.iticnet.org/Public/sponsors.aspx on May 21, 2012.  The 
ITIC report states that its purpose is to serve as a “resource guide and best practices reference for tax, 
customs, and law enforcement officials to improve their efforts to combat the illicit trade in tobacco 
products.  The report notes that ITIC received supplemental contributions from tobacco companies to 
help underwrite the cost of the publication, however ITIC retained full editorial control and takes full 
responsibility for the content and any errors or omissions.”  See “Disclaimer and Statement of Purpose,” 
The Illicit Trade in Tobacco Products and How to Tackle It (April 19, 2011), ITIC, accessed at 
http://www.iticnet.org/Public/other_publications.aspx on March 25, 2012. 

170 The Illicit Trade in Tobacco Products and How to Tackle It (April 19, 2011), ITIC, p.6, accessed at 
http://www.iticnet.org/Public/other_publications.aspx on March 25, 2012. 

171 See our work that represents over twenty years of experience in the area of intellectual property 
rights in P. Chaudhry and A. Zimmerman, The Economics of Counterfeit Trade (2009).   

172 See, for example, a WHO document which in 2008 stated, “According to the World Bank, smuggled 
cigarettes account for 6% to 8.5% of total global consumption.  Nearly a fifth of all cigarette production 
is exported.  Of that amount, almost one third – about 355 billion cigarettes a year – finds its way into 
the contraband market”: see Illicit Trade in Tobacco Products (September 2008), WHO, p.1, accessed at 
http://www.searo.who.int/LinkFiles/TFI_rep-17.pdf on March 25, 2012.   

173 Analysts suggest that (i) “1 in every 10 cigarettes smoked globally is illicit”: see Illicit Trade in Tobacco 
Products 2011 (December 2011), Euromonitor International, p.9; (ii) “11.6% of the global cigarette market 
is illicit, equivalent to 657 billion cigarettes a year and US$40.5 billion in lost revenue”: see L. Joosens et 
al., How Eliminating the Global Illicit Cigarette Trade Would Increase Tax Revenues and Save Lives (June 2009), 
p.1, accessed at http://www.tobaccofreecenter.org/files/pdfs/en/ 
ILL_global_cig_trade_full_en.pdf on April 3, 2012; and (iii) “11% of the world cigarette market is illicit, 
representing over 600 billion cigarettes a year and [US]$40 billion in annual government revenue 
losses”: see The Illicit Trade in Tobacco Products and How to Tackle It (April 19, 2011), ITIC, p.3, accessed at 
http://www.iticnet.org/Public/other_publications.aspx on March 25, 2012.   

 47 

http://www.cbp.gov/linkhandler/cgov/trade/priority_trade/ipr/ipr_communications/seizure/ipr_seizures_fy2011.ctt/ipr_seizure_fy2011.pdf
http://www.cbp.gov/linkhandler/cgov/trade/priority_trade/ipr/ipr_communications/seizure/ipr_seizures_fy2011.ctt/ipr_seizure_fy2011.pdf
http://www.iticnet.org/Public/sponsors.aspx
http://www.iticnet.org/Public/other_publications.aspx
http://www.iticnet.org/Public/other_publications.aspx
http://www.searo.who.int/LinkFiles/TFI_rep-17.pdf
http://www.tobaccofreecenter.org/files/pdfs/en/ILL_global_cig_trade_full_en.pdf
http://www.tobaccofreecenter.org/files/pdfs/en/ILL_global_cig_trade_full_en.pdf
http://www.iticnet.org/Public/other_publications.aspx


 

146. The following indicators can be employed as proxies to establish both the 
existence and growth of the illicit trade in tobacco: 

(a) Observing an unexplained drop in legal market sales – usually noticed first 
by the industry and trade (and not explained by prevailing consumption 
trends); 

(b) Monitoring disturbances in the flow of government revenues; 

(c) Detecting an increase in seizures of illegal product – either in frequency or 
quantities;  

(d) Scrutinizing the emergence of brands which do not display the correct 
markings or which are not legally distributed and sold in the country; and 

(e) Examining changes in the results of anti-illicit trade surveys174 (for example 
pack swap or empty pack surveys175).  

147. In many countries176 the illicit trade of tobacco products is a growing 
phenomenon, for example: 

(a) DG TAXUD report that in terms of the number of seized articles in 2010, the 
top three categories were cigarettes (33.54%), office stationery (8.43%), and 
other tobacco products (7.91%).177 

(b) Euromonitor has forecast that “world illicit trade excluding China is 
predicted to grow by 12% over 2010-2015 due to duty-paid cigarettes price 
hikes, increased availability of illicit product and technology-driven 
counterfeiting growth.”178  

(c) KPMG has recently estimated that consumption of illicit tobacco in the EU 
increased from 8.3% in 2006 to 9.9% in 2010.179  The Financial Times reported 
the underlying figures of KPMG as: “the EU, with its porous borders and 
large, varied markets, has seen some of the steepest growth in illicit [tobacco] 
trade.  In 2010, according to PMI, one in 10 European cigarettes smoked – 

 
174 The Illicit Trade in Tobacco Products and How to Tackle It (April 19, 2011), ITIC, p.22, accessed at 
http://www.iticnet.org/Public/other_publications.aspx on March 25, 2012. 

175 An empty pack survey is the physical collection of discarded empty cigarette packs. Upon collection, 
samples are either sent to independent or manufacturer’s laboratories for analysis as to their 
authenticity. 

176 By way of contrast, the proportion of the UK market for tobacco products made up of illicit product 
is reported to have declined over the past ten years, particularly in relation to cigarettes (where the 
proportion appears to have halved).  It remains, however, at a high level with illicit product making up 
approximately 11% of the UK market for cigarettes, and 49% of the UK market for RYO tobacco.  See 
Tackling Tobacco Smuggling – Building on Our Success (April 2011), HMRC, p.5, accessed at 
http://www.hmrc.gov.uk/news/tackling-tobacco.htm on April 3, 2012. 

177 Report on EU Customs Enforcement of Intellectual Property Rights: Results at the EU Border – 2010, DG 
TAXUD, p.15, accessed at 
http://ec.europa.eu/taxation_customs/resources/documents/customs/customs_controls/counterfeit_
piracy/statistics/statistics_2010.pdf on April 3, 2012. 

178 Illicit Trade in Tobacco Products 2011 (December 2011), Euromonitor International, p.6. 

179 Project Star 2010 Results (August 22, 2011), KPMG on behalf of PMI, p.11, accessed at 
http://www.pmi.com/eng/tobacco_regulation/illicit_trade/documents/Project_Star_2010_Results.pdf 
on March 25, 2012.   
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64.2bn – were either untaxed or made of counterfeit tobacco, a rise of nearly 2 
per cent, or 8bn illicit cigarettes, since 2006.”180 

148. Analysts at Euromonitor have attributed the growth in illicit tobacco sales in the 
Middle East and Africa to poor border controls and in Europe to rising prices and 
cash-strapped consumers.181   

What is the illicit trade in tobacco products?  
149. While expressed in different ways by analysts, a consistent view is that illicit 
trade in cigarettes and other tobacco products includes three categories: counterfeit; 
‘illicit whites’; and contraband of genuine product.  Each of these types of illicit 
product may involve some element of smuggling since counterfeit and ‘illicit white’ 
cigarettes produced in one country are also likely to be transported to another 
country for retail sale.   

Counterfeit  

150. The production of counterfeit cigarettes involves the manufacturing of imitation 
cigarettes or cigarette packs bearing trademarks without the owner’s consent.  As 
previously discussed, counterfeit products are sold locally and abroad.   

151. There are varying degrees of sophistication in counterfeit cigarette packaging 
reflecting the fact that some smokers are complicit and prepared to buy packs which 
are clearly fakes while others are non-complicit but duped into purchasing illicit 
product.  In addition, there are varying degrees of investments by counterfeiters in 
attempting to make the packs look ‘real.’  Analysis conducted in the preparation of 
this report suggests that consumers detect fake products, first, by the lower price, 
and, second, by the quality of the printing and the packaging of the cigarettes.  For 
example, Figure 11 shows a counterfeit Benson & Hedges Gold pack, with an easily 
identifiable error – the misprint of Gold).  

 
180 C. Thompson, “Price and tax drive illicit tobacco trade,” Financial Times (December 30, 2011), 
accessed at http://www.ft.com/cms/s/0/3d6c0676-2bd5-11e1-b194-
00144feabdc0.html#axzz1n1IDOHra on March 25, 2012. 

181 Illicit Trade in Tobacco Products 2011 (December 2011), Euromonitor International, p.14. 
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Figure 11. Counterfeit pack of Benson & Hedges Gold182

 
152. The broad spectrum of counterfeit products available extends from the very 
crude to the highly sophisticated.  The latter requires forensic analysis to determine 
whether they are fakes.  Figure 12 shows an example of the subtle differences 
between a genuine (left image) and counterfeit (right image) pack.  Appendix E also 
provides other examples of counterfeit cigarette packs.   

Figure 12. Legitimate pack vs. counterfeit cigarette pack in Ireland183

        

 
182 Image provided by JTI, March 2012.   

183 E. Dillon, “Real or fake?” Fakes, Frauds, and Scams (November 12, 2009), accessed at 
http://fraudblog.dilloninvestigates.com/2009/11/real-or-fake.html on March 25, 2012. 
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‘Illicit whites’ 

153. A trend in the illicit tobacco trade is the emergence and rampant growth of 
‘illicit white’ products across global markets.  The definition of ‘illicit whites’ (or 
‘cheap whites’) varies,184 and determining when this product becomes illicit in its 
supply chain is controversial – there is no standard agreement among various 
authorities, for example:  

(a) The European Commission has suggested that they are “brands 
manufactured legitimately in one market, either taxed for local consumption 
or untaxed for export, and sold knowingly to traders who transport them to 
another country where the products are sold illegally without domestic duty 
paid.”185 

(b) The UK’s HMRC has described them (using the now less common epithet 
‘cheap whites’) as “brands produced by smaller, overseas manufacturers that 
make no legitimate supplies of any tobacco products to the UK.”186 

(c) The Police Service of Northern Ireland (PSNI) has reinforced this view, saying 
these “are brands which have been produced independently of the 
International Tobacco Manufacturers (ITMs) and are essentially 
manufactured for the ‘black market.’”187 

154. Often, ‘illicit whites’ look similar to legitimate brands (see Figures 13 and 14) 
but are not exact copies and thus not considered counterfeits.  Ironically, there is 
information to suggest that some ‘illicit white’ brands are so successful in their own 
right that these illicit products are now themselves being counterfeited.188  

 
184 Some ‘illicit whites’ fall within the definition of “knockoff” as provided in Section II (paragraph 21) 
of this report. 

185 L. Joosens and M. Raw, “From cigarette smuggling to illicit tobacco trade,” Tobacco Control, 21(2), 
2012, pp.230-234, at p.231.  See also Statement by Šemeta on Behalf of the European Commission, during 
a European Parliamentary Question Session: see Cigarette Smuggling (E-9307/2010) (February 9, 2011), 
accessed at http://www.europarl.europa.eu/sides/getAllAnswers.do?reference=E-2010-
011191&language=EN on April 3, 2012. 

186 Tackling Tobacco Smuggling Together: An Integrated Strategy for HM Revenue & Customs and the UK 
Border Agency (2008), HMRC and UK Border Agency. 

187 Cross-Border Organised Crime Assessment 2010, Police Service of Northern Ireland, p.18, accessed at 
http://www.octf.gov.uk/getattachment/7029767f-4016-4cee-bf71-3d7b13c4db37/Cross-border-crime-
assessment-2010.aspx/ on March 25, 2012. 

188 A. Uren, “HMRC raid uncovers £120k of illegal cigarettes,” Counterfeit Cigarettes: an Enforcement 
Forum (December 16, 2011), accessed at http://www.thecre.com/cc/?p=662 on March 25, 2012. 
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Figure 13. ‘Illicit whites’ seized in the UK189

 
155. Jin Ling is one of the most widely known brands of ‘illicit whites’ and is often 
described as the first international illicit brand.  It is manufactured primarily by Baltic 
Tobacco Factory (BTF) in Kaliningrad, Russia, but can be produced in other markets 
also.  Jin Ling is exported all over Europe.190  The factory in Kaliningrad is said to 
have a production capacity of 24 billion cigarettes a year, which is equivalent to 7% 
of legal European imports.191   

156. As illustrated in Figure 14, the Jin Ling illicit brand “features a king-size packet 
design that closely resembles the legal Camel brand in color, typestyle, and layout.  
Instead of a camel, the Jin Ling packs are illustrated with a mountain goat.”192  In the 
words of one European politician, “Any similarity to the pack of the Camel brand is, 
of course, entirely intentional.”193  

 
189 “Easter car boot sales targeted by HMRC,” Rochdale News Online, April 23, 2011, accessed at 
http://www.rochdaleonline.co.uk/news-features/2/news-headlines/55567/easter-car-boot-fake-sales-
targeted-by-hmrc on March 26, 2012.  

190 Illicit Trade in Tobacco Products – A World View (July 2010), Euromonitor International, p.49.   

191 Project Star 2010 Results (August 22, 2011), KPMG on behalf of PMI, p.49, accessed at 
http://www.pmi.com/eng/tobacco_regulation/illicit_trade/documents/Project_Star_2010_Results.pd
f on March 26, 2012. 

192 R. Shleynov et al., “Made to be smuggled: Russian contraband cigarettes ‘flooding’ EU,” Center for 
Public Integrity (October 20, 2008), p.6, accessed at 
http://www.publicintegrity.org/investigations/tobacco/articles/entry/763/ on March 26, 2012. 

193 R. Helmer, “EU regulations promote contraband cigarettes,” Roger Helmer MEP - Straight Talking 
(July 7, 2011), accessed at http://rogerhelmermep.wordpress.com/2011/07/07/eu-regulations-
promote-contraband-cigarettes/ on March 26, 2012.   
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Figure 14. Packs of Jin Ling and Camel  

   
157. An undercover operation at the manufacturer, BTF, in Kaliningrad, Russia 
detailed the profit picture for selling Jin Ling products: 

BTF officials proved eager to help their prospective new clients.  At the 
company’s main factory, the undercover team was offered Jin Ling by the 
container – each one filled with over 10 million cigarettes.  “We don’t 
care” what happens to the cigarettes, Dmitry Gyrja, BTF’s logistics 
manager told the reporters.  “According to Russian law it doesn’t matter.  
All the transportation arrangements are up to you….”  With payment in 
advance, he added, a container could be ready and waiting in two weeks.  
Their price per container: [US] $102,500 (£59,000 or €73,000) – about one 
cent per cigarette.  If the contents of one container reached Sweden or 
Germany and were sold at full legal price, they would be worth [US] $3.2 
million (€2.3 million).  In Britain or Norway, where cigarette taxes are 
high, the same shipment would be worth nearly [US] $6 million 
(€4 million).  Even at half the price – which black market cigarettes 
usually sell for – the profits would be immense.  The fat profit margins 
rival those from narcotics and justify elaborate and costly concealments, 
the use of complex and circuitous routes, the payment of substantial 
kickbacks to corrupt police and customs officers, and the hiring of 
enforcers.194

158. The expansion of Jin Ling has been so successful that OLAF has formed a group 
focused on the brand.195   

159. While Jin Ling has been sold in many European countries, it has been 
particularly successful in Germany, where it has been described as “having become 

 
194 R. Shleynov et al., “Made to be smuggled: Russian contraband cigarettes ‘flooding’ EU,” Center for 
Public Integrity (October 20, 2008), pp.18-20, accessed at 
http://www.publicintegrity.org/investigations/tobacco/articles/entry/763/ on March 26, 2012. 

195 For data on the expansion of Jin Ling, see Project Star 2010 Results (August 22, 2011), KPMG on behalf 
of PMI, pp.49 and 55-59, accessed at 
http://www.pmi.com/eng/tobacco_regulation/illicit_trade/documents/Project_Star_2010_Results.pd
f on March 26, 2012. 
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one of the best-selling brands,”196 “the eighth most-smoked cigarette in Germany,” 
and Berlin’s “second most popular brand.”197  In recent years, Jin Ling’s market 
penetration increased to sixteen EU Member States.198  One European reporter claims 
that consumers have no knowledge of the source of these illicit cigarettes.199 

Contraband of genuine product 

160. The contraband of genuine tobacco product usually involves the transportation 
of cigarettes from one market for their distribution and resale in another, where it is 
unlawful to distribute since it is done without payment of the applicable taxes or 
duties, or in breach of laws prohibiting its import or export.  Contraband can occur in 
various ways and scales:   

(a) first, at a significant commercial level, if the volumes are sufficiently large in 
scale (generally the smuggling of 20 or 40 foot containers with a substantial 
content of illicit cigarettes) and the intention is to sell the cigarettes to others 
without the payments of taxes in the country of re-sale;200  

(b) second, at a personal level, if a person imports cigarettes for personal use in 
excess of the quantity allowed by custom allowances (known as the ‘suitcase 
smuggler’ or ‘ant smuggler’); and 

(c) finally, at a level that exists between commercial and personal.  This could 
involve an individual who will travel abroad in a truck or transit van and 
return to his origin country with master cases of genuine undeclared product 
(usually mixed commodities).   

161. It is often lawful for individuals to import cigarettes, as long as it is for personal 
use and quantities are below the personal allowances of the country in which the 
cigarettes are consumed.  This activity is generally known as ‘cross-border 
shopping.’  The tax differentials between neighboring countries mean that consumers 
can travel to where taxation (and, therefore, the price of the tobacco products) is 

 
196 “Cops losing tobacco smuggling battle,” The Local – Germany’s News in English (July 19, 2011), 
accessed at http://www.thelocal.de/society/20110719-36389.html on March 26, 2012.   

197 “Tax revenues up in smoke: Trade in smuggled cigarettes booms in Germany,” Spiegel Online 
International (April 14, 2009), accessed at 
http://www.spiegel.de/international/germany/0,1518,618871,00.html on March 26, 2012. 

198 Project Star 2010 Results (August 22, 2011), KPMG on behalf of PMI, p.59, accessed at 
http://www.pmi.com/ 
eng/tobacco_regulation/illicit_trade/documents/Project_Star_2010_Results.pdf on March 26, 2012. 

199 D. Witt, “How big is the illicit tobacco trade in Europe?” Public Service Europe (December 9, 2011), 
paragraph 4, accessed at http://www.publicserviceeurope.com/article/1231/how-big-is-the-illicit-
tobacco-trade-in-europe on March 26, 2012.   

200 In June 2012, for example, the UK officials seized more than 2.5 million contraband cigarettes which 
were being smuggled into the UK on a ferry from Zeebrugge, Belgium.  This is believed to have been 
the biggest seizure at the docks in Hull for more than five years.  “2.5 million cigarettes seized at Hull 
docks, hidden in a trailer on Zeebrugge ferry,” Hull Daily Mail (June 20, 2012), accessed at 
http://www.thisishullandeastriding.co.uk/2-5-million-cigarettes-seized-Hull-docks-hidden/story-
16419684-detail/story.html on June 25, 2012.  
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lower, particularly so if the expected savings compensate for the travel costs incurred 
to take advantage of the lower price.201    

162. In the UK, HMRC estimates that cross-border shopping accounted for 3% of 
cigarette consumption and 6 to 8% of roll-your-own tobacco (RYO) consumption in 
2009/2010.202  At its peak, in 2002/2003, however, cross-border shopping accounted 
for 9% of cigarette consumption and 13 to 22% of RYO consumption.203  The recent 
fall may be attributable to the reduction in travel by UK residents, the exchange rate 
fluctuation of the British Pound against the Euro, and the changes to duty rates in 
other EU Member States.  The UK Office of Budget Responsibility noted in March 
2012 that the recent increase in tobacco duty, together with stronger exchange rate 
against the Euro, could encourage more cross-border shopping.204  

163. However, some consumers blur the line between personal use and resale.  First, 
an individual may import volumes of cigarettes keeping under the personal use 
thresholds but with the intent of selling a portion of the cigarettes to other 
consumers.  For example, in the UK, people have funded a short weekend break to 
Spain by taking back cigarettes that can be sold at an arbitrage profit (buy low; sell 
high) to friends and family.  Figure 15 shows that illicit cigarettes constitute the most 
common (illicit) articles carried by passengers travelling home reported in DG 
TAXUD’s 2010 EU border data.205  

 
201 A. Leal, J. López-Laborda, and F. Rodrigo, “Cross-border shopping: A survey,” International Advances 
in Economic Research, 16:135–148, February 2010, accessed at 
http://www.unizar.es/departamentos/estructura_economica/personal/frodrigo/documents/IAER20
10162originalpublicado.pdf on April 30, 2012.  

202 See Tables 4.2 and 4.6 of “Measuring Tax Gaps Tables 2011,” Measuring Tax Gaps, HMRC, accessed at 
http://www.hmrc.gov.uk/stats/measuring-tax-gaps.htm on April 30, 2012.  

203 Ibid.  

204 Economic and Fiscal Outlook (March 2012), Office for Budget Responsibility, paragraph 4.81, accessed 
at http://budgetresponsibility.independent.gov.uk/wordpress/docs/March-2012-EFO1.pdf on June 7, 
2012.  

205 Report on EU Customs Enforcement of Intellectual Property Rights: Results at the EU Border – 2010, DG 
TAXUD, p.29, accessed at 
http://ec.europa.eu/taxation_customs/resources/documents/customs/customs_controls/counterfeit_
piracy/statistics/statistics_2010.pdf on March 26, 2012. 
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Figure 15. Overview of illicit articles carried by passengers (%)  

 
164. Second, ‘ant smuggling’ is commonplace and provides income for a variety of 
accomplices in illicit trade.  A 2009 report by the Polish Customs Service describes 
this problem as smuggling by pedestrians who carry product across land borders 
with “most of [the] cigarettes [being] smuggled in travellers’ luggage or on the 
body.”  In parts of Poland, this ‘ant smuggling’ is “the only source of profit for the 
local population.”206  In some instances, the phenomenon of ‘ant smuggling’ is being 
orchestrated by OCGs who will pay (or, in some cases, intimidate) individuals to 
smuggle the genuine product across land borders for their own profit.  One 
organization in the UK has noted this trend, stating that “cash-strapped parents are 
used by criminals to smuggle and sell illegal tobacco.”207  

The nature and characteristics of the global illicit tobacco market  
Recognized source and destination markets  

165. According to one 2011 report, “[T]he key directions for illicit trade in 2010 are 
from Russia, China and Ukraine into Europe, South and Southeast Asia, the Middle 
East and Africa and across to Latin America which also has a major illicit trade 
source in Paraguay.  The border areas of the US with Canada are also a source of 
DNP [duty not paid] cigarettes produced in Native American reservations.  China is 
a consumer as well as a producer of illicit cigarettes, while Turkey is a producer as 
well as a major consumer.”208  Figure 16 below represents Euromonitor’s 
classification of global ‘source’ and ‘destination’ markets.209   

 
206 Combating Cigarette Smuggling by the Polish Customs Service (2009), Polish Ministry of Finance, p.8, 
accessed at 
http://www.mf.gov.pl/_files_/sluzba_celna/publikacje/wiadomosci_celne/2009/wc_9_2009_en_pod
glad.pdf on March 27, 2012. 

207 Why Illegal Tobacco Is an Issue, Illegal Tobacco, accessed at http://www.stop-illegal-
tobacco.co.uk/illegal-tobacco/why-is-it-an-issue.aspx on March 27, 2012.   

208 Illicit Trade in Tobacco Products 2011 (December 2011), Euromonitor International, p.15. 

209 Ibid., Figure 16 appears as presented originally by Euromonitor International.   
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Figure 16. Main source and destination markets for illicit trade in cigarettes 

 
166. The evolving and fast-moving nature of the trade in illicit tobacco means that 
any attempt to give an exhaustive definition would quickly become outdated (for 
example, the Republic of Ireland is now considered to be a destination market which 
is not depicted in the map above).  Analysts use several attributes in considering 
whether a market has either source or destination features, or both.  Examples of 
characteristics that identify a source market include both the availability of second-
hand cigarette making machinery and high levels of corruption.210   

167. In China, the national government’s previous efforts to fight the illicit trade in 
cigarettes have faced difficulty due to the increasingly covert and entrenched nature 
of the businesses.  In some cases, the illegal production of cigarettes was so deeply-
rooted in local communities that whole villages were engaged in it under “the 
protection of local governments.”211 

168. By contrast, the existence of a tobacco taxation policy resulting in high retail 
prices relative to consumer income (low affordability) or higher prices than those 
prevailing in neighboring countries can create a destination market.  As denoted in 
Table 3, the price variation for a premium-priced pack of cigarettes in the 27 EU 

 
210 D. Merriman et al., “How big is the worldwide cigarette smuggling problem?” in P. Jha and F.  
Chaloupka, eds., Tobacco Control in Developing Countries (2000), pp.365-392.  Another publication 
reported: “Last year, Caijing learned, 28 officials were detained for cigarette counterfeiting on charges 
such as dereliction of duty, cover-ups or actually participating in the counterfeit trade. Some corrupt 
officials apparently tip off criminals before raids occur. A media source in Guangzhou described how a 
2006 ‘secret’ raid organized by [the State Tobacco Monopoly Administration] in Wuxianqiao was 
thwarted by counterfeiters who managed to safely remove all their equipment just before police 
arrived”; see O. Hongliang, “From cave to carton: China's illicit smokes,” Caijing Magazine, accessed at 
http://english.caijing.com.cn/2008-12-20/110041057.html on March 27, 2012.  

211 K. von Lampe, M. K. Kurti, A. Shen, and G. A. Antonopoulos, “The changing role of China in the 
global illicit cigarette trade,” International Criminal Justice Review, 22: pp.43-67, March 22, 2012.  
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Member States ranges from £2.40 in Hungary to £7.41 in Ireland.212  This type of price 
distortion creates an obvious opportunity for smuggling.   

Table 3. The incentive to smuggle 

EU Member RRP 
£ per 20 

Tax Burden 
£ per 20 

Tax 

Estonia 2. 38 1. 85 78% 

Hungary 2. 40 1. 88 78% 

Lithuania 2. 41 1. 78 74% 

Bulgaria 2. 65 2. 08 79% 

Romania 2. 69 2. 09 77% 

Slovakia 2. 74 2. 05 75% 

Slovenia 2. 77 2. 07 75% 

Poland 2. 84 2. 23 78% 

Latvia 2. 94 2. 24 76% 

Greece 3. 29 2. 68 82% 

Cyprus 3. 34 2. 46 74% 

Czech 3. 44 2. 41 70% 

Luxembourg 3. 47 2. 40 69% 

Malta 3. 47 2. 64 76% 

Portugal 3. 47 2. 64 76% 

Spain 3. 47 2. 72 79% 

Austria 3. 81 2. 83 74% 

Italy 3. 99 2. 98 75% 

Belgium 4. 29 3. 27 76% 

Netherlands 4. 38 3. 33 76% 

Germany 4. 47 3. 27 73% 

Finland 5. 03 3. 86 77% 

France 5. 12 4. 09 80% 

Sweden 5. 71 3. 95 69% 

 
212 EU cigarette prices, Tobacco Manufacturer’s Association, accessed at http://www.the-tma.org.uk/tma-
publications-research/facts-figures/eu-cigarette-prices/ on March 27, 2012.  The price and tax burden 
shown are primarily based on tobacco industry sources and information contained in Excise Duty Tables: 
Part III – Manufactured Tobacco (January 2012), DG TAXUD, accessed at 
http://ec.europa.eu/taxation_customs/resources/documents/taxation/excise_duties/tobacco_products
/rates/excise_duties-part_iii_tobacco_en.pdf on March 27, 2012.  As at the date of this report, the 
exchange rates mean that the UK is the most expensive market in the EU. 
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UK 6. 95 5. 40 78% 

Ireland 7. 41 5. 82 79% 

 

The scale and nature of the illicit tobacco trade in the UK 

169. As discussed in more detail below, the proportion of the UK tobacco market 
made up of illicit product is reported to have declined over the past ten years, 
particularly in relation to cigarettes (where the proportion appears to have halved).  
It remains, however, at a high level, with the UK being described as a destination 
market for illicit tobacco products.213  This view has also recently been expressed in a 
European Commission Communication on its Anti-Fraud Strategy.214   

170. Some of the supply routes of illicit tobacco into the UK have been identified in 
Figure 17.215  

Figure 17. Supply routes to the UK for the illicit tobacco trade 

 
171. In the UK, enforcement agencies such as HMRC use a specific categorization to 
capture products which are non-UK duty paid, or “NUKDP.”216  This definition is 
given to tobacco products consumed by UK smokers on which duty has not been 
paid to the UK Exchequer.  According to HMRC, NUKDP products consist of two 
broad categories: 

(a) Legal: cross-border shopping, consisting of legitimate purchases in another 
EU Member State for personal consumption.  The UK applies a guideline of 

 
213 Illicit Trade in Tobacco Products 2011 (December 2011), Euromonitor International.  Also see Annual 
level of tax revenue that is protected through detecting goods where excise duty has not been declared, UK Border 
Agency, accessed at http://www.ukba.homeoffice.gov.uk/sitecontent/documents/aboutus/annual-
level-of-tax/ on June 25, 2012.  UK Border Agency’s 2011/2012 data confirms that seizures of tobacco 
remain significant in the UK.  

214 Financial management: prevention of fraud (June 24, 2011), Commission Communication on the 
Commission’s Anti-fraud Strategy, paragraph 2.7, accessed at 
http://www.publications.parliament.uk/pa/cm201012/cmselect/ 
cmeuleg/428-xxxvi/42804.htm on March 27, 2012.   

215 Tackling Tobacco Smuggling Together (December 2009), HMRC, p.13, accessed at 
http://www.iticnet.org/Public/PublicDocLanding.aspx?id=41&type=Brussels on April 3, 2012. 

216 Many other markets have a categorization for non-domestic duty paid products.   
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800 cigarettes and 1kg of RYO per person.  Imports above this level from 
other EU Member States, while not prohibited, are likely to lead to questions 
being asked by customs officers.217  Duty free purchases made in countries 
outside the EU are limited to 200 cigarettes and 250g of RYO.   

(b) Illegal: smuggled product, consisting of: 

(i) genuine tobacco products that have been bought abroad, often with 
the domestic taxes paid, and sold in the UK (‘contraband’); 

(ii) counterfeit products; and   

(iii) ‘illicit whites.’218 

172. The same measurement issues arise in quantifying levels of the illicit tobacco 
trade in the UK as exist at the international level.  At present, illicit product makes up 
approximately 10% of the UK market for cigarettes, and 46% of the UK market for 
RYO.219  

173.  In the early 2000s, a significant proportion of the UK illicit market was made up 
of the importation (from lower-priced countries) and subsequent sale of genuine UK 
brands.  Since then, the share of the illicit market made up of contraband imports of 
genuine brands sold in the UK has significantly declined.220  

174. The situation is different in terms of RYO.  HMRC has found that the 
importation and subsequent sale of contraband genuine brands sold in the UK 
continues to be a particular problem for RYO.  HMRC has stated that: “in 2009/10, 
half of HMRC and [UK Border Agency (UKBA)] seizures of [RYO] were genuine UK 
brands, with the remainder being counterfeits of UK brands (24%) and non-UK 
brands (26%).”221  

175. The most significant change in the illicit tobacco market in the UK in recent 
years has been the growth of ‘illicit whites.’  In 2008 HMRC noted this, stating that:  

Prior to the launch of the Tackling Tobacco Smuggling Strategy in 2000, 
the illicit cigarette market was predominately made up of genuine 
cigarettes that were manufactured in the UK, exported, and then 
smuggled back to the UK.  Since then, and in part as a result of the 
strategy, the brand mix found on the UK illicit cigarette markets has been 
progressively diversifying.222  Initially, counterfeit cigarettes began to 
represent a rapidly growing share of the illicit market and, more recently, 

 
217 Tax and duty on goods brought to the UK from the European Union, HMRC, accessed at 
http://www.hmrc.gov.uk/customs/arriving/arrivingeu.htm on March 27, 2012.   

218 Tackling Tobacco Smuggling – Building on Our Success (April 2011), HMRC, p.5, accessed at 
http://www.hmrc.gov.uk/news/tackling-tobacco.htm on April 3, 2012. 

219 Measuring Tax Gaps (September 21, 2011), HMRC, p.26, accessed at 
http://www.hmrc.gov.uk/stats/mtg-2011.pdf on March 27, 2012. 

220 See paragraphs 330 to 335 for discussion regarding government–industry cooperation that is seen to 
have had an impact on the reduction of contraband. 

221 Ibid.  

222 See discussion at paragraph 346 below about the ‘nimbleness’ of the OCGs behind this illicit trade 
and their sophisticated approach to offering a diversified and evolving portfolio of products. 
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brands not sold on the legitimate UK market, in particular so called 
[‘illicit whites’] brands made by small independent tobacco companies 
are representing a growing share of cigarette seizures.223  

176. This trend has continued, with HMRC noting in 2011 that: “‘Illicit whites,’ from 
a range of non-EU sources, continue to increase their market share in the UK.  Along 
with counterfeits, they represent the most significant threat to legitimate trade and 
tobacco revenues in the UK from large scale organised criminality.  A number of 
illicit white brands have now established themselves in the UK, including Raquel 
and Jin Ling, with new brands beginning to emerge.”224 

177. These products are often sold in markets where the smoker cannot read the 
government-mandated warning.  This is particularly clearly articulated by a UK local 
government health authority in a website with the title “‘It’s all in Ukrainian’ – New 
warning on health messages over illegal tobacco”:  

‘курiння призводить до серцево-судинних захворювань та раку 
легенiв’ – that’s the only health warning some Tameside and Glossop 
youngsters are likely to see on cigarette packets thanks to illegal imports 
on the streets in the region.  

Tobacco barons in Russia and China are helping recruit a new generation 
of smokers through mass manufactured imports and [RYO] with either 
no health warnings at all, or written in Ukrainian, Russian, Chinese or 
Danish.  

In the last six months more than 17 million cigarettes and nearly 2,000 kg 
of other tobacco products – including [RYO] – have been seized by police, 
HMRC and trading standards in the North West alone.  Trading 
Standards say brands like Jin Ling, which is manufactured exclusively to 
be smuggled, and [RYO] are now what they most often find in raids on 
local ‘fag’ or ‘tab’ houses, pubs or shops.225

178. In addition to enforcement authority recognition, the growth of ‘illicit whites’ in 
the UK has caught the attention of the media.  One news article suggests that “many 
of the illicit cigarettes recently seized in Scotland are ‘illicit whites,’ manufactured 
specifically to be smuggled into the UK and are sold at a street price of £2.50 to £3.00 
per packet – less than half the average UK price.”226 

 
223 Tackling Tobacco Smuggling Together: An Integrated Strategy for HM Revenue & Customs and the UK 
Border Agency (2008), HMRC and UKBA, p.13. 

224 Tackling Tobacco Smuggling – Building on Our Success (April 2011), HMRC, p.7, accessed at 
http://www.hmrc.gov.uk/news/tackling-tobacco.htm on March 28, 2012. 

225 “It’s all in Ukrainian” New warning on health messages over illegal tobacco (February 10, 2011), NHS 
Tameside and Glossop, accessed at  
http://www.tamesideandglossop.nhs.uk/templates/page____4586.aspx on March 28, 2012. 

226 “Organised criminals target Scots smokers with illegal cigarettes,” Scotsman.com (August 8, 2011), 
accessed at http://www.scotsman.com/news/organised-criminals-target-scots-smokers-with-illegal-
cigarettes-1-1794820 on March 28, 2012.  Smokers in Kent, England, were recently warned by HMRC 
that large quantities of ‘illicit whites’ were being sold locally and that “this is not an innocent or 
victimless crime but one that encourages otherwise honest people to trade with criminals.  We have 
active and effective teams of officers operating across Kent to disrupt this illicit trade, which has a 
devastating impact on legitimate retailers who have to compete against the black market”: see 
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179. The decline in contraband cigarettes and simultaneous growth of ‘illicit whites’ 
in the UK illustrate the point that if the supply of one particular type of illicit tobacco 
product is restricted, this may create opportunities for other types of illicit tobacco 
product.  The implications of this in the context of enforcement strategies are 
discussed further in Section V.  

The criminal gangs behind the illicit tobacco trade 

180. The involvement of OCGs in illicit tobacco trade is well documented.  Both 
offering contraband and counterfeiting are low risk activities.  The penalties involved 
are seen as an inadequate deterrent while the potential profits are high.   

181. Often the funds from this illicit tobacco trade are used to finance other serious 
criminal or terrorist activity.  For example, a 2007 report prepared for the US House 
Committee on Homeland Security states that: “recent law enforcement investigations 
have directly linked those involved in illicit tobacco trade to infamous terrorist 
organizations such as Hezbollah, Hamas, and al Qaeda.”227  A 2011 report by the US 
IPR Center further noted that: “[A]ccording to a United States government 
representative in Beijing, Chinese organized crime groups, such as the Big Circle 
Boys, 14K, and Sun Yee On triads, are involved in the trafficking of counterfeit 
cigarettes and other counterfeit goods that are delivered to New York City.”228 

 
“Crackdown on counterfeit cigarettes and alcohol in Medway,” Kent News (November 29, 2011), 
accessed at 
http://www.kentnews.co.uk/news/crackdown_on_counterfeit_cigarettes_and_alcohol_in_medway_1
_1140232 on March 28, 2012.  An HMRC raid in December 2011 uncovered more than 600,000 Jin Ling 
cigarettes (which would equate to 30,000 packs of 20 cigarettes), with the value of duty evaded on the 
goods claimed to be £120,000: see “HMRC raid uncovers £120k of illegal cigarettes,” Peterborough 
Evening Telegraph (December 16, 2011), accessed at http://www.thecre.com/cc/?p=662 on March 28, 
2012.   

227 Tobacco and Terror: How Cigarette Smuggling is Funding our Enemies Abroad (2008), Republican Staff of 
the US House Committee on Homeland Security, p.1, accessed at 
http://www.foxnews.com/projects/pdf/Cigarette_smuggling_042408.pdf on March 28, 2012.  A 2009 
article in a Colombian newspaper stated that the “FARC [Revolutionary Armed Forces of Colombia] 
finance their war against the Colombian State with the smuggling of cigarettes” and that “FARC uses 
the cigarette smuggling to launder money obtained by drug trafficking.”  The same article quoted a 
representative of the US DEA as saying: “Especially Marlboros, Kents and Lucky Strikes, are largely 
produced with goods smuggled from Colombia to the US”: see Katharina Wecker, “FARC finance war 
with cigarette smuggling,” Colombia Reports (June 30, 2009), accessed at 
http://colombiareports.com/colombia-news/news/4769-farc-is-financed-through-cigarette-
smuggling-.html on April 3, 2012.  For details of the relevant DEA officer see Alvin James, Anti-Money 
Laundering Solutions Group of Ernst and Young LLP, Hearing on National Money Laundering 
Strategies 2001, US Senate Committee on Banking, Housing, and Urban Development (September  26, 
2001), accessed at http://www.fas.org/irp/congress/2001_hr/092601_james.html on March 28, 2012.  
The International Consortium of Investigative Journalists stated in 2009: “After crackdowns on 
fundraising following the 9/11 attacks, terrorist groups worldwide have increasingly turned to criminal 
rackets, officials say.  And smuggling cigarettes – either untaxed or counterfeit – has proved a 
particularly lucrative, low-risk way to fund operations”: see Tobacco, Terrorism, and Illicit Trade (2009), 
ITIC, p.5, accessed at 
http://www.publicintegrity.org/investigations/tobacco/assets/pdf/TobaccoTerrorismandIllicitTrade
Download.pdf on April 3, 2012.   

228 Intellectual Property Rights Violations: A Report on Threats to United States Interests at Home and Abroad 
(November 2011), p.39, accessed at 
http://www.iprcenter.gov/reports/IPR%20Center%20Threat%20Report%20and%20Survey.pdf/view 
on March 31, 2012. 
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182. Clearly, the different profiles of those involved in illicit trade mean they will 
have dissimilar capabilities in terms of their financial means and geographic spread.  
For example, those involved in large-scale smuggling or counterfeiting have been 
linked to OCGs, and are therefore in a financial position that affords them the ability 
to produce or smuggle packs in vast quantities and to a high level of sophistication.  
This may result from a number of reasons.  For example, OCGs are more likely to 
have:  

(a) more resources (both financial and labor); 

(b) the logistical and financial means to infiltrate law enforcement agencies; and  

(c) better logistical and operational distribution networks (for example, OCGs 
are likely to have many channels by which to smuggle products).229 

183. OCGs have the ability to exploit global networks of contacts and work closely 
with other gangs.  A 2003 report prepared by the Federal Research Division of the US 
Library of Congress identified that Chinese Triad groups cooperate with their 
Vietnamese trafficking counterparts to “move large amounts of… counterfeit 
cigarettes (from China to Great Britain).”230 

184. In the UK, HMRC has noted the important role played by large-scale OCGs, 
stating that “tobacco fraud remains one of the main pillars of organised criminal 
activity in the UK, and prosecution remains the most effective and powerful sanction 
we have to tackle it.  More HMRC criminal investigative resource is focused on 
tackling tobacco fraud than any other form of fraud.  However, the criminals 
involved remain resilient.”231  This was recently echoed by another UK law 
enforcement officer: “… the production of counterfeit cigarettes [is] not a victimless 
trade and… those behind it were often involved in drug dealing and human 
trafficking.”232 

185. This is particularly the case in Northern Ireland.  A recent report by the 
Northern Ireland Minister for Justice and the Organised Crime Task Force stated 
that: 

[A] small number of dissident republicans (DRs) are among the most 
prolific smugglers of fuel and tobacco products into Northern Ireland and 
are generating millions of pounds annually.  While (as with most DR 
criminality) the majority of this money is likely to be for personal gain, 

 
229 For a historical graphical depiction of trade routes for illicit cigarettes between 1996-2004, see 
“Smuggling,” WHO, accessed at http://www.who.int/tobacco/en/atlas20.pdf on April 3, 2012.   

230 Transnational Activities of Chinese Crime Organizations (April 2003), Federal Research Division of the 
Library of Congress and the Directorate of Central Intelligence, p.14, accessed at 
http://www.loc.gov/rr/frd/pdf-files/ChineseOrgCrime.pdf on March 28, 2012.   

231 Tackling Tobacco Smuggling – Building on Our Success (April 2011), HMRC, p.8, accessed at 
http://www.hmrc.gov.uk/news/tackling-tobacco.htm on March 28, 2012.

232 For more a detailed account of the comments by Detective Sergeant Allan Orr of the Scottish Crime 
and Drug Enforcement Agency, see Kirsten Johnson, “Warning that illicit tobacco sales not a victimless 
crime: The illegal tobacco trade and its links with [organized] crime was the focus of a summit in Perth 
on Tuesday,” The Courier (September 22, 2010), accessed at 
http://www.thecourier.co.uk/News/National/article/5401/warning-that-illicit-tobacco-sales-not-a-
victimless-crime.html on March 28, 2012. 
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some is undoubtedly used to finance terrorist activity.  In the past year 
DRs are believed to have been involved in extortion, tiger kidnapping,233 
smuggling (mainly of tobacco), fuel laundering, weapons procurement 
and armed robbery.234  

186. Indeed, a Member of the Northern Ireland Assembly recently stated that 
“unfortunately buying illegal cigarettes is often too much of a temptation for many 
people, because they are cheaper than shop price.  People need to think about where 
their cash is going to before they buy from these rogue traders.  I am sure many 
would be disturbed to know that their cash may be filling paramilitary coffers.”235  A 
newspaper article entitled “US businessman ‘funded Real IRA soldier killers by 
smuggling cigarettes into Ireland’” identifies the horrific follow-on effects of 
financing terrorist activity through illicit trade in tobacco which have been recently 
witnessed in Northern Ireland.236  

187. This reinforces the fact that the purchase of illicit tobacco is not simply a 
victimless crime, as popular opinion suggests.  It has been said that, for many 
smokers, buying the product without paying duty casts the seller in the light of a 
benefactor rather than a criminal.  This has been termed “the Robin Hood 
syndrome.”  The following quotations from, first, a UK tobacco control group and, 
second, the UK Local Government Association, emphasize why this is a concern: 

The image of the harmless Robin Hood type sales of cheap cigarettes 
must be changed and although people are aware of the consequences of 
smoking on their health, they also need to be made more aware of these 
other consequences of illicit sales.  The social consequences of funding 
terrorism or crime may be a greater incentive to stop smoking than the 
possible effects on their health.237  

The Trading Standards team at South Tyneside Council report that their 
job is being made harder by adults who regard the tobacco barons as 
‘community champions’ or modern-day Robin Hoods.  A recent study 

 
233 Tiger kidnapping involves the short-term hostage taking of family members of someone who has 
immediate access to cash or valuables.  The captives are frequently held overnight and the aim of the 
criminals is to frighten their victims to such a degree that they will not contact the police, even when, as 
often happens, they have an opportunity to do so: see Crime Prevention Advice Regarding Tiger Kidnap, 
PSNI, accessed at http://www.psni.police.uk/advice_tiger_kidnap.pdf on March 28, 2012. 

234 Annual Report and Threat Assessment: Organised Crime in Northern Ireland (2011), Northern Ireland 
Organised Crime Taskforce, p.16, accessed at http://www.dojni.gov.uk/index/media-centre/octf-
annual-report-2011.pdf on March 28, 2012. 

235 Illegal cigarettes hit newsagents and line pockets of paramilitaries (August 15, 2007), Alliance Party of 
Northern Ireland, accessed at http://allianceparty.org/article/2007/002931/illegal-cigarettes-hit-
newsagents-and-line-pockets-of-paramilitaries on March 28, 2012. 

236 “US businessman ‘funded Real IRA soldier killers by smuggling cigarettes into Ireland,’” The Daily 
Mail (March 13, 2009), accessed at http://www.dailymail.co.uk/news/article-1161530/U-S-
businessman-funded-Real-IRA-soldier-killers-smuggling-cigarettes-Ireland.html on March 28, 2012. 

237 Consultation on the Future of Tobacco Control, 31st May – 8th September 2008, Response on behalf of the 
Swindon Tobacco Control Partnership, accessed at http://www.steam-museum.org.uk/sfspresponse-
futureoftobaccocontrol.pdf on March 28, 2012.   
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found that six homes on one South Tyneside estate were centres for cheap 
tobacco that was either counterfeited or smuggled into the country.238

188. These points were echoed by one commentator who suggested that “in most 
countries the illicit trade proportion of the market is growing.  This is because 
cigarette prices are rising and many retailers and consumers buy into ‘the Robin 
Hood syndrome‘ and are happy to make some profits or save some money by 
buying on the black market.”239 

189. Given their large stakes in the illicit tobacco trade, OCGs have the ability to 
follow trends in the legitimate market, for example, by copying the most popular 
brands.  Indeed, a key characteristic of the more sophisticated OCGs’ illicit business 
offerings is their ability to supply more than one type of product (for example, 
counterfeit cigarettes and also ‘illicit whites’) and to recalibrate rapidly the focus they 
give to different types of product, depending on changing regulatory and economic 
circumstances.  In doing so, they can combine the business benefits of diversification 
and nimbleness without the regulatory constraints faced by legitimate 
manufacturers.   

190. This ability to react to new opportunities is reflected by the analysts who state 
that “organized crime will supply any country in the world as long as there is a 
demand for illicit product and the potential for profit exists.”240  

191. Some OCGs involved in illegal counterfeiting have become so clever in their 
illicit business practices that they operate as if they were a large-scale legitimate 
business, producing a variety of different counterfeit brands and ‘illicit whites’ to 
varying degrees of ‘sophistication.’  Indeed a former commander of Scotland Yard 
has commented on the link between OCGs and illicit tobacco trade, stating that “in 
many ways it’s even more sophisticated because there’s counterfeiting going on, 
there’s the manufacture, not just of the tobacco, but of the wrappings, of the customs 
seals, of the revenue tags, that are put on to packets of cigarettes.  [It] is very cleverly 
done.”241  This view is supported by the following analyst: “[F]urthermore, as 
counterfeiters adopt sophisticated printing technology, it is becoming more and 
more difficult to detect illegal products….”242 

Packaging as a deterrent to counterfeiters 

192. As discussed above in paragraphs 94 to 105 in Section II, packaging is a critical 
deterrent to the counterfeiting of consumer products.   

193. From a counterfeiter’s perspective, the ability to produce authentic-looking 
packaging is a key factor in the success of a counterfeit brand and ‘keeping up’ with 
 
238 “Tobacco barons targeted,” UK Local Government Association (November 20, 2010), accessed at  
http://www.tradingstandards.gov.uk/extra/news-item.cfm/newsid/591 on March 28, 2012. 

239 Illicit Trade in Tobacco Products – A World View (July 2010), Euromonitor International, p.14.   

240 The Illicit Trade in Tobacco Products and How to Tackle it, ITIC (2010), p.11, accessed at 
http://www.iticnet.org/Public/PublicDocLanding.aspx?id=41&type=Brussels on March 28, 2012. 

241 S. Poling, “Smoking out the gangs in the illegal tobacco trade,” BBC News: Scotland (January 18, 2011), 
accessed at http://www.bbc.co.uk/news/uk-scotland-12217738 on March 28, 2012.   

242 “Counterfeiting is big business,” (June 2007), Tobacco International, accessed at 
http://www.tobaccointernational.com/0607/security.htm on March 28, 2012.   
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the evolving packaging of the legitimate product can be an expensive and time-
consuming process.   

194. This is also very much the case with tobacco products where innovative 
packaging plays a key role in erecting barriers to counterfeiters.  Even a cursory look 
through the offerings of the “world’s largest packaging manufacturer,” Amcor,243 
shows many packaging innovations including the expensive-to-duplicate “lighter 
pack” or “scissor pack” seen below in Figure 18.244  

Figure 18. Innovative cigarette packaging 

 
195. According to Amcor, product manufacturers’ anti-counterfeiting strategies are 
primarily based on the following two elements: first, packaging design – shape, 
artwork, and complicated manufacturing processes add to the difficulty in 
counterfeiting; and, second, constant change and Stock-Keeping Unit (SKU) 
adaptation – items are under constant evolution resulting in several brand variants 
per brand family (an example of this is given in Appendix D to this report).   

196. Amcor states that “packaging design along with constant changes and updates 
provide multiple hurdles for counterfeiters, making it more challenging for them to 
follow the market and replicate products… in our experience, it is only by this 
constant evolution of the package that product manufacturers are able to increase the 
reproduction complexity or provide any type of defence to counterfeiting… if either 
of these two elements become static, a product becomes easier for counterfeiters to 
duplicate.”245 

197. Reflecting this fact, tobacco packaging makes use of various requirements and 
specifications that distinguish products from one another and minimize the potential 
for counterfeiting.  These attributes include: 

(a) various pack shapes and sizes (e.g., soft pack, round corner pack, flip top lid, 
slide pack, and beveled edged pack, etc.); 

 
243 Amcor is the world’s largest packaging company, supplying packaging products, including tobacco 
packaging, to the world’s largest consumer companies.  See About us, Amcor, accessed at 
http://www.amcor.com on March 28, 2012.   

244 For examples of innovative cigarette packaging, see Tobacco, Amcor, accessed at 
http://www.amcor.com/productSearch/?2931=143066#searchtop on April 3, 2012. 

245 Submission to the Australian Government’s Plain Packaging Bill (June 3, 2011), Amcor.  
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(b) diverse colors, shades of colors, types of varnishes, and the number of colors 
on a pack; 

(c) different types of packaging material (e.g., quality of cotton board); 

(d) other features such as embossing, debossing, hot foil stamping; and 

(e) serial coding.  

198. This can be illustrated by one of JTI’s new products – ‘Camel Curve.’  As shown 
in Figure 19 below, the pack itself is, we understand, unique to the tobacco industry: 
its four main panels (front, back, and sides) are in a convex shape and the pack edges 
are in a beveled and concave shape.246  Moreover, an expensive, specialist – and 
patented – machine is required in order to manufacture the pack: it cannot simply be 
manufactured using the machinery used to make ‘traditional’ cigarette packs 
without significant alterations and at a considerable cost.  Indeed, once altered, the 
machine can only produce the pack specifications unique to the ‘Camel Curve’ 
product and cannot easily be reconverted to produce other cigarette pack designs.  
Aside from the pack, the specialist machinery is required to make the polythene 
wrapper which, again, is manufactured specifically to the shape of the pack.   

Figure 19. ‘Camel Curve’ pack design 

 
199. The print quality of the counterfeit pack and/or individual cigarette can 
provide a first point of reference in detecting counterfeit tobacco products for 
consumers, retailers, manufacturers, and enforcement agencies.247  The EU 
Cooperation Agreements discussed in detail in Section V reflect the points above and 
guide the authentication of cigarettes by way of: “the look, shape, colour, and size of 
the packaging” and “the size, font, colour, language and content of the text appearing 
on the packaging.”248 (Emphasis added.)  

 
246 Image provided by JTI, May 2012.   

247 Submission by Amcor to the Australian government on the Australian Act, Submission No. 42 (July 22, 
2011), Amcor, p.8.  

248 The EU Cooperation Agreements acknowledge the importance of the various packaging cues for 
detecting counterfeit cigarettes and set out the factors that should be considered to establish counterfeit 
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200. Similarly, in the UK, the NHS Health Improvement Team and local Trading 
Standards recently advised consumers that “telltale signs of counterfeit cigarettes” 
include “unusual packaging – spelling mistakes, wrong logos, foreign health 
warnings.”249  In addition, Crimestoppers in the UK provides advice to the public on 
how to identify fake cigarettes since “tobacco products are often packaged to 
resemble legitimate brands” and includes these points on how to make a distinction 
between fake and genuine cigarettes: 

(a) fakes often taste different from products made by legitimate manufacturers; 

(b) fakes might be sold in boxes that feature spelling or grammatical mistakes; 

(c) fakes might be sold in packets that feature misspelled, foreign, or no health 
warnings; 

(d) fakes are often sold in packaging that has been made by hand so the paper 
and glue used might be noticeably inferior; and 

(e) fakes often feature poor print quality.250 

201. Beyond cues such as a lower price and poor print/packaging materials, the 
consumer may not be able to identify counterfeit product.  If a non-complicit 
consumer cannot detect an illicit cigarette product, then fewer counterfeits may be 
identified, and fewer consumer complaints about these fake products may be made 
to manufacturers and enforcement authorities.  

The role of tax stamps 

202. A tax stamp is generally an adhesive stamp affixed to tobacco packaging 
showing evidence of payment of tax.  The features of tax stamps affixed to tobacco 
packaging in various markets (such as use of colors or holograms) are usually 

 
cigarettes, which include: (i) the look, shape, color, and size of the packaging; (ii) the material used in 
the packaging; (iii) the size, font, color, language, and content of the text appearing on the packaging; 
(iv) the marking, codes, and stamps appearing on the packaging; (v) the look, shape, color, and the size 
of the cigarettes; (vi) the markings on the cigarettes; and (vii) the material used in the cigarette paper.  
See also (i) EU-Philip Morris International (PMI) Anti-Contraband and Anti-Counterfeiting Agreement 
(July 9, 2004), accessed at http://ec.europa.eu/anti_fraud/investigations/eu-
revenue/philip_morris_international_2004_en.htm on March 28, 2012; (ii) EU-JTI Cooperation 
Agreement (December 14, 2007), accessed at http://ec.europa.eu/anti_fraud/investigations/eu-
revenue/japan_tobacco_2007_en.htm on March 28, 2012; (iii) EU-British American Tobacco (BAT) 
Cooperation Agreement (July 15, 2010), accessed at http://ec.europa.eu/anti_fraud/documents/ 
cigarette_smug/2010/bat_main_agreement.pdf on March 28, 2012; and (iv) EU-Imperial Tobacco 
Limited (ITL) Agreement (September 27, 2010), accessed at 
http://ec.europa.eu/anti_fraud/investigations/eu-revenue/ 
imperial_tobacco_limited_2010.htm on March 28, 2012. 

249 “Illegal tobacco roadshow comes to Widnes,” NHS Bridgewater Community Healthcare (March 7, 
2011), accessed at http://www.healthimprovementteam.co.uk/news/illegal-tobacco-roadshow-comes-
to-widnes/ on March 28, 2012.    

250 Fake Fags, Crimestoppers Anti-Counterfeiting Campaign, accessed at 
http://www.fakesfundcrime.org.uk/home/tobacco on March 28, 2012.  Norfolk County Council 
suggested that consumers should look at the packaging to determine whether a tobacco product is 
illegal: smokers should “look out for spelling mistakes and altered logos on packaging” as telltale signs 
of counterfeits: see “Trading Standards bring successful counterfeit tobacco prosecution,” Norfolk 
County Council (January 12, 2012), accessed at http://www.norfolk.gov.uk/News/NCC099588 on 
March 28, 2012. 
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specified by the relevant regulator in that market (i.e., tax stamps are themselves 
market specific).    

203. While some writers have suggested the contrary,251 tax stamps are not an 
effective means for deterring counterfeiters from engaging in the illicit tobacco trade.  
Indeed, given the profit incentives from illicit trade, counterfeiters are able to find a 
means of circumventing the need for legitimate tax stamps and often are only doing 
enough to ‘fool the consumer.’  For example, HMRC seized cigarettes in various 
areas in Scotland in 2010/2011 – all of which bore counterfeit tax stamps labelled 
with the same number.  Customs officers suspected that a large OCG (potentially 
linked to paramilitary organizations in Northern Ireland) were responsible for the 
distribution of the illicit cigarettes.252   

204. Figure 20 shows an example of ‘fake’ tax stamps, all of which display the same 
number, whereas genuine tax stamps will use consecutive numbers.253  In this case, 
only when the consumer buys a number of products labeled with the same 
counterfeit tax stamps, will that consumer not be ‘fooled’ by the counterfeiter (if the 
consumer looks at the tax stamp at all).   

Figure 20. Fake tax stamps 

 
205. The use of counterfeit tax stamps is also demonstrated in Figure 21 below.254  
Indicating that counterfeiters often only do enough to ‘fool’ consumers, in this 
 
251 J. Colledge II, “The impact of plain packaging of tobacco products on criminal investigations and 
interdiction,” Reconnaissance International (January/February 2011), accessed at 
http://www.taxstampnews.com/archive/85-januaryfebruary-2011-tax-stamp-news/377-the-impact-of-
plain-packaging-of-tobacco-products-on-criminal-investigations-and-interdiction on March 13, 2012. 

252 R. Findlay, “Terror kingpin Johnny ‘Mad Dog’ Adair is prime suspect as dodgy cigarettes flood 
Scotland,” The Daily Record (January 16, 2011), accessed at 
http://www.dailyrecord.co.uk/news/scottish-news/2011/01/16/terror-kingpin-johnny-mad-dog-
adair-is-prime-suspect-as-dodgy-cigarettes-flood-scotland-86908-22853158/ on April 27, 2012.  In 
Indonesia, enforcement agencies seized counterfeit cigarette tax stamps.  According to customs officers, 
the sale of the counterfeit tax stamps would have resulted in the loss of US$1 million in revenue: see W. 
Boediwardhana, “Fake cigarette tax stamp syndicate busted,” The Jakarta Post (May 22, 2009), accessed at 
http://www.thejakartapost.com/news/2009/05/22/fake-cigarette-tax-stamp-syndicate-busted.html-0 
on March 28, 2012.   

253 For examples of counterfeit tax stamp, see “Smoking out the gangs in the illegal tobacco trade,” BBC 
News: Scotland (January 18, 2011), accessed at http://www.bbc.co.uk/news/uk-scotland-12217738 on 
March 28, 2012. 

254 Image provided by JTI, March 2012. 
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example, a counterfeit pouch of Amber Leaf RYO is labeled with Spanish health 
warnings but a counterfeit Belgian tax stamp.   

Figure 21. Counterfeit RYO pouch with Belgian tax stamp and                        
Spanish health warning 

 
206. The speed at which counterfeiters are able to adapt to changes in tax stamps is 
concerning, as evidenced in a seizure by Irish customs authorities of 20 million illicit 
cigarettes in December 2008 which found that “the made-in-China packs bore exact 
replicas of Ireland’s latest tax stamps, which had been in circulation only a few 
months.”255  

207. There are other issues involving tax stamps.  One analyst has described the pros 
and cons of digital tax stamps in the report The Use of Technology to Combat the Illicit 
Tobacco Trade.256  The benefits of using ‘invisible ink’ that contains a unique covert 
code and the ability to encrypt the stamp with information that can be uploaded to a 
central data system are laudable features.  However, according to the authors of this 
report, authenticating the tax stamps can be a problem.  For example, these analysts 
claim that the Brazilian tax stamp for cigarettes cannot be authenticated by another 
country’s enforcement agencies unless they have been provided with the scanners 
from Brazil.257  

 
255 T. P. Chen, “China’s Marlboro country,” Center for Public Integrity (June 29, 2009), accessed at 
http://www.publicintegrity.org/investigations/tobacco/articles/entry/1437 on March 28, 2012. 

256 The Use of Technology to Combat the Illicit Tobacco Trade, Framework Convention Alliance, accessed at 
http://www.sesric.org/tfo/files/factsheets/20.INB-2_Factsheet_Use_of_Technology2.pdf on March 28, 
2012. 

257 The role of tax stamps as an effective anti-counterfeiting measure was debated at a recent Pan-
European High Security Printing Conference in 2011, accessed at http://www.cross-
conferences.com/europe/ on April 26, 2012. 
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208. The use of holograms is unlikely to be an effective alternative deterrent, given 
that some tax stamps are currently required to use holograms within them, and these 
are also being counterfeited.  This is demonstrated by Figure 22 below.258  

Figure 22. Genuine tax stamp with hologram (l) and                                     
counterfeit tax stamp with hologram (r) 

 
209. Experience in the use of holograms in other areas, for example affixed to 
clothing items, suggests that consumers may not be able to discern real from fake tax 
stamps on their cigarette packaging.  Improving their ability to do so may depend on 
some type of consumer education, such as the “Disney Magical Journey” promotion 
in China259 to actually alert the consumer on how to authenticate the product at the 
point of purchase through this type of labeling technique.   

Use of Internet sites for distribution  

210. The Internet only makes the illicit trade problem worse.  One source considers 
future Internet sales of illicit cigarettes as the “crime of the 21st century” and expects 
this distribution channel to grow.260  A Senior Intelligence Analyst, Office of Strategic 
Intelligence and Information, Bureau of Alcohol, Tobacco, Firearms, and Explosives 
in Washington, DC warns:  

In addition to the interstate and international trafficking of illicit 
cigarettes for profit, research indicates that the terrorist groups are 
beginning to get involved in the Internet sales of cigarettes.  The Internet 
is a busy marketplace, and operating an Internet site doesn’t require 
sellers to establish a business within the United States or Europe.  People 
or groups that operate Internet-based cigarette sales can set up operations 
in places such as Gibraltar or the Colon Free Trade Zone and sell their 
contraband cigarettes in any state within the United States or any country 
in the world without actually having to be present in the state or country.  
Internet sales of cigarettes are robbing states of millions of dollars 
annually.  Current laws are not designed specifically to regulate the 
Internet sales of cigarettes.  The violation of the current law… is difficult 

 
258 Image provided by JTI, March 2012.  

259 The Walt Disney Company claims to have successfully used holograms in China on its merchandise 
by creating a sweepstake for Chinese consumers to actually affix the ‘real’ hologram on their entry 
forms.  More detail on the ‘success’ of using a hologram can be reviewed at G. Fowler, “Disney fires a 
broadside at pirates,” The Wall Street Journal (May 31, 2006), accessed at 
http://online.wsj.com/article/SB114902904291766786.html on March 28, 2012.   

260 Illicit Trade in Tobacco Products 2011 (December 2011), Euromonitor International, p.54.   
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to prosecute in a federal court when other criminal charges are not 
viable.261

211. He goes on to say that: “as prices of duty-paid cigarettes rise, the economics of 
Internet purchase combined with lower risk is likely to make this channel 
increasingly important, with greater likelihood of the products being fake.”262  In 
2011, David Kesmodel of The Wall Street Journal reported that Philip Morris USA was 
taking legal action against seven alleged China-based sellers of fake Marlboros to 
California consumers to stem this growing problem of the trade in fakes on the 
web.263 

212. In 2002 the WHO reported the number of websites located by using search 
terms such as ‘cheap cigarettes’ and ‘discount cigarettes’ in Google in order to warn 
about the growing illicit tobacco trade on the Internet.264  Applying the same search 
terms in Google in 2012, Table 4 shows the exponential proliferation of websites in 
this ten-year time frame.  

Table 4. Internet cigarette search 

Google Search Term 2002 2012265

discount cigarette 9,070 8,810,000 

cheap cigarette 5,510 55,100,000 

tax free cigarette 1,540 11,700,000 

mail order cigarette 374 12,000,000 

 

213. There are several illegitimate sites that purport to sell ‘cheap’ cigarettes which 
may have been diverted from a market or are counterfeited.  In doing so, these sites 
go as far as to use legitimate tobacco manufacturers’ brand names in their web 
address to bolster their authenticity (see, for example, 
www.camelcigarettes4u.com266).  These websites often sell tobacco products without 
 
261 W. Billingslea, Senior Intelligence Analyst, US Bureau of Alcohol, Tobacco, Firearms, and Explosives, 
“Illicit cigarette trafficking and the funding of terrorism,” The Police Chief (February 2012), paragraph 20, 
accessed at http://www.policechiefmagazine.org/magazine/index.cfm?fuseaction= 
display_arch&article_id=226&issue_id=22004 on March 28, 2012.   

262 Ibid., p.54. 

263 D. Kesmodel, “Philip Morris sues China-based websites,” The Wall Street Journal (February 16, 2011), 
accessed at http://online.wsj.com/article/SB10001424052748703373404576148283600294232.html on 
March 28, 2012.   

264 For a report of websites in Google to illustrate the problem of Internet sales, see Internet Sales (2002), 
WHO, accessed at http://www.who.int/tobacco/en/atlas23.pdf on March 28, 2012.   

265 In 2012, we replicated the Google search terms to highlight the astounding differences in the number 
of websites available in this ten-year time frame.  The WHO report does not specify whether its searches 
were conducted with quotation marks around the search terms.  The figures in Table 4 represent search 
results without quotation marks and conducting the searches with quotation marks will reduce the 
figures presented above.  For instance, 613,000 websites were located by searching for “discount 
cigarette” on Google (with quotation marks) on May 22, 2012.  Therefore, this table is an illustrative 
example only.   

266 http://www.camelcigarettes4u.com/ accessed on May 21, 2012.  
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paying taxes and without proper checks on the identity or age of the purchaser and 
may even knowingly sell to minors.  For example: 

(a) http://www.cheap-cigarettes-here.com/267 offers duty free US, Canadian, 
UK, Australian, and New Zealand cigarette brands (homepage is illustrated 
in Figure 23);268 and  

(b) http://www.cigs.eu/ offers low-price cigarettes: “[W]e buy world-renowned 
cigarette brands locally in several Eastern European countries, where tobacco 
taxes are much lower, and send them to you globally by air, so that you can 
save up to 75% of the cigarette cost compared to buying them from your local 
retailer!”269 

Figure 23. Homepage of www.cheap-cigarettes-here.com 

 
Contributing factors to the global illicit tobacco trade  
214. Paragraphs 43 to 93 above described some of the issues contributing to the 
global illicit trade in consumer products generally.  Broadly consistent with the 
description given there, one can identify a number of factors contributing to the 
global illicit tobacco trade: 

(a) consumer affordability and illicit trade – the affordability of lawful tobacco 
products and the smoker’s aim to save money are obvious drivers of the trade 
in cheaper illicit tobacco products; 

(b) profit incentives for criminals – the huge differences in tobacco product 
prices between neighboring countries make involvement in illicit trade 
financially attractive;  

 
267 Accessed on March 5, 2012. 

268 Accessed at http://www.cheap-cigarettes-here.com/ on March 5, 2012. 

269 Accessed on March 5, 2012. 
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(c) criminal penalties that are low and disproportionate to profit incentive – 
together with the very large profit incentives, there are weak deterrents for 
those involved in illicit tobacco trade;  

(d) consumer complicity – for many smokers, buying the product duty free casts 
the seller in the light of a benefactor rather than a criminal: the ‘Robin Hood 
syndrome’ discussed above; 

(e) geographic location – there are some countries whose border activity makes 
them more exposed to illicit trade in tobacco products than others (for 
example, Canada270); and 

(f) the ideal smuggled product – cigarettes are light, extremely valuable for their 
size and weight, and easy to transport.  Small loads yield big profits.  

215. The way in which these key drivers contribute to the illicit trade in tobacco 
products is discussed in more depth below.  

Affordability and illicit trade 

216. Common sense dictates (and studies confirm)271 that if tobacco products become 
more expensive and, therefore, less affordable in comparison to the smoker’s 
disposable income and the price differential between the lawful and unlawful 
product increases, smokers will be more inclined to purchase cheaper illegal tobacco 
products.  In relation to tobacco products, the level of affordability is often linked to 
the level of tax (often the main component of the retail price of a pack of cigarettes).  
This also has a cross-border impact since the differences in the retail price of the 
same or similar cigarettes between countries (or parts of them) will clearly increase 
the incentives to smuggle cigarettes.   

217. There are various ways to measure ‘affordability.’  For instance, studies have 
considered: (a) the number of hours someone has to work to earn enough to 
purchase a pack of 20 cigarettes; (b) the proportion of average household income 
required to buy the average monthly consumption of cigarettes; and (c) the 

 
270 Canada is recognized as having a significant illicit tobacco problem: see, for example, the views of the 
Royal Canadian Mounted Police, which are set out at Illicit Tobacco, Royal Canadian Mounted Police 
(February 14, 2012), accessed at http://www.rcmp-grc.gc.ca/ce-da/tobac-tabac/index-eng.htm on 
April 3, 2012; and 2011 Contraband Statistics, Royal Canadian Mounted Police (February 14, 2012), 
accessed at http://www.rcmp-grc.gc.ca/ce-da/tobac-tabac/stats-2011-eng.htm on April 3, 2012.  It has 
been noted that one important reason for this is its geographic location, with the Canada-US border 
being exploited by illicit traders.  For example, a 2009 report prepared by a task force on illicit trade and 
presented to the Canadian Government stated that “since 2001, the largest quantity of illicit tobacco 
found in Canada has flowed from manufacturing operations based on Aboriginal reserves and 
territories located on both sides of the Canada-U.S. border. These operations, ranging from small ad-hoc 
operations to fully-equipped manufacturing plants, can be found mostly on the US side of Akwesasne, 
in Kahnawake Quebec, and in Tyendinaga and Six Nations in Ontario”: see Report On the Status of the 
Contraband Tobacco Situation in Canada (April 26, 2010), Public Safety Canada, p.3, accessed at 
http://www.publicsafety.gc.ca/prg/le/ct-rpt-eng.aspx on April 4, 2012.  

271 For examples see (i) The Affordability of Tobacco Products in ASEAN countries (July 2005), ITIC, accessed 
at http://www.iticnet.org/Public/PublicDocLanding.aspx?id=35&type=Atf on March 28, 2012; and (ii) 
Addressing the Cigarette Excise Review Regime 2006 (September 2006), ITIC, accessed at 
http://www.iticnet.org/Public/PublicDocLanding.aspx?id=48 on March 28, 2012; and (iii) An Analysis 
of Tobacco Taxation and Affordability in Ukraine (October 2011), ITIC and Oxford Economics, accessed at 
http://www.iticnet.org/Public/PublicDocLanding.aspx?id=41&type=Brussels on March 28, 2012. 
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percentage of income required to buy a pack of 20 cigarettes.  Using the third 
method, 23.6% of average daily disposable income in Romania is required to 
purchase a pack of 20 cigarettes and 21.1% in Bulgaria, whereas, the rate drops to 
12.5% in the UK (based on 2010 data) and 7.7% in Spain.272 

218. A 2011 study conducted by Oxford Economics in conjunction with the ITIC 
considered the relationship between cigarette affordability and illicit tobacco trade in 
the EU Member States.  The study seeks to quantify the impact on the Ukrainian 
tobacco market focusing on the fact that personal disposable income levels are much 
lower than in the EU.273  Two principal conclusions of the study are:   

(a) “the EU states which experienced the largest decline in cigarette affordability 
– Romania, Bulgaria, Lithuania and Latvia – suffered very high levels of illicit 
trade which persist until today”; and 

(b) “our modelling indicates that if Ukraine undertakes a very rapid 5 year 
adjustment [to its tobacco taxation structure] it would ensure a similar or 
worse experience: the affordability of cigarettes would fall considerably, 
causing consumers to switch away from duty paid cigarettes towards the 
illicit market.”274 

219. In addition to affordability, the absolute price of tobacco products (in 
comparison to that of neighboring countries) is another important factor and it is 
beneficial to look at the issue of price in the context of the illicit trade of tobacco 
products in the UK.  The price of tobacco products in the UK is high (currently, a 
pack of 20 Benson & Hedges cigarettes costs around £7.32, equal to around 
US$11.85).275  

220. One of the key reasons that the price of a pack of cigarettes is so much higher in 
the UK than virtually every other European country is the amount of tax and duty 
the smoker pays.276  Indeed, the recent UK Budget, announced on March 21, 2012, 

 
272 Cigarettes are one of the most highly taxed consumer goods.  For instance, tax accounts for over 75% 
of the price of a mid-priced brand in Germany and the UK: see Illicit Trade in Tobacco Products 2011 
(December 2011), Euromonitor International. 

273 Ibid., p.1. 

274 Ibid., p.2. 

275 As of May 3, 2012, a 20-pack of Benson & Hedges Gold King Size Cigarettes was available from 
Tesco, one of the UK’s largest grocery stores: see Benson & Hedges, My Supermarket Groceries, accessed 
at http://www.mysupermarket.co.uk/brands/benson_and_hedges_in_tesco.html on May 2, 2012.  
Based on an exchange rate of 1 GBP = 1. 58315 US$, the weighted average price (WAP) in 2010 was £5.44 
per 20 cigarettes. (A direct calculation based on the data released to the public in the Tobacco Bulletin 
yielded £5.43 per 20.)  For the 12 months to November 2011, the WAP was £5.92: see Excise Duty Tables – 
Part III, Manufactured Tobacco (January 2012), HMRC, accessed at 
http://ec.europa.eu/taxation_customs/resources/documents/taxation/excise_duties/tobacco_produc
ts/rates/excise_duties-part_iii_tobacco_en.pdf on March 28, 2012. 

276 The overall minimum excise duty as a percentage of the WAP for a pack of 20 cigarettes sold in the 
UK is approximately 73%: see Excise Duty Tables – Part III, Manufactured Tobacco (July 2011), HMRC, 
accessed at http://ec.europa.eu/taxation_customs/resources/documents/taxation/excise_duties/ 
tobacco_products/rates/excise_duties-part_iii_tobacco_en.pdf on March 28, 2012. 

 75 

http://www.mysupermarket.co.uk/brands/benson_and_hedges_in_tesco.html
http://ec.europa.eu/taxation_customs/resources/documents/taxation/excise_duties/tobacco_products/rates/excise_duties-part_iii_tobacco_en.pdf
http://ec.europa.eu/taxation_customs/resources/documents/taxation/excise_duties/tobacco_products/rates/excise_duties-part_iii_tobacco_en.pdf
http://ec.europa.eu/taxation_customs/resources/documents/taxation/excise_duties/tobacco_products/rates/excise_duties-part_iii_tobacco_en.pdf
http://ec.europa.eu/taxation_customs/resources/documents/taxation/excise_duties/tobacco_products/rates/excise_duties-part_iii_tobacco_en.pdf


 

further increased duty on tobacco products (by 5% above the rate of retail price 
inflation).277 

221. This comparatively high price in the UK versus most other EU Member States 
(see Table 3 above) effectively means that obtaining lawful products is not affordable 
for some smokers and that consumer demand for cheaper products cannot be met by 
legitimate tobacco products.  In terms of price differentials, one UK government 
website suggests that a pack of counterfeit Benson & Hedges costs around £3.50, less 
than half the price of the lawful product.278  Indeed, various analysts have stated 
that: 

(a) “Around two-thirds of illicit tobacco buyers claim that cheaper illicit tobacco 
makes it possible for them to smoke when they otherwise could not afford 
to”;279 and 

(b) “Poorer people are more likely to be tempted by cheaper prices, and access to 
smuggled tobacco therefore undermines efforts to quit smoking, exacerbating 
health inequalities.  Research commissioned by [Action on Smoking and 
Health (ASH)] found that one in four of the poorest smokers buy smuggled 
tobacco compared to one in eight of the most affluent.”280 

222. Research has suggested that smokers from lower income groups are more 
responsive to changes in the price of cigarettes than those from higher income 
groups.  Those in the lowest income groups are also less likely to quit smoking when 
faced by increased prices and choose, instead, to consume from the illicit market.281 

223. One study conducted in the UK even found that: “smokers in deprived areas 
perceive a lack of support to help them to stop smoking.  Cigarette and tobacco 
smuggling is therefore viewed positively by low-income smokers as a way of dealing 
with the increasing cost of cigarettes.  Smokers in areas of deprivation may thus 
show little support for tackling smuggling until more action is taken to deal with the 
material and personal factors that make it difficult for them to quit.”282  Prevalence of 
illicit tobacco in the UK does appear to be higher in areas of greater social 
deprivation, for instance: 

 
277 UK Finance Bill 2012, accessed at http://www.hm-treasury.gov.uk/finance_bill_2012.htm on March 
29, 2012. 

278 Illegal Tobacco, UK Department of Health and Smokefree South West 2011, accessed at 
http://www.stop-illegal-tobacco.co.uk/illegal-tobacco.aspx on March 28, 2012. 

279 Tackling Tobacco Smuggling – building on our success (April 2011), HMRC, p.14, accessed at 
http://www.hmrc.gov.uk/news/tackling-tobacco.htm on April 3, 2012. 

280 Tobacco Smuggling (April 2011), Action on Smoking and Health, p.3, accessed at 
http://ash.org.uk/files/documents/ASH_122.pdf on March 28, 2012.   

281 An Analysis of Tobacco Taxation and Affordability in Ukraine (October 2011), ITIC and Oxford 
Economics, accessed at http://www.iticnet.org/Public/PublicDocLanding.aspx?id=41&type=Brussels 
on March 28, 2012.  See also Tussler and Meschi, A Review of the Economic Literature on Tobacco Taxation 
(March 1, 2011), accessed at http://ssrn.com/abstract=1884826 on March 28, 2012. 

282 S. Wilsthire et al., “They’re doing people a service – qualitative study of smoking, smuggling and 
social deprivation,” British Medical Journal, 323, 2001, pp.203-207, accessed at 
http://www.ncbi.nlm.nih.gov/pmc/articles/PMC35272/pdf/203.pdf on March 28, 2012. 
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(a) illicit traders target London’s poorer areas: “some of the capital’s hotspots for 
counterfeit cigarette street selling are Holloway Road, Whitechapel Road, 
Brick Lane, White Cross Street, Dalston, Chapel Street and Hackney Wick.”283  
These were (and in many cases still are) among the most disadvantaged areas 
in London;284  

(b) retailers in the working-class neighborhood of Harehills, Leeds, comment that 
“here the duty is so much – if I buy British Marlboros I may sell five or 10 
packages a day.... People have no money, they’re not working, so we get 
Marlboro for £3 from Poland – it is not just here, it is the whole area”;285  

(c) the supply of fake cigarettes in Birmingham is growing and “we hear of the 
emergence of “fag houses” where children have ready access to cheap 
tobacco products… up to 30% of under 18s in some deprived areas may be 
accessing tobacco this way”;286 and  

(d) a survey by UK Smokefree North West: “showed that purchasing [of illicit 
tobacco] is evident across all demographic groups, but with some skewness 
[sic] to men, those aged 25 to 64, lower socio-economic groups, the working 
single and those without children.  However, as smoking is far more 
prevalent in ‘routine and manual’ groups (e.g., van drivers and shop 
workers) and in poorer communities they are targets for the illicit tobacco 
trade.”287 

224. A survey conducted by HMRC in conjunction with Smokefree London found 
that: “the availability of illicit tobacco tends to be in areas of high population density 
and lower income boroughs.” (See Figure 24 below.288)  

 
283 Counterfeit Cigarettes (2004), HMRC, p.32. 

284 “Disadvantaged areas relief: Postcode search tool,” HMRC, accessed at 
http://www.hmrc.gov.uk/so/dar/dar-search.htm on March 28, 2012.   

285 C. Thompson, “Price and tax drive illicit tobacco trade,” Financial Times (December 30, 2011), 
paragraph 4, accessed at http://www.ft.com/cms/s/0/3d6c0676-2bd5-11e1-b194-
00144feabdc0.html#axzz1qQpDYoMN on March 28, 2012.   

286 Birmingham Tobacco Control Strategy 2010-2015, South Birmingham NHS, p.22, accessed at 
http://www.sbpct.nhs.uk on March 28, 2012.   

287 “Who buys it?” FAQs, North of England Tackling Illicit Tobacco for Better Health, Question 12, 
accessed at http://www.illicittobacconorth.org/Pages/Faq.aspx?id=361 on March 28, 2012. 

288 Marketing Strategy for Illicit Tobacco (November 2009), HMRC and UK Department of Health, p.4, accessed 
at 
http://webarchive.nationalarchives.gov.uk/20110314113412/http:/hmrc.gov.uk/pbr2008/IllicitTobaccoMa
rketingStrategy.pdf on March 28, 2012. 
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Figure 24. Incidence of illicit trade in London 

 

225. As the underage generally have more limited financial resources than their 
adult counterparts, it would make sense that they would be especially affected by an 
increase in prices of lawful product versus unlawful product.  This view has also 
been echoed by others, in particular the UK Parliament Health Select Committee, 
which has noted that: “[t]obacco smuggling has a disproportionate impact on the 
poor, particularly young smokers.”289  

226. In addition, the underage are major consumers of illicit cigarettes not only 
because of the price but also because of access.  A UK survey found that a third of 
smokers between the ages of 14 and 17 had obtained illicit tobacco from the black 
market and that such illicit tobacco products (including those sourced from friends 
and family) may account for almost half of their total tobacco consumption.290  As 
noted by the Royal Canadian Mounted Police: “The sale of illegal tobacco products… 
encourages young people to smoke as cigarettes are available at low cost and the 

 
289 Health Select Committee Report on Health Inequalities (March 2009), House of Commons Health 
Committee, p.8, accessed at 
http://www.publications.parliament.uk/pa/cm200809/cmselect/cmhealth/286/286.pdf on March 28, 
2012.  Another report has stated that “1 in 7 young smokers between 14-15 buys illegal cigarettes from 
private addresses… traders will often sell cigarettes in ‘singles’ (one cigarette at a time), making it even 
easier for kids to afford them”: see “Fag houses will sell illegal tobacco to anyone,” Keep It Out, 
accessed at http://www.keep-it-out.co.uk/campaign/fag-houses-at-risk.aspx on March 28, 2012. 

290 Young People’s Access to Tobacco: A Mixed-Method Systematic Review (December 2011), Social Science 
Research Unit, p.47, accessed at 
http://eppi.ioe.ac.uk/cms/LinkClick.aspx?fileticket=1PIIjjvuy3Y%3D&tabid=3301 on April 30, 2012. 
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sales are not regulated.”291  This report discusses further at paragraphs 286 and 287 
below the negative impact this illicit trade has on minors.  

227. A number of countries other than the UK provide striking examples of the 
correlation between increased cigarette prices and the growth of illicit trade.  

228. The Irish market experienced two periods of steep increases in excise in the past 
decade, with the result that the price of cigarettes increased by 31% between 2000 
and 2005 and further by 22% between 2006 and 2009.292  The level of smoking 
incidence between 2000 and 2009 remained virtually stable at around 30% of the 
adult Irish population.  The revenue from cigarette taxation, however, remained 
more or less flat during the same period.  This result may be explained by the inflow 
of contraband products, which escalated sharply over the same period and reached 
an estimated 25% of the market in 2009.  In December 2009, the Irish Minister of 
Finance announced that the government: “decided not to make any changes to excise 
on tobacco in this Budget because [the Minister of Finance] believe[s] the high price 
is now giving rise to massive cigarette smuggling.”293   

229. Indeed, a recent study on price elasticity published by the Office of the Revenue 
Commissioners in Ireland shows the effect of the cigarette taxation policy on illicit 
tobacco trade: 

(a) “Higher prices (taxes) will contribute to lower smoking rates but, given 
current levels of taxation, they will also contribute towards more untaxed 
consumption.  Further analysis suggests that Ireland has moved beyond the 
optimum point regarding the effectiveness of taxation to reduce cigarette 
consumption.  This implies that further increases in taxes may not lead to 
further increases in tax revenue”;294 and 

(b) “Increasing the taxation of cigarettes in Ireland no longer carries the 
combined benefits of better public health and higher revenue for the public 
finances that would have arisen from such increases in the past.  At the very 
least, these benefits are severely weakened by the substitution of untaxed for 
taxed consumption.”295   

 
291 The Consequences of Selling Illegal Tobacco Products, Royal Canadian Mounted Police, at 
http://www.rcmp-grc.gc.ca/qc/pub/tabac-tobacco/tabac-tobacco-eng.htm#other-effects on March 28, 
2012. 

292 Due to the hike in excise duty over this period, the price of a pack of 20 cigarettes in Ireland reached 
the highest in the EU at €8.45 a pack in 2009, €2 more than the EU country with the second highest 
prices.  As at the date of this report, the exchange rates and the increase in duty mean that the UK is the 
most expensive market in the EU.

293 The Illicit Trade in Tobacco Products and How to Tackle It, ITIC (2010), p.16, accessed at 
http://www.iticnet.org/Public/PublicDocLanding.aspx?id=41&type=Brussels on March 28, 2012. 

294 Economics of Tobacco: Modelling the Market for Cigarettes in Ireland (February 2011), Office of the 
Revenue Commissioners (Ireland), p.29, accessed at www.revenue.ie/en/about/publications/tobacco-
market.pdf on March 28, 2012.   

295 Ibid., p.iv. 
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230. Spain provides another illustration of this point.  A recent press article 
discussed Spain’s “perfect storm for smuggled tobacco.”296  According to the report, 
illegal imports of tobacco at the beginning of 2012 account for 7 to 8% of the Spanish 
cigarette market, compared with virtually nothing in 2011.  The report suggests that 
a number of factors may be responsible for the sudden increase in smuggled tobacco, 
including (a) an increase in tobacco taxes in December 2010 and (b) Spain’s 
unemployment rate, which is the highest in the EU.   

231. Malaysia is another country where the price of legitimate products acts as one of 
the key drivers for the illicit tobacco trade.  The high price of cigarettes, together with 
the geographic location of the country (discussed further below), renders Malaysia 
an attractive and lucrative market to smuggle illicit cigarettes into for sale.  Malaysia 
has the third-highest cigarette price (after Singapore and Brunei) among ASEAN 
(Association of Southeast Asian Nations) countries.297   

232. In Malaysia, illegal and contraband cigarettes may cost as little as MYR2 
(US$0.66) per pack of 20 cigarettes, and cigarettes are smuggled by syndicates and 
sold illegally by some retailers298 all over the country for approximately MYR3.50 
(US$1.15) for a pack of 20.  The average price of a legal pack is MYR8.60 (US$2.83).299  
Figure 25 below demonstrates the growing gap in price between legal and illegal 
cigarettes.300   

 
296 M. Baigorri, “Smugglers prosper in Spain’s ‘perfect storm’ for tobacco,” Bloomberg Businessweek 
(February 14, 2012), accessed at http://www.businessweek.com/news/2012-02-09/smugglers-prosper-
in-spain-s-perfect-storm-for-tobacco.html on March 28, 2012. 

297 In addition to the increases in tax, the Malaysian government has also instituted a ban on packages of 
fewer than 20 sticks per pack (pursuant to Section 16(1) of the Control of Tobacco Product Regulations 
2004) and established minimum retail pricing.  Currently, the minimum price of a 20-pack is MYR7 
(equivalent to US$2.3, based on the conversion rate of March 12, 2012).  Both measures have contributed 
to the affordability of cigarettes from the consumer’s perspective: see Malaysia – Breeding Ground for 
Illicit Cigarettes? (August 2011), Euromonitor International. 

298 Addressing Illegal Cigarettes in Malaysia: Proposal to the Government of Malaysia (August 2011), 
Confederation of Malaysian Tobacco Manufacturers.  According to the Confederation of Malaysian 
Tobacco Manufacturers report, that was presented to the Government of Malaysia, almost half of the 
approximately 80,000 retail outlets selling cigarettes in Malaysia trade in illegal cigarettes.  In 2011, the 
Malaysian Health Ministry fined 353 retailers for selling cigarettes below the minimum price: see also 
Hemanathani Sivanandam, “Contraband cigarettes sellers may have licence revoked,” The Sun Daily 
(January 11, 2012), at http://www.thesundaily.my/news/263082 on March 28, 2012.   

299 Malaysia – Breeding Ground for Illicit Cigarettes? (August 2011), Euromonitor International.  The 
mandatory minimum price of a 20-pack is MYR7 (US$2.31).  Ringgit has been converted to US$ using 
the currency exchange rate of March 12, 2012: 1 Malaysian Ringgit is equivalent to US$0.33. See also 
“Deadly illegal: Growing trade in illicit cigarettes costing [government] billions,” The [Malaysian] Star 
(April 26, 2001).   

300 Malaysia – Breeding Ground for Illicit Cigarettes? (August 2011), Euromonitor International.   
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Figure 25. Prices of cigarettes (MYR per stick) 

 
 

Profit incentives for criminals 

233. Linked to the issue of affordability of tobacco products for smokers (and the 
price differential between the lawful and unlawful product) are the supply-side 
profit incentives for those involved in the illicit trade.  Overall, analysts generally 
agree that one of the primary drivers of the illicit tobacco trade is the potential for 
criminals to make high profits.  For example, a 2010 European Commission 
document suggests that – in terms of profitability – illicit cigarettes are the second 
most valuable product in the illicit market (the first being pharmaceuticals).301   

234. As illustrated by Table 5, the profit incentives are clear.  For example, consider 
the difference between illicit cigarettes average price per pack (US$1) and the duty-
paid average price per pack (US$2.1).302   

 
301 Report on EU Customs Enforcement of Intellectual Property Rights: Results at the EU Border – 2010, DG 
TAXUD, p.16, accessed at 
http://ec.europa.eu/taxation_customs/resources/documents/customs/customs_controls/counterfeit_
piracy/statistics/statistics_2010.pdf on April 3, 2012.  In addition, (i) the ITIC reports that: “In many 
countries, enforcement resources and harsh penalties are targeted at drugs and human trafficking 
leaving the trade in illicit tobacco products as a high profit but low risk activity”: see The Illicit Trade in 
Tobacco Products and How to Tackle it, ITIC (June 13, 2011), p.14, accessed at 
http://www.iticnet.org/Public/PublicDocLanding.aspx?id=41&type=Brussels on March 28, 2012; 
(ii) the GAO states: “Substantial illicit profit can be derived by selling cigarettes on which taxes have not 
been paid, particularly since the cost to produce the product is minimal compared to the cost as which it 
is legally sold”: see Illicit Tobacco: Various Schemes are Used to Evade Taxes and Fees, (March 2011) accessed 
at http://www.gao.gov/assets/320/316372.pdf on March 28, 2012; and (iii) Euromonitor suggests:  
“Illicit trade is, essentially, shifting consumer dollars from Government into the hands of organized 
crime particularly when a tax-driven price rise causes a hike in illicit trade and can even eliminate the 
growth in revenue achieved by the tax rise....  Take away the tax and a pack that normally sells for 
US$10 can be sold by an illicit trader for US$5 and still make a US$3 per pack profit”: see Illicit Trade in 
Tobacco Products 2011 (December 2011), Euromonitor International, p.12. 

302 Illicit Trade in Tobacco Products 2011 (December 2011), Euromonitor International, p.25. 
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Table 5.  Global illicit trade in cigarettes market value and cost 2010 

Duty-paid cigarettes 5,714,650. 4 

Cigarettes value (US$ million) 609,793. 3 

Duty-paid average price per pack (US$) 2. 1 

Illicit cigarettes (US$ million)    551,658. 0 

Illicit cigarettes average price per pack (US$) 1. 0 

Tax per pack (US$) 1. 47 

Illicit cigarette market value (US$ million) 27,582. 9 

Estimated tax revenue lost (US$ million) 40,546. 9 

235. A former head of the US Customs Service reported that: “profits from cigarette 
smuggling rival those of narcotic trafficking.”303  Similarly, in a submission to the US 
Congress on the loss to the federal economy from the illicit tobacco trade, the 
Department of Treasury stated that for those involved: “the incentive for illicit profit 
outweighs the risk of being caught… to illustrate the potential profit margin for those 
engaged in the illicit tobacco trade, a product that is introduced into New York City 
without payment of any federal or state taxes or applicable fees presents an illegal 
profit of $58.60 per carton, based upon the evasion of taxes and fees.”304  

236. Luo Suxiu, director of Yunxiao’s Office of Rectification and Standardization of 
Market Economic Order in China, is reported to have expressed similar concerns:  

Luo cited as an example that a fake carton of Hongtashan, a well-
known brand, costs only 500 yuan to produce.  But a carton can sell 
for 1,500 yuan.  And high-end fakes can fetch 3,000 yuan a carton.  
Thus, the cost of a piece of production equipment can be recovered 
in a month.  

Some dealers do business overseas; Chinese-made counterfeits have 
been found in the Americas and Europe.  Luo said, “Chinese sales can 
net counterfeiters a 200% profit, while foreign sales can yield 500%.”305  
(Emphasis added.) 

237. In terms of large scale smuggling, the profit per consignment of illicit cigarettes 
is highly lucrative.  A single 40 foot cargo container can contain up to approximately 
10 million illicit cigarettes (although this number may be significantly less where 
other products are used as a ‘cover load’).  The US Food and Drug Administration 
has noted that: “… a 40-foot cargo container of 10 million cigarettes costs just 
$175,000 to manufacture and ship to the United States but can be sold in the United 
 
303 Illicit Tobacco Trade: Illegal Profits and Public Peril (2008), Campaign for Tobacco-Free Kids, p.3, 
accessed at http://global.tobaccofreekids.org/files/pdfs/en/ILL_overview_en.pdf on March 28, 2012. 

304 Report to Congress on Federal Tobacco Receipts Lost Due to Illicit Trade and Recommendations for Increased 
Enforcement (February 2010), Department of the Treasurer, p.3, accessed http://ttb.gov/pdf/tobacco-
receipts.pdf on March 28, 2012. 

305 O. Hongliang, “From cave to carton: China's illicit smokes,” Caijing Magazine, accessed at  
http://english.caijing.com.cn/2008-12-20/110041057.html on March 28, 2012. 
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States for up to $2 million to $4 million.”306  Similarly, the price differential between 
the UK and Spain or Poland, even after allowing for shipping costs (as seen in Table 
3) allows illicit traders to generate a significant profit while still undercutting the 
price of legal tobacco products.307 

238. This makes a single cargo container of illicit cigarettes a highly valuable 
commodity to OCGs involved in illicit tobacco trade.  The profits are so high per 
consignment that they may mitigate the risk of having many other containers seized 
by customs.  The profits on one container will make up for 10 containers being 
seized.  Plus, in many countries the existing monetary penalties and, in some 
instances, prison sentences for involvement in the illicit tobacco trade are an 
inadequate deterrent when considered as part of a risk/reward equation, which is 
discussed further below.   

239. The analysis above reflects the fact that there are a number of reasons why the 
OCG is able to maintain a sufficient pricing disparity between lawful and unlawful 
product, notably: (a) OCGs will always be able to offer considerably cheaper product 
as they do not have to increase price for duty or other taxes; and (b) the pricing of 
fake packs takes into account that counterfeiters avoid the legitimate manufacturers’ 
cost burden of compliance with regulations and industry best practice as well as 
overhead costs.   

240. The start-up costs of manufacturing illicit cigarettes are relatively low.  Tobacco 
manufacturing machinery can be purchased online via a website run by Alibaba, an 
e-commerce website for small businesses which connect buyers and suppliers 
around the world.  According to Alibaba’s website, one can purchase cigarette 
manufacturing machinery for less than US$100,000.308  In reality though, market 
 
306 Countervailing Effects of a Ban on Menthol Cigarettes (December 30, 2010), Altria Client Services on 
behalf of PMI, accessed at 
http://www.fda.gov/downloads/AdvisoryCommittees/CommitteesMeetingMaterials/TobaccoProdu
ctsScientificAdvisoryCommittee/UCM246043.pdf on March 28, 2012.  In addition, others have 
commented that (i) “… it costs approximately 20 cents to make one packet of 20 illicit cigarettes – which 
means that the cost of one container of 10 million smuggled or counterfeit cigarettes is only $100,000.  
Given that the average street value of a packet of cigarettes in countries such as the UK and France is 
more than $5.00, criminals stand to make a profit well beyond $2,000,000 for each container of illicit 
cigarettes”: see D. Witt, “How big is the illicit tobacco trade in Europe?” Public Service Europe (December 
9, 2011), accessed at http://www.publicserviceeurope.com/article/1231/how-big-is-the-illicit-tobacco-
trade-in-europe on March 28, 2012; and (ii) “[s]mugglers may generate a profit of £2 per pack or £1 
million for a container load of (almost 10 million) cigarettes sold on the street in the United Kingdom at 
half its UK retail price”: see Illicit Tobacco Trade: Illegal Profits and Public Peril (October 2008), Campaign 
for Tobacco-Free Kids, p.3, accessed at  
http://global.tobaccofreekids.org/files/pdfs/en/ILL_overview_en.pdf on April 3, 2012.  In terms of 
loss to the fiscal authorities, the European Commission has estimated that “the average loss of customs 
duty, excise duty and VAT from one single container of illicit cigarettes is €1.5 million.  In the UK, the 
loss would be about three times as big because of the UK’s higher taxes”: see Contraband and counterfeit 
cigarettes: frequently asked questions (July 15, 2010), European Commission, accessed at 
http://europa.eu/rapid/pressReleasesAction.do?reference=MEMO/10/334&type=HTML on March 
28, 2012.    

307 This has been summarized as follows: “Illicit trade thrives on international price differences and one 
of the key global trends, partly as a result of tobacco control related legislation, is steeply raising 
cigarette prices which, in many cases, increase the discrepancies”: see Illicit Trade in Tobacco Products – A 
World View (July 2010), Euromonitor International, p.10. 

308 Accessed at www.alibaba.com on March 5, 2012.   
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entrants do not need to invest such a large amount of money, as they are able to 
more easily enter a contract with one of the myriad of small manufacturers around 
the world.  

241. In addition, the scale of the profits to be made from the illicit tobacco trade 
makes it possible for OCGs to fund other serious criminal activities:  

At the core of the problem, scholars say, are the high profits of 
tobacco smuggling, which rival those of narcotics, and the relative 
cheapness of conducting a terrorist operation.  In many cigarette 
smuggling cases, millions of dollars are at stake.  A shipping 
container containing 10 million cigarettes costs as little as 
$125,000309 to produce in China, but can bring as much as $2 million 
in the United States.  Cigarette smuggling bolstered the entire 
economy of Montenegro during the 1990s.  

Contrast that with the small amounts it takes to conduct a terrorist 
attack.  ‘Part of the problem is that it takes so little to finance an 
operation,’ says Gary LaFree, director of the University of 
Maryland’s National Consortium for the Study of Terrorism and 
Responses to Terrorism.  British authorities, for example, estimated 
the 2005 London subway bombing that killed 52 people succeeded 
on a budget of less than $15,000.  Al-Qaeda’s entire 9/11 operation 
cost between $400,000 and $500,000, according to the final report of 
the National Commission on Terrorist Attacks Upon the United 
States.310  

242. At the other end of the spectrum, the profit incentives for those involved in 
small scale smuggling of illicit tobacco are also tempting (albeit on a lesser scale).  
One report has suggested that: “individuals in Eastern Europe are content to make a 
profit of just US$100-US$150 per week by smuggling small quantities since this far 
exceeds the income from a regular job.”311  A news article in the UK has stated that: 
“experts claim a container of 450,000 premium packets of cigarettes transported from 
Ukraine and sold on the streets of Britain will turn a £1m profit.  Similarly, a typical 
white van filled with smuggled cigarettes will turn a £60,000 profit, while a car load 
gives £6,000.”312  

 
309 We note that paragraph 237 refers to the US Food and Drug Administration’s estimation that 10 
million cigarettes would cost US$175,000 to manufacture in China and ship to the US.  While the sources 
do not specify how the figures were calculated, the difference between the two figures may be 
accounted for by the cost of shipping and the different points in time at which the estimations were 
made.  

310 Tobacco, Terrorism and Illicit Trade (2009), ITIC, p.9, accessed at 
http://www.publicintegrity.org/investigations/tobacco/assets/pdf/TobaccoTerrorismandIllicitTrade
Download.pdf on March 28, 2012.   

311 The Illicit Trade in Tobacco Products and How to Tackle It (April 19, 2011), ITIC, p.16, accessed at 
http://www.iticnet.org/Public/PublicDocLanding.aspx?id=41&type=Brussels on March 25, 2012. 

312 J. Sibun, “Revealed: £2bn cost to UK from cigarette smuggling,” The Telegraph (August 29, 2009), 
accessed at 
http://www.telegraph.co.uk/finance/newsbysector/retailandconsumer/6110778/Revealed-2bn-cost-
to-UK-from-cigarette-smuggling.html on April 3, 2012. 
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243. Therefore, even the profit incentives for transporting smaller quantities of illicit 
tobacco are enough to encourage illicit traders, particularly in the face of the weak 
deterrents.  In one incident where a man was suspected of smuggling tobacco from 
Belgium into the UK, the only action taken by UK enforcement agencies was the 
confiscation of his car (an action which he later successfully challenged).313 

Criminal penalties are low and disproportionate to the profit incentive 

244. According to the ITIC, “in many countries, enforcement agencies have 
insufficient legal powers to enable them to operate effectively as illicit trade of 
tobacco products is considered a relatively minor offence.  This attracts crime 
syndicates who see cigarette smuggling as a high profit, low risk activity which 
incurs lighter penalties than criminal activities like drug trafficking, human 
trafficking and arms smuggling.”314  This view has been echoed by other analysts, 
including the GAO which stated that: “cigarette smuggling is also attractive to 
criminals because it is considered to be a relatively low risk crime, with penalties that 
are lower than the penalties for smuggling drugs.”315 

245. The importance of appropriate criminal penalties and adequate enforcement 
actions is evident in several markets, such as Malaysia.  While the existing legislation 
provides for criminal penalties against offenders,316 such sanctions have not been 
regularly enforced.317  The fine for being convicted of retailing illicit cigarettes 
currently stands at 10 to 20 times customs duty evaded/value of goods and/or 
imprisonment of up to three years for a first offender.   

 
313 R. Savill, “Smoker wins £20,000 battle with Customs,” The Telegraph (June 2, 2008), accessed at 
http://www.telegraph.co.uk/news/uknews/2066711/Smoker-wins-20000-battle-with-Customs.html 
on April 3, 2012. 

314 The Illicit Trade in Tobacco Products and How to Tackle It (April 19, 2011), ITIC, p.21, accessed at 
http://www.iticnet.org/Public/PublicDocLanding.aspx?id=41&type=Brussels on March 25, 2012. 

315 Cigarette Smuggling: Federal Law Enforcement Efforts and Seizures Increasing (May 2004), GAO, p.6, 
accessed at http://www.gao.gov/new.items/d04641.pdf on April 30, 2012.  In addition, others have 
commented on this point stating that: (i) “many countries fail to treat tobacco smuggling as a serious 
crime, imposing penalties that are a fraction of those for smuggling other products such as 
pharmaceuticals or firearms.  This makes tobacco more attractive to smugglers, who weigh the huge 
potential for profit against the small chance of getting caught, convicted, jailed and/or fined”: see p.2, 
“Tobacco smuggling,” Tobacco Free Kids, available at 
http://global.tobaccofreekids.org/files/pdfs/en/ILL_facts_en.pdf; (ii) “illicit trade in tobacco products 
is a very attractive source of funds for organized criminal networks because [it does] not carry the same 
penalty risks as other trafficked substances, such as narcotics”: see 
http://www.fctc.org/index.php?option=com_content&view=article&id=109&Itemid=120; and (iii) 
“despite its broad impact on health, crime, and taxes, tobacco smuggling receives strikingly little 
attention from authorities.  Lenient sentences are the norm; in some countries, cigarette smuggling is not 
even considered a crime.  Nor is it a priority for law enforcement agencies, even in the West, which 
spend the majority of their resources tackling drug, arms, and terrorism cases.  In the United States, for 
example, the Bureau of Alcohol, Tobacco, Firearms and Explosives devotes a paltry 2% of its personnel 
and budget to tobacco programs”: see p.4, Tobacco, Terrorism and Illicit Trade, ITIC (2009), available at 
http://www.publicintegrity.org/investigations/tobacco/assets/pdf/TobaccoTerrorismandIllicitTrade
Download.pdf.   

316 For example, Section 135(1) Customs Act 1967 allows the Royal Malaysian Customs to prosecute and 
penalize those “in possession” of smuggled cigarettes: accessed at 
http://www.agc.gov.my/Akta/Vol.%205/Act%20235.pdf on April 12, 2012. 

317 Addressing Illegal Cigarettes in Malaysia: Proposal to the Government of Malaysia (August 2011), CMTM.   
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246. Many analysts and industry spokespeople feel that the lack of more stringent 
enforcement continues to fuel the serious illicit trade problem in Malaysia, for 
instance, “[a]dding to the problem is that illicit product is widely available.  Illicit 
retailers are earning good profits; there is a good incentive to participate…. [T]he fine 
for being convicted of retailing illicit cigarettes currently stands at 10 times the value 
of uncustomized goods seized….  [T]here are retailers being caught and charged in 
court, but it is widely assumed that the fines are paid by the syndicates who can 
afford to cover this operational expense and maintain the good will and cooperation 
of the retailers.”318 

247. The UK has sought to impose robust sanctions to tackle this illicit trade.  There 
are a number of UK laws319 which allow courts to impose legal sanctions for the 

 
318 See H. Mitchell, “Malaysia struggles to curb illicit imports,” Tobacco Asia (Featured Article Q1- 10) 
accessed at http://www.tobaccoasia.com/previous-issues/64-articles-q1-10/208-malaysia-struggles-to-
curb-illicit-imports.html on April 12, 2012.  In addition, (i) “the Managing Director of Philip Morris’ 
business in Malaysia has been reported as saying that current sanctions such as monetary fines alone do 
not deter the illegal cigarette traders from this lucrative business.  Deterrent punishments such as 
imprisonment and revocation of retail business licenses could be amongst the stricter actions to be 
implemented by law enforcement agencies.  Otherwise, the current monetary fines would merely be 
seen as a cost of doing business for those involved in the illegal trade”: see J. Miller, “Cheap illegal 
cigarettes still a problem in Malaysia,” Smokers World (September 23, 2011), accessed at 
http://www.smokersworld.info/cheap-illegal-cigarettes-still-a-problem-in-malaysia/ on April 3, 2012; 
and (ii) “… there needs to be more resolve among the enforcement agencies as right now, vendors who 
sell illicits are not deterred by the insufficient penalties.  They see it as a usual cost of doing business”: 
see “Stiffer penalties needed” the [Malaysian] Star (January 31, 2010), at  
http://thestar.com.my/news/story.asp?file=/2010/1/31/starprobe/5450100&sec=starprobe on April 
3, 2012. 

319 These can be summarized as follows: 

(i) Tobacco Products Duty Act 1979 (as amended by the Finance Act 2006).  Section 7A of the Tobacco 
Products Duty Act 1979 (as amended) places obligations on tobacco manufacturers relating to the 
supply of tobacco products.  The legislation is designed to restrict the supply of genuine tobacco 
products to lower taxing EU countries for smuggling into the UK by placing obligations on tobacco 
manufacturers around the world to ensure, as far as reasonably practicable, that they avoid supplying 
cigarettes to those likely to engage in the illicit trade of cigarettes in the UK.  To this end, the 
manufacturer must, in its operations, consider whether the size or the nature of the supply suggests that 
the products may be required for smuggling into the UK.  Further, a tobacco manufacturer must 
maintain a written policy relaying to its supply chain controls: see 
http://www.legislation.gov.uk/ukpga/1979/7.   

(ii) Criminal trade mark infringement creates criminal offences relating to infringement of trademarks 
and copyright (see, for example, Section 92 of the Trade Marks Act 1994. UK criminal courts have the 
power to order forfeiture of goods, packaging, labeling materials, or business papers and to impose 
fines and/or imprisonment sentences.  The maximum penalty available in relation to criminal trade 
mark and copyright offences is currently up to ten years imprisonment or an unlimited fine: see 
www.legislation.gov.uk/ukpga/1994/26/contents.     

(iii) Proceeds of Crime Act 2000 provides for confiscation orders against persons who benefit from 
criminal conduct and restraint orders to prohibit dealings with property.  Proceeds of Crime Act 
provides that the burden of proof is entirely on the defendant to establish that assets traced are not the 
proceeds of criminal activity: see http://www.legislation.gov.uk/ukpga/2002/29/contents.  Using the 
powers under the Proceeds of Crime Act, an English court recently ordered a man who laundered 
money from the sale of illicit cigarettes and alcohol to pay back the profits of his criminal activity, which 
amounted to US$100,000.  See “Money launderer ordered to repay £65k,” The Star (May 11, 2012), 
accessed at http://www.thestar.co.uk/news/local/south-yorkshire-money-launderer-ordered-to-
repay-65k-1-4537210 on May 17, 2012.  GBP 65,000 has been converted to US$ using the exchange rate of 
May 17, 2012.   
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importation, sale, and offering for sale of (a) counterfeit products, (b) contraband 
products, and (c) ‘illicit whites’ in the UK, the effect of which is summarized in Table 
6 below.320  

Table 6. Sanctions for involvement in the illicit tobacco trade in the UK 

Seizure of goods Seizure of vehicles/vessels and 
possible non-restoration 

Seizure of cash under the proceeds of crime Criminal prosecution with a custodial 
sentence of up to 7 years 

Confiscation of assets as part of the 
proceeds of crime 

Assessment for the loss of duty 

Financial wrongdoing penalties of up to 
100% of the duty due 

Civil action including winding up orders 
and bankruptcy 

Fines of up to £5000 for selling illicit 
tobacco not bearing the UK duty paid fiscal 
markings 

Prohibition on the sale of tobacco 

Travel restrictions on repeat tobacco smugglers 

248. However, HMRC itself has recognized that more needs to be done, noting that: 
“[t]o deter and prevent fraud, we will increase the likelihood of being caught and 
increase the sanctions against those we catch.”321  In addition, failure to prosecute 
retailers caught selling illicit trade products can mean that the UK law is not an 
effective deterrent.322 

249. Recent reports of large seizures of illicit tobacco products in the UK offer 
circumstantial support for HMRC’s recognition that current sanctions and 
enforcement have an insufficient deterrent effect, a point also made by a 
criminologist in a BBC documentary on the scale of illicit trade in Scotland, who 
stated that: “a maximum sentence, seven years? Well, it’s not a great risk, is it, for the 
profits involved?”323  In practice, of the 218 prosecutions relating to tobacco 

 
320 Tackling Tobacco Smuggling – Building on Our Success (April 2011), HMRC, p.11, accessed at 
http://www.hmrc.gov.uk/news/tackling-tobacco.htm on April 3, 2012. 

321 Ibid., p.11. 

322 “JTI welcomes the increasing use of tough sentences as a means of deterring large scale illicit trade 
activity.  The use of the Proceeds of Crime Act 2000 to force those convicted to hand back money made 
through illicit trade is also a positive development.  JTI is, however, concerned that a deterrent is 
necessary for those individual retailers knowingly selling illicit trade products to consumers.  Recent 
experience suggests that where such sales are identified, the tendency has been to seize product from 
the shop without taking further enforcement action.  To be an effective deterrent to other retailers, 
prosecutions are appropriate in such cases, accompanied by publicity which makes clear that such 
enforcement is the norm even where a relatively small volume of illicit trade is involved.”  See Response 
to the UK Department of Health’s Consultation on the Future of Tobacco Control (September 5, 2008), JTI, p.64, 
accessed at http://www.smoke-free.ca/plain-packaging/documents/2008/uk-briefings/UK-JTI-
response%20consultation-2008.pdf on April 4, 2012.   

323 S. Poling, “Smoking out the gangs in the illegal tobacco trade,” BBC News: Scotland (January 18, 2011), 
accessed at http://www.bbc.co.uk/news/uk-scotland-12217738 on April 3, 2012. 
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smuggling during the financial year 2010-11 in the UK, only 133 convictions were 
made.324   

250. Whatever the sanctions available, the practical problem is often that the chief 
conspirator or ringleader is not ultimately penalized.  While there may be 
convictions for those caught selling the product, there are fewer convictions of those 
orchestrating the illicit trade.  Indeed, pursuing the detainment or prosecution of 
these individuals would be resource intensive particularly given the significant 
finances available to them; the reluctance of witnesses to testify against them; and the 
use of front companies to protect their interests.   

Consumer complicity in the tobacco illicit trade 

251. Section II of this report discussed in general terms the fact that:  

(a) some consumers are willing to purchase illicit products even when they 
know the products are fake;  

(b) consumers are willing to purchase such products for a variety of reasons; and 

(c) the extent to which consumers are willing to buy these products may well 
vary for different types of product (for example, whether the use of 
counterfeit product may pose further health risks to the consumer than the 
genuine product).  

252. Applying the principles discussed in paragraphs 79 to 89 above, there will be 
smokers who will never (knowingly) purchase illicit tobacco products, regardless of 
the price difference between packs of illicit and legitimate product.  These smokers 
are likely to be those for whom price is not a factor, and/or who are intrinsically 
against the purchase of illicit tobacco – either for cultural or ethical reasons.  
Conversely, there exists a group of smokers who will tolerate – and create the 
demand for – illicit tobacco products.  A joint 2009 report by HMRC and the UK 
Department of Health said that “3.4 million people (or a third of the UK’s 10.2 
million smokers) admit to purchasing ‘cheap’ or ‘illicit’ tobacco.”325  

253. Figure 26 prepared by the HMRC in the UK illustrates the variety of consumer 
profiles of smokers who may be more or less likely to purchase illicit tobacco.326  
Each consumer segment has been typified by underlying consumer attitudes, 
purchase drivers, and perception of legality and has been given an illustrative name, 
such as “anti-cheaps,” who are non-complicit consumers.   

 
324 “Tobacco: Smuggling,” House of Commons Written Answers, Column 1098W, March 27, 2012, 
accessed at 
http://www.publications.parliament.uk/pa/cm201212/cmhansrd/cm120327/index/120327-x.htm on 
May 21, 2012.  

325 Marketing Strategy for Illicit Trade (November 24, 2009), UK Department of Health and HMRC, p.4, 
accessed at 
http://webarchive.nationalarchives.gov.uk/20110314113412/http:/hmrc.gov.uk/pbr2008/IllicitTobacc
oMarketingStrategy.pdf on April 3, 2012. 

326 Ibid., p.35.  See also Tackling Tobacco Smuggling Together (December 2009), HMRC, p.16, accessed at 
http://www.iticnet.org/Public/PublicDocLanding.aspx?id=41&type=Brussels on April 3, 2012. 
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Figure 26. Smoker profiles – the likelihood of purchasing illicit tobacco 

 
254. Many smokers who use illicit tobacco products view it as a victimless crime.  
According to research carried out in the UK: 

(a) “many illicit transactions are not recognized as such; ‘soft smuggling’ (by 
friends and family) is considered acceptable and there is general confusion 
around duty laws”; and 

(b) “even where illicit behaviour is recognized to have taken place, it is not 
generally seen as a criminal act to the magnitude of alcohol smuggling or 
knife and gun crime.”327 

255. This attitude reinforces the ‘Robin Hood syndrome’ previously discussed.  The 
UK Local Authorities Coordinators of Regulatory Services (LACORS), in their 
overview of illicit tobacco, describe similar findings stemming from the 2009 opinion 
and behavior study conducted in the North of England with more than 6,000 
respondents to gauge consumer acceptance of both ‘illicit whites’ and counterfeit 
products.  Consumer perceptions of associations of cheaper, smuggled cigarettes 
(e.g., friends/family purchasing on holiday) are positive overall.  However, 
consumer perceptions associated with counterfeit cigarettes, such as organized 
crime, mafia, and human trafficking, are negative overall.  The complicit buyers of 
illicit tobacco were motivated, the LACORS’ analysis says, mainly by price, 
convenience, and availability.328 

 
327 Marketing Strategy for Illicit Trade (November 24, 2009), UK Department of Health and HMRC, p.38, 
accessed at 
http://webarchive.nationalarchives.gov.uk/20110314113412/http:/hmrc.gov.uk/pbr2008/IllicitTobacc
oMarketingStrategy.pdf on June 7, 2012. 

328 Illicit Tobacco: An Introductory Guide for Enforcement Agencies (February 2010), LACORS, p.5, accessed 
at  
http://www.cieh.org/uploadedFiles/Core/Policy/Publications_and_information_services/Policy_pu
blications/Publications/IDEA_-_Illicit_tobacco_-
_an_introductory_guide_for_enforcement_agencies.pdf on April 3, 2012.  See also, Marketing Strategy for 
Illicit Trade (November 24, 2009), UK Department of Health and HMRC, p.39, accessed at 
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256. Of course, there are some consumers who may be prepared to participate in a 
‘Robin Hood’ culture, but do not wish to (or knowingly) buy fake cigarettes.  These 
consumers will be those who are likely to draw a distinction between the purchase of 
(a) counterfeit cigarettes or ‘illicit whites’; and (b) cigarettes which have been 
unlawfully imported from a neighboring country but which are legal in the country 
of origin.  In general, these smokers may draw comfort from the guarantees of 
quality associated with buying a ‘real’ brand (even if a Spanish version of it) while 
avoiding the payment of duty on the product.  As discussed in Section II, this frame 
of mind is likely to create an opportunity for counterfeiters to ‘fool’ consumers into 
believing they are purchasing legitimate smuggled product.  

257. Counterfeiters manufacture for sale in certain markets fake packs which 
deliberately use ‘foreign language health warnings’ (see, for example, Figure 21 
above which is an example of an Amber Leaf RYO pouch bearing Spanish health 
warnings and a counterfeit Belgium tax stamp).  This is noted in a recent article from 
a local newspaper from Cornwall, in the UK:  

According to Trading Standards, counterfeit tobacco is becoming 
increasingly prevalent, with criminals taking great care to ensure their 
product appears genuine.  Some criminals are fooling customers into 
believing they have bought non-UK duty-free tobacco by printing health 
warnings in foreign languages.329

258. Even more concerning for regulators who are seeking to reduce smoking is the 
potential scenario where smoking illicit tobacco becomes a social norm.  Recent 
media articles in the UK seem to suggest a growing and worrying trend of the 
general public ‘turning a blind eye’ to the sale and use of illicit tobacco products.  For 
example: 

(a) in a recent conviction of two men in Liverpool, the court heard that the men 
“were prolific sellers of counterfeit tobacco and cigarettes who would sit on a 
bollard near to Great Homer Street market shouting ‘ciggies and tobacco’”;330 
and 

(b) a recent survey of UK retailers by the Tobacco Retailers Alliance331 found that 
“more than half of UK retailers are aware of the illicit tobacco trade in their 
neighbourhood.”332  

 
http://webarchive.nationalarchives.gov.uk/20110314113412/http:/hmrc.gov.uk/pbr2008/IllicitTobacc
oMarketingStrategy.pdf on April 3, 2012. 

329 “Illegal tobacco is seized in police raid,” This Is Cornwall (February 1, 2012), accessed at 
http://www.thisiscornwall.co.uk/Illegal-tobacco-seized-police-raid/story-15096227-detail/story.html 
on April 3, 2012. 

330 T. Duffy, “Garston man banned from city’s markets after selling bogus Lambert and Butler cigarettes 
to a trading standards officer,” Liverpool Echo (February 6, 2012), accessed at 
http://www.liverpoolecho.co.uk/liverpool-news/local-news/2012/02/06/garston-man-banned-from-
city-s-markets-after-selling-bogus-lambert-and-butlers-to-a-trading-standards-officer-100252-
30272321/2/ on April 3, 2012. 

331 The Tobacco Retailers Alliance is a coalition of 26,000 independent shopkeepers in the UK who sell 
tobacco products.  It is funded by the Tobacco Manufacturers’ Association, whose membership includes 
JTI: see Home, Tobacco Retailers Alliance, accessed at http://www.tobaccoretailersalliance.org.uk/ on 
April 3, 2012. 
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259. A 2010 survey conducted in the West Midlands in central England found that: 
“for smokers, being offered illicit tobacco isn’t unusual, particularly if male, under 55 
and lower social grades.”333  The survey also concluded that “illicit tobacco is a 
highly localised phenomenon” and that:   

[T]he data highlights the need to break illicit tobacco as a social norm.  
High levels of usage within an area makes it more acceptable to those 
living in an area, and comfort levels with illicit tobacco increase – making 
it more unlikely for someone to report a transaction.  

260. Figure 27 below suggests that there is a ‘tipping point’ at which smokers view 
their purchase of illicit cigarettes as being illegal.  Some will purchase illicit tobacco 
from ‘good or trusted’ sources (such as a friend) and will not view such a transaction 
as being illegal (even though it is), but will view the purchase of illicit tobacco from a 
‘street hawker’ as a step too far.   

Figure 27. Illicit smoker’s perceptions of legality334  

 

Geographic characteristics 

261. Reflecting the analysis in Section II, there are some countries whose borders and 
geographic characteristics make them more exposed to the risks of illicit tobacco 

 
332 A. Fortune, “Product news,” Convenience Store (August 31, 2011), accessed at 
http://www.conveniencestore.co.uk/product-news/over-half-of-uk-retailers-aware-of-illicit-tobacco-
in-their-area/220730.article on April 3, 2012. 

333 Research Management Summary (March-May 2010), COI, p.1, accessed at 
www.wmpho.org.uk/lfph/Docs/smoking/Appendix_D14e.doc on April 3, 2012. 

334 Marketing Strategy for Illicit Tobacco (November 24, 2009), UK Department of Health and HMRC, p.38, 
accessed at 
http://webarchive.nationalarchives.gov.uk/20110314113412/http:/hmrc.gov.uk/pbr2008/IllicitTobacc
oMarketingStrategy.pdf on April 3, 2012.   
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trade.  A map showing one analyst’s view of the key borders for illicit tobacco trade 
are illustrated in Figure 28 below:335 

Figure 28. Key borders for illicit tobacco trade 

 
 

262. The same report suggests that:  

Western Europe has the highest prices in the world and thus offers the 
biggest incentive to illicit trade, though apart from Ireland, penetration 
does not exceed 15%.  It is characterised by cross-border purchasing 
undertaken by individuals crossing borders or entering a country by air 
or sea.  Cigarettes are mainly purchased in duty-free shops in quantities 
of four or five cartons and then re-sold, mainly in small bars.  Cross-
border purchases account for a large proportion of the German illicit 
sales, at around 10 billion sticks in 2010.  Prices vary significantly between 
different European countries.  A Marlboro pack of 20 in 2010 cost around 
€5 in Germany, but around €3 in Eastern European countries.336  

263. A particular example is the UK.  Its geographic characteristics, together with the 
fact that it is close to markets with significantly lower tobacco prices (refer to Table 
3), means that those engaged in illicit tobacco trade do not have to travel far to source 
significantly cheaper cigarettes. 

264. As an active participant in international trade, the UK is highly accessible 
through various distribution channels (e.g., by sea, air, and land).  In 2008/09, for 
instance, HMRC intercepted 855 million cigarettes overseas, 557 million cigarettes 
which had arrived into the UK by sea, 244 million cigarettes which had arrived by air 

 
335 Illicit Trade in Tobacco Products – A World View (July 2010), Euromonitor International. 

336 Illicit Trade in Tobacco Products (December 2011), Euromonitor International, p.32.  As noted in the 
map, Figure 28 above, the evolving and fast-moving nature of the trade in illicit tobacco means that the 
map above does not necessarily represent the status quo. 
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and 180 million cigarettes which had arrived by land.337  Reports of individual 
seizures by HMRC support the notion that the UK is exposed to large-scale 
smuggling via a variety of routes, for example: 

(a) In 2011, a UK task force seized 12 million fake cigarettes from an alleged 
Chinese smuggling gang worth an estimated £3 million on the illicit market.  
The UK officers were alerted by the boxes since all contained the same serial 
number.338  

(b) 250,000 counterfeit cigarettes and ‘illicit whites’ were uncovered in March 
2011 in two separate trucks which had been stopped at the North Shields 
Ferry Terminal on route from Poland.339  

(c) 16.5 million illegal cigarettes were seized in December 2011 at an industrial 
unit in North West England.  The cigarettes had been imported with large 
quantities of fruit in an attempt to conceal them.  An HMRC spokesperson 
stated that: 

[T]obacco smuggling on this scale isn’t about cheap cigarettes; it is 
organised fraud on a global scale, encouraging and supporting 
criminality within our communities, and robbing taxpayers of 
millions each year in unpaid duty and VAT.  HMRC teams operate 
across the North West to disrupt this illicit trade, which has a 
devastating impact on legitimate retailers having to compete against 
crime on this scale, particularly at Christmas, one of the busiest 
times of year.340

265. According to a recent submission by HMRC to a UK Parliamentary Committee 
on fuel smuggling between the Republic of Ireland and Northern Ireland,341 this 
border provides opportunities for potential smugglers.   

266. Those engaged in illicit trade in tobacco products are also aware of areas that 
are difficult to police, especially in light of the continuing security situation.  For 
instance, the biggest seizure of cigarettes in Europe occurred in County Louth, 

 
337 Tackling Tobacco Smuggling – Building on Our Success (April 2011), HMRC, p.9, accessed at 
http://www.hmrc.gov.uk/news/tackling-tobacco.htm on April 3, 2012. 

338 “Customs officers seize 12 million fake cigarettes and smash Chinese gang,” Tobacco News (July 25, 
2011), accessed at http://www.tobacco-news.net/customs-officers-seize-12-million-fake-cigarettes-and-
smash-chinese-gang/ on April 3, 2012.  See also “£12m faked Chinese cigarettes seized by customs as 
they smash £3m operation,” The Daily Mail, accessed at http://www.dailymail.co.uk/news/article-
2018081/12m-faked-Chinese-cigarettes-seized-customs-smash-3m-operation.html on April 3, 2012. 

339 K. Wood, “Secret stash of fags found in two trucks,” Chronicle Live (March 23, 2011), accessed at 
http://www.chroniclelive.co.uk/north-east-news/evening-chronicle-news/2011/03/23/secret-stash-
of-fags-found-in-two-trucks-72703-28387845/ on April 3, 2012. 

340 “Over 16.5 million illegal cigarettes seized in Castleton,” Rochdale Online (December 22, 2011), 
accessed at http://www.rochdaleonline.co.uk/news-features/2/news-headlines/64832/over-
165million-illegal-cigarettes-seized-in-castleton on April 3, 2012. 

341 “Fuel laundering and smuggling - written evidence” (August 31, 2011), Inquiry by the HC Northern 
Ireland Affairs Select Committee on Fuel Laundering and Smuggling, HMRC, p.1, accessed at 
http://www.publications.parliament.uk/pa/cm201012/cmselect/cmniaf/writev/fuel/m3.pdf on 
April 4, 2012.   
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Ireland, in October 2009.342  County Louth sits directly below the border.  Over 100 
million of the 140 million cigarettes seized were of a brand which is not legally sold 
in either the UK or the Republic of Ireland.   

267. Malaysia is another example of a country with geographic characteristics that 
make enforcement difficult: its long coastline343 facilitates smuggling and makes 
enforcement extremely challenging.  Illicit cigarettes are smuggled into the country 
either through ports (under false declarations of consignments) or directly from 
neighboring countries, such as Indonesia, Vietnam, Cambodia, and the Philippines, 
by small boats that sail into private jetties or illegal border crossings.344   

The “ideal smuggled product” 

268. Tobacco products have been described as the “ideal smuggled product”345 
resulting from a number of basic factors that include the: 

(a) value of the product to the illicit trader – “cigarettes, based on their size and 
weight, are quite expensive compared to most other goods, making them 
ideal for high-profit-per-load smuggling”;346 

(b) regular purchase of tobacco products by smokers – many smokers buy a 
pack of cigarettes a day but will buy other consumer products (for example a 
bottle of wine or perfume) far less frequently; 

(c) demand for tobacco products is not limited to a certain demographic group 
– illicit tobacco products can be sold to men and women, people from 
different cultural and economic backgrounds and are a product consumed 
across age groups (even though regulators make concerted efforts to prevent 
youth smoking); 

(d) breadth and depth of the market – in many jurisdictions in which illicit 
traders are active, a significant minority of the population smokes – in simple 
terms, there is a large amount of tobacco consumers in the world; 

(e) routes to market – illicit tobacco products are sold through various channels 
to smokers (they can be purchased in pubs and clubs, from friends, car-boot 
sales, retailers, even through ice-cream vans347); 

 
342 “Biggest ever haul of illegal cigarettes seized en route to UK,” The Daily Mail (October 28, 2009), 
accessed at http://www.dailymail.co.uk/news/article-1223508/Biggest-haul-illegal-cigarettes-seized-
en-route-Britain.html on April 3, 2012.  See also, “Millions of illegal cigs captured,” BBC News (October 
27, 2009), accessed at http://news.bbc.co.uk/1/hi/northern_ireland/8327992.stm on April 3, 2009. 

343 “Malaysia map and geography of Malaysia,” Embassy of Malaysia, accessed at 
http://malaysia.embassyhomepage.com/malaysia_map_kualalumpur_map_hotel_melaka_tourist_ma
p_malaysia_road_map_ipoh_tourist_map_kota_kinabalu_holiday_map.htm on April 3, 2012. 

344 T. Lin and E. Mahalingham, “Tobacco scourge,” The [Malaysian] Star (January 31, 2010), accessed at 
http://thestar.com.my/news/story.asp?file=/2010/1/31/starprobe/5450096&sec=starprobe on April 
3, 2012.  See also, Malaysia – Breeding Ground for Illicit Cigarettes? (August 2011), Euromonitor 
International. 

345 Illicit Trade in Tobacco Products 2011 (December 2011), Euromonitor International, p.4. 

346 Illicit Tobacco Trade: Illegal Profits and Public Peril (October 2008), Campaign for Tobacco-Free Kids, See 
p.3, accessed at http://global.tobaccofreekids.org/files/pdfs/en/ILL_overview_en.pdf on April 3, 
2012. 
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(f) duration and enduring popularity – tobacco products have a long shelf life 
(they are not perishable in the same way food products are) and cigarettes 
have been a popular consumer product for a long time; 

(g) ease of storage – cigarettes can be palletized without the need to be stored in 
special conditions (they do not require refrigeration); 

(h) brand-switching habits of smokers – a segment of consumers are prepared 
to change brands (even from the lawful to the unlawful) in order to save 
money; and 

(i) physical attributes of the product: “the product is very light and easy to 
transport; small loads yield big profits.  It is also easy to conceal among other 
goods.”348 

269. Reflecting this final point, the ease by which illicit tobacco can be transported is 
an added logistical benefit.  Unlike the illicit trade of guns or clothing, tobacco and its 
packaging is light and malleable, and counterfeiters and smugglers can be innovative 
in how it is transported, as demonstrated in Figure 29 below.349  Indeed, one news 
article in the UK has stated that “among the vast array of items which criminals try 
to smuggle through Birmingham Airport are guns and knives, animals, drugs, 
prescribed medicines and false passports.  But it is illicit cigarettes, both genuine and 
counterfeit, which make up the bulk of the hauls seized by customs officers.  Hidden 
inside anything from teddy bears to oil paintings, children's lunch boxes to hollow 
computers, the smugglers are constantly trying to find increasingly imaginative 
ways to disguise their hauls.”350  

Figure 29. Sophisticated tobacco concealments 

 

 

 

 

 

 
347 Marketing Strategy for Illicit Tobacco (November 24, 2009), UK Department of Health and HMRC, pp.5 
and 41, accessed at 
http://webarchive.nationalarchives.gov.uk/20110314113412/http:/hmrc.gov.uk/pbr2008/IllicitTobacc
oMarketingStrategy.pdf on May 21, 2012.   

348 Illicit Trade in Tobacco Products – A World View (July 2010), Euromonitor International, p.4. 

349 Anti-Illicit Tobacco (January 31, 2011), HMRC, p.7, accessed at 
http://web1.wisetigerhosting.co.uk/~thetma/wp-content/uploads/2011/03/HMRC.pdf on April 4, 
2012. 

350 S. George, “Secrets of smuggled cigarettes,” BBC News (April 18, 2008), accessed at 
http://news.bbc.co.uk/1/hi/england/7194518.stm on April 3, 2012. 
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270. HMRC has recently made the same point.351  Illustrating the ease with which 
tobacco products can be transported, as well as the role of the Internet,352 HMRC has 
also reported an increase in the amount of postal smuggling of tobacco products into 
the UK.  For example: 

(a) “in 09/10, we seized over 68 million cigarettes and over 200 tons of [RYO] 
from postal traffic” (see also Table 7 below);353 and 

(b) “in the last year [07/08], we have also seen a concerted attempt to smuggle 
counterfeit tobacco products through the postal system” (as expressed by 
Table 7 below).354  

Table 7. Postal tobacco seizures in the UK 

Postal Seizures 2004/05 2005/06 2006/07 2007/08 2008/09* 

Cigarette Sticks 49m 120m 172m 311m 24m 

RYO (tons) 2.1 20.7 26.3 44.6 17.7 

                                                                                                                                             *Quarter 1 

Section summary  
271. This section has considered the general features of the illicit trade in tobacco, 
including the scale, nature, and factors contributing to this growing phenomenon.  
Clearly, this illegitimate trade is both global and evolving in its nature.   

272. Factors contributing to this trade include: the affordability of the lawful product 
versus the unlawful; the profit incentives to illicit traders; the ability to fake 
products, including ‘anti-counterfeiting’ markings; the consumer’s willingness to 
buy illicit products; insufficiently robust criminal penalties; and lack of adequate 
enforcement.  The OCGs often behind this illicit tobacco trade also have the ability to 
exploit global networks of contacts and to work closely with other gangs.  The funds 
created by the illicit tobacco trade are used to finance other serious criminal or 
terrorist activity. 
 
351 Tackling Tobacco Smuggling – Building on Our Success (April 2011), HMRC, p.7, accessed at 
http://www.hmrc.gov.uk/news/tackling-tobacco.htm on April 3, 2012. 

352 DG TAXUD has alluded to the problem of Internet sales and the disproportionate amount of time 
spent to detect these illicit items in postal packages: “The rise in cases to 79,112 [in 2010] is an all-time 
high and there certainly seems to be a link to increased sales via the internet.  The internet is a virtual 
marketplace offering all kinds of goods, many of which are genuine.  By simply clicking on the order 
button, consumers have their goods delivered to the front door.  However, the growth in on-line sales 
has opened up a new method of distribution for all kinds of IPR infringing goods.  Such goods may be 
of poor quality or even dangerous but are a challenge for customs to identify and intercept, and the 
administrative burden when one or two items are found is a package is disproportionate.”  See Report on 
EU Customs Enforcement of Intellectual Property Rights: Results at the EU Border - 2010, DG TAXUD, p.11, 
accessed at 
http://ec.europa.eu/taxation_customs/resources/documents/customs/customs_controls/counterfeit_
piracy/statistics/statistics_2010.pdf on April 4, 2012. 

353 “Anti-Illicit Tobacco” (January 31, 2011), HMRC, p.8, accessed at 
http://web1.wisetigerhosting.co.uk/~thetma/wp-content/uploads/2011/03/HMRC.pdf on April 4, 
2012. 

354 Tackling Tobacco Smuggling Together: An Integrated Strategy for HM Revenue & Customs and the UK 
Border Agency (2008), HMRC and UKBA. 
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273. Illicit traders enjoy business benefits of diversification and nimbleness, without 
the regulatory constraints faced by manufacturers of genuine products.  

274. A trend is the emergence and rampant growth of ‘illicit white’ products across 
global markets.  Certain counterfeiters and manufacturers of ‘illicit whites’ target 
smokers willing to buy cigarettes irrespective of whether duty has been paid. 

275. The next section of this report considers briefly the negative impacts associated 
with illicit tobacco trade, including those on the economy and the impact on society. 
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SECTION IV. NEGATIVE IMPACTS OF ILLICIT TRADE IN TOBACCO 
PRODUCTS 

Section overview  
276. While considered by some to be a ‘victimless crime,’ the illicit trade in tobacco 
products has far reaching and extremely serious negative impacts. 

277. This section of the report briefly summarizes the following negative impacts of 
this trade, specifically: 

(a) the negative impact on governments and taxpayers; 

(b) the detrimental influences on communities and society; 

(c) the costs to legitimate manufacturers and retailers;  

(d) the additional harmful effects on smokers; and 

(e) the profits made by OCGs.  

Negative impact on governments and taxpayers  
278. The direct loss to the state from the taxes that would have been paid on a lawful 
purchase of a genuine product is significant because, as noted above, in many 
markets (such as the UK) tax and duty represents most of the retail price.   

279. A number of commentators have discussed the negative impacts of this trade on 
government revenue.  Without commenting on the statistical reliability of 
estimations in the area of illicit trade for reasons given in Sections II and III, it should 
be noted that: 

Governments lose significant tax revenue to the illicit tobacco trade each 
year – in 2006 this loss was estimated at US$40-50 billion globally, more 
than the GDPs of two thirds of the world’s countries.355

In the EU alone, it is estimated to be at “about €10 billion…”356

280. Recent estimates from a retail group on the scale of illicit tobacco trade in 
Ireland found that “… this activity costs the Exchequer up to €750m per year in lost 
taxes.  This money flows right into the hands of criminals.”357 

 
355 L. Joosens and M. Raw, “Progress in combating cigarette smuggling: Controlling the supply chain,” 
Tobacco Control (September 10, 2008), p.3, accessed at 
http://tobaccocontrol.bmj.com/content/early/2008/09/10/tc.2008.026567.full.pdf+html on April 2, 
2012.  See also “Illicit trade in tobacco causes loss of government revenue and increases health 
problems,” Framework Convention Alliance, accessed at 
http://www.fctc.org/index.php?option=com_content&view=article&id=184:illicit-trade-in-tobacco-
causes-loss-of-government-revenue-and-increases-health-problems&catid=99:illicit-trade&Itemid=209 
on April 2, 2012. 

356 “Contraband and counterfeit cigarettes: Frequently asked questions,” European Commission (July 
15, 2010), accessed at 
http://europa.eu/rapid/pressReleasesAction.do?reference=MEMO/10/334&type=HTML on April 4, 
2012. 

357 “Exchequer losing €750 million on illegal cigarettes,” Irish Trucker (March 2, 2012), accessed at 
http://www.irishtrucker.com/news/exchequer-losing-750-million-on-illegal-cigarettes-008632 on April 
4, 2012. 
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281. There are also broader indirect losses to the state from the illicit tobacco trade.  
The lawful sale and purchase of tobacco products play an important role in the state 
economy: 

(a) On the supply side, every lawful sale of a tobacco product has a positive 
impact on the economy of the national and local economy where it is sold.  
Legitimate product will obviously be sold in a shop by a lawfully employed 
retailer (who pays income and other taxes to the state).  The lawful sale of 
tobacco products benefits all of those in the legitimate supply chain in that 
market – in many markets this may include the retailer, distributor, and 
manufacturer, all of whom pay tax.   

(b) On the purchase side, the lawful purchase of a tobacco product in a shop has 
broader economic benefits if – as often stated – smokers tend to buy other 
products when buying their cigarettes and they may not have otherwise 
bought these products.  The Scottish government has reinforced this view 
stating that “we know from extensive consultation with small tobacco 
retailers that footfall from customers purchasing tobacco is essential to the 
survival of their business.”358 

282.  A 2010 report suggested that “the illicit trade in tobacco products obstructs 
economic development.… [I]llicit trade means there is less money available for 
public services such as healthcare, education, defence, transport, and environmental 
concerns.”359  Reinforcing this concern, the UK Department of Health has explained 
that: 

Smuggling is estimated to cost taxpayers as much as £3 billion per year in 
lost revenue – money that would otherwise be spent on funding schools, 
hospitals and other important public services....360

The detrimental influences on communities and society 
283. As one commentator notes, “where the general public becomes aware that laws 
are not being complied with and no consequences arise, there is a general erosion of 
respect for legislation and enforcement authorities.  If people rarely hear of arrests 
and successful prosecutions of those involved in illicit trade, then the perception will 
spread both that enforcement authorities are ineffective and that the law doesn’t 
really matter.”361 

284. According to the UK Department of Health, “the availability of cheap illicit 
tobacco is thought to have a major impact on social inequalities.  Increased tobacco 
 
358 “Tobacco and primary medical services (Scotland) Bill Q&A,” (January 2009), Scottish Government 
Tobacco Control Unit, accessed at  
http://www.scotland.gov.uk/Topics/Health/health/Tobacco/tobacco-bill/q-a on April 4, 2012. 

359 The Illicit Trade in Tobacco Products and How to Tackle It (June 13, 2011), ITIC, p.13, accessed at 
http://www.iticnet.org/Public/PublicDocLanding.aspx?id=41&type=Brussels on March 25, 2012. 

360 New Responses to New Challenges: Reinforcing the Tackling Tobacco Smuggling Strategy (March 2006), 
HMRC, p.5, accessed at http://www.thecre.com/ccsf/wp-
content/uploads/2011/06/New_responses_to_new_challenges_reinforcing_Tackling_Tobacco_Smuggl
ing_Strategy.pdf on April 4, 2012. 

361 The Illicit Trade in Tobacco Products and How to Tackle It (April 19, 2011), ITIC, p.21, accessed at 
http://www.iticnet.org/Public/PublicDocLanding.aspx?id=41&type=Brussels on March 25, 2012. 
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prices particularly affect the poorest groups which have higher rates of smoking.  
They are less able to afford to pay higher prices and therefore have the greatest 
incentive to reduce their consumption or give up as a result of the high prices.  This 
also means, however, that they also have the greatest incentive to source tobacco 
products from the illicit market.”362  

285. Others have echoed these concerns.  The Royal Canadian Mounted Police has 
published a report which explained the negative societal consequences of buying and 
selling illegal tobacco trade.  This report emphasized that illicit trade:  

(a) erodes the respect for the law and minimizes the serious consequences of this 
type of criminal activity; 

(b) leads to the loss of millions in tax revenue to federal and provincial 
governments – money that could fund social programs, education, 
employment programs, and health care; 

(c) increases the tax burden for taxpayers; 

(d) prevents legitimate businesses from carrying out their activities in a climate 
of fair competition; and 

(e) encourages young people to take up smoking through unrestricted access to 
inexpensive cigarettes.363 

286. As discussed in Section III, children and young people are particularly 
susceptible to illicit tobacco.  Not only does this vulnerability raise concerns about 
children’s access to tobacco, but it also risks exposing them to criminal activity.  
Some commentators have discussed this further: 

(a) “[I]llicit market actors easily navigate between licit and illicit worlds, 
investing in legitimate industry and integrating themselves into communities, 
where they erode supply chain integrity and destabilize institutions through 
bribery, coercion, and corruption.  In some cases, they even establish 
themselves as seemingly altruistic providers of security and basic services.”364 

(b) “Children who buy cheap tobacco can come into contact with criminals.  
Some children are talked into selling cheap cigarettes on to school mates.  
People selling cheap tobacco are more likely to be selling other things illegally 
(DVDs, alcohol), exposing our children to more dangers.”365 

 
362 ACS Consultation Response on the ‘Future of Tobacco Control’ (August 2008), UK Association of 
Convenience Stores, p.2.  

363 “Illegal tobacco: What YOU should know!,” Royal Canadian Mounted Police, accessed at 
http://www.rcmp-grc.gc.ca/pubs/tobac-tabac/tobacco-tabac-broch-eng.htm on April 4, 2012. 

364 Speech by D. Luna, Director for Anticrime Programs, US Bureau of International Narcotics and Law 
Enforcement Affairs, “Reducing illicit arbitrage opportunities for cleaner markets and supply chains” 
(September 14, 2011), accessed at http://www.state.gov/j/inl/rls/rm/172357.htm on April 4, 2012. 

365 “What is cheap or illegal tobacco,” UK Department of Health and Smokefree South West 2011, 
accessed at http://www.stop-illegal-tobacco.co.uk/illegal-tobacco.aspx on March 28, 2012. 
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(c) “Cheap tobacco sold in your local pub or playground can often be traced to 
criminal gangs.  The illegal tobacco trade is linked to serious organised crime 
and profits strengthen gangs and their grip on vulnerable people.”366 

(d) “In Portsmouth, illegal tobacco sales take place everyday in pubs, at car boot 
sales, outside schools, in workplaces and amongst friends and family.”367 

287. There are other broader consequences of the existence of illicit tobacco in 
society.  Due to its image as a ‘soft crime’ and the tempting profit incentives (as 
discussed in Section III), there appears to be a growing danger in the UK that young 
people, particularly young women, are being targeted by criminal gangs as ‘mules’ 
to smuggle illicit tobacco: 

(a) “[P]eople are being paid by criminal gangs to do fag runs through the airport 
– they take out empty suitcases and bring them back full of illicit tobacco.… 
[O]ne case includes a mum who was caught on Christmas Day trying to 
smuggle illegal cigarettes to pay back a loan shark who had loaned her 
money so she could buy her young daughter Christmas presents.”368 

(b) “This worrying trend was highlighted by the recent case of four North East 
schoolgirls, who were caught smuggling more than 200,000 illegal cigarettes 
back into the UK – estimated to be worth more than £40,000 in excise duty 
and VAT alone.  The girls, aged just 15 and 16 at the time, jetted out from 
Newcastle airport to various holiday resorts and returned to different UK 
airports the following day with luggage packed full of cigarettes.”369 

288. In relation to the young women described above and all others involved in the 
illicit trade, there is a real danger that their involvement leads them towards other 
acts of criminality.  

The costs to legitimate manufacturers and retailers 
289. Linked with the impact on government is the impact of illicit trade on legitimate 
businesses, which play an integral role in the functions of a State’s economy. 

290. Increases in counterfeit and illicit product will shift revenue from legitimate 
manufacturers and jobs from the highly skilled workforce they employ, as well as 
wholesalers and retailers, to criminals.  Legitimate retailers are already losing out on 
business to those involved in illicit tobacco trade.  

 
366 “Why illegal tobacco is an issue,” UK Department of Health and Smokefree South West 2011, 
accessed at http://www.stop-illegal-tobacco.co.uk/illegal-tobacco/why-is-it-an-issue.aspx on April 4, 
2012. 

367 “Counting the real cost of illicit tobacco in Portsmouth,” (September 30, 2010), NHS Portsmouth, 
accessed at  http://www.portsmouth.nhs.uk/Default.aspx.LocID-01pnew01i.RefLocID-01p009.Lang-
EN.htm on April 4, 2012. 

368 A. McKeegan, “Crackdown on gangs who sell fake cigs to children,” Manchester Evening News (June 
22, 2010), accessed at 
http://menmedia.co.uk/manchestereveningnews/news/s/1260049_crackdown_on_gangs_who_sell_f
ake_cigs_to_children on April 4, 2012. 

369 “How was illegal tobacco used to lure young girls into crime?,” Illegal Tobacco – Keep It Out, 
accessed at http://www.keep-it-out.co.uk/real-life-stories/young-girls-lured-into-crime-by-gangs.aspx 
on April 4, 2012. 
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291. The UK Association of Convenience Stores regularly cites this trade as a 
concern.  The ACS submission to the UK Department of Health consultation entitled 
“Future of Tobacco Control” stated, “[T]here is a thriving, multi million pound trade 
in bootlegged and counterfeit tobacco, and this trade is most prevalent in deprived 
communities.”370  A recent campaign undertaken by Trading Standards warned 
retailers of the risks of illicit tobacco on their businesses:  

Tobacco and alcohol smuggling creates a cheap and unregulated supply 
chain operated by criminals.  This damages honest businesses, whose 
trade is reduced when smugglers undercut them by evading tax.371

292. The risks posed to legitimate business by the illicit tobacco trade are expressed 
below: 

(a) The HMRC Assistant Director of Criminal Investigation described a recent 
anti-smuggling activity as, “[resulting] in the seizure of millions of illicit 
cigarettes in all likelihood eventually destined for the Cheshire and 
Merseyside areas.  Smuggling has a devastating impact on honest retailers 
forced to compete with the shadow economy in these hard times.”372 

(b) “The scale of the problem has serious implications for legitimate trade.  A 
survey of readers by Independent Retail News found that 22% of retailers 
believed that they were losing up to £500 per week, and a further 8% believed 
that they were losing up to £1000 per week to local black market retailers.  
Although the impact is cyclical – legitimate sales are at their lowest when a 
new illicit shipment arrives in the area – the loss of revenue can severely 
impact small business, even driving them out of business completely.”373 

(c) “[S]mall retailers are among the worst hit by easily available illicit cigarettes.  
In the UK, the illicit tobacco products trade is reported as having a 
devastating effect on local retailers who have to compete with the black 
market economy.  Shopkeepers, wholesalers and distributors are estimated to 
be losing £230 million to smugglers annually.”374 

The additional harmful effects on smokers  
293. Regulators and public health officials are concerned that smokers could be 
exposed to greater health risks by consuming an illicit product.  Legitimate tobacco 
manufacturers are required to comply with applicable industry and best practice 
 
370 ACS Consultation Response on the ‘Future of Tobacco Control’ (August 2008), Association of Convenience 
Stores, p.2.  

371 Trading Standards Tobacco Control (Summer 2011), London Trading Standards Authorities, accessed at 
http://www.newham.gov.uk/NR/rdonlyres/FA1EC801-7022-491A-9D61-
20C7AFE14BD2/0/UASmailshotJuly2011.pdf on April 4, 2012. 

372 “HMRC stop 10-million illegal cigarettes hitting Merseyside streets,” Illegal Tobacco – Keep It Out, 
accessed at http://www.keep-it-out.co.uk/latest-news/hmrc-stop-10-million-illegal-cigarettes-hitting-
merseyside-streets.aspx on April 4, 2012. 

373 Report on the Progressive Vision Anti-Illicit Trade Summit (January 31, 2011), Progressive Vision, p.6, 
accessed at http://web1.wisetigerhosting.co.uk/~thetma/wp-content/uploads/2011/03/PV.pdf on 
April 4, 2012. 

374 The Illicit Trade in Tobacco Products and How to Tackle It (June 13, 2011), ITIC, p.13, accessed at 
http://www.iticnet.org/Public/PublicDocLanding.aspx?id=41&type=Brussels on March 25, 2012. 
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standards in the manufacture, sale, and presentation of tobacco products.  This 
includes the reporting of ingredients use to regulators.  Obviously, counterfeit 
traders are not subject to any of these restrictions.   

294. One UK public health official (Deputy Director of Public Health for NHS 
Tameside and Glossop, Elaine Michel) has explained the point in these terms: 

Tobacco sales in this country are now tightly regulated so people do at 
least receive a full warning about the health risks they are exposing 
themselves to.  None of this applies to illegal tobacco, so the danger for 
young people taking up the habit is even greater.  If you buy illegal 
tobacco you are funding this deadly trade, and increasing the risks for 
young people.…375

295. The UK Department of Health has previously stated that “a significant amount 
of tobacco worldwide is sold illegally, avoiding tax.  The result is a continuing 
supply of very cheap cigarettes, which undermines the benefits of high taxation in 
reducing tobacco use and ultimately presents a significant threat to public health in 
many countries, including the UK.”376 

296. A 2004 report prepared by HMRC found that public awareness of the risks of 
counterfeit cigarettes in the UK was very low, with 81% of those surveyed believing 
they were consuming a legitimate product.  These consumers also admitted that they 
would not know how to tell the difference between legitimate and counterfeit 
tobacco.377  This consumer survey resulted in a 2008 publicity campaign by the UK 
Department of Health, in conjunction with HMRC, to raise consumer awareness on 
the risks posed by consuming illicit cigarettes (see Figure 30 below).378 

 
375 “It’s all in Ukrainian” New warning on health messages over illegal tobacco (February 10, 2011), NHS 
Tameside and Glossop, accessed at  
http://www.tamesideandglossop.nhs.uk/templates/page____4586.aspx on March 28, 2012. 

376 Consultation on the Future of Tobacco Control (May 31, 2008), UK Department of Health, p.21, accessed at 
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalasset/dh_085651
.pdf on April 4, 2012. 

377 Counterfeit Cigarette Report 2004, HM Customs & Excise, p.17, accessed at  http://www.hm-
treasury.gov.uk/media/3/C/counterfeit_cigarettes_2004.pdf on April 4, 2012. 

378 Tackling Tobacco Smuggling Together (December 2009), HMRC, p.8, accessed at 
http://www.iticnet.org/Public/PublicDocLanding.aspx?id=41&type=Brussels on April 4, 2012. 
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Figure 30. Previous publicity campaign 

 
297. A research team at the University of St Andrews in Scotland undertook an 
investigation into the ingredients used in counterfeit cigarettes that had been seized 
by UK enforcement agencies over a 14 month period.  The lead researcher summed 
up their findings: 

[O]ur investigation into UK tobacco products found that counterfeit 
cigarettes are substantially contaminated with toxic elements such as 
arsenic and lead compared with genuine brands.  Over a period of 14 
months we found cadmium in counterfeits to average more than five 
times the concentrations in genuine brands.  Other metals were similarly 
enriched.  This is very worrying for the health of those who are heavy 
and habitual smokers of counterfeits.  These products are not just cheap, 
they are also very nasty.379

298. Other commentators in the area have discussed the increased health problems 
alleged from the consumption of counterfeit cigarettes: 

(a) “Inhaling the knock-off cigarettes, however, may do even more damage than 
their legitimate counterparts.  Lab tests show that Chinese counterfeits emit 
higher levels of dangerous chemicals than brand-name cigarettes: 80% more 
nicotine and 130% more carbon monoxide, and contain impurities that 
include insect eggs and human feces.  And by targeting smokers with cheap 
cigarettes, health authorities fear the counterfeit influx diminishes incentives 
to quit.  The US Center for Disease Control studies show that every 10% 
increase in cigarette prices causes a 4% drop in consumption.”380  

 
379 The Dangers of Counterfeit Cigarettes (December 15, 2004), University of St Andrews, accessed at  
http://www.st-andrews.ac.uk/news/archive/2004/Title,42894,en.html on April 4, 2012. 

380 J. Chang, Senior Intellectual Property Counsel of General Electric Company for Asia, Personal 
Interview, January 5, 2011.   
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(b) Bruce Levinson of the Center for Regulatory Effectiveness in the US also 
reported that counterfeit cigarettes differ from genuine cigarettes in three key 
ways: (1) levels of metals present (e.g., lead, cadmium, and thallium); (2) 
levels of tar/nicotine/carbon monoxide; and (3) presence of miscellaneous 
contaminants (e.g., camel dung).381  

(c) Following a seizure of 600,000 Jin Ling cigarettes in December 2011, an 
HMRC spokesperson stated, “[C]ustoms has run across counterfeit Jin Ling 
cigarettes before and tests have found such cigarettes had contained traces of 
materials including rat poison and rat excrement.”382 

(d) Julie O'Boyle, speciality registrar in public health at NHS Nottingham City, 
said: “[T]hese Jin Ling cigarettes have been circulating around the world…. 
[W]hen they are seized, some of them contain asbestos and other substances.  
These are cigarettes that are run by gangs who want to make a profit and will 
mix them with anything.”383 

299. As noted above in Section III,  a UK local government health authority website 
warns about this problem on its website entitled “‘It's all in Ukrainian’ New warning 
on health messages over illegal tobacco,” and cautions that illicit trade products may 
have “either no health warnings at all, or [warnings] written in Ukrainian, Russian, 
Chinese or Danish.”384  

The profits made by OCGs 
300. As discussed in Sections II and III above, OCGs are particularly active in the 
production and distribution of illicit trade products.  This is especially true of illicit 
cigarettes.  Counterfeit cigarettes are said to benefit the Real IRA, the PKK, 
Hezbollah, and al Qaeda.385  As discussed in more detail in Section III, the profits of 
illicit tobacco are often used to finance other serious criminal or terrorist activity, 
including prostitution, human trafficking, or trading in lethal weapons.   

Section summary 
301. This section has briefly considered the negative impacts of illicit tobacco trade 
on various segments of the community.  Even this brief overview makes it clear that 

 
381 An Inquiry into the Nature, Causes, Impacts of Contraband Cigarettes (January 2011), Bruce Levinson, 
p.12, accessed at 
http://www.fda.gov/downloads/AdvisoryCommittees/CommitteesMeetingMaterials/TobaccoProdu
ctsScientificAdvisoryCommittee/UCM243625.pdf on April 4, 2012. 

382 “HMRC raid uncovers £120k of illegal cigarettes,” Peterborough Evening Telegraph (December 16, 
2011), accessed at http://www.thecre.com/cc/?p=662 on April 4, 2012.   

383 “Illegal cigarettes known to have contained asbestos found in Nottingham,” (April 8, 2011), This Is 
Nottingham, accessed at http://www.thisisnottingham.co.uk/ll-kill-quicker/story-12170291-
detail/story.html on April 4, 2012. 

384 “It’s all in Ukrainian” New warning on health messages over illegal tobacco (February 10, 2011), NHS 
Tameside and Glossop, accessed at  
http://www.tamesideandglossop.nhs.uk/templates/page____4586.aspx on March 28, 2012. 

385 Tobacco and Terror: How Cigarette Smuggling is Funding our Enemies Abroad (2008), Republican Staff of 
the US House Committee on Homeland Security, p.1, accessed at 
http://www.foxnews.com/projects/pdf/ 
Cigarette_smuggling_042408.pdf on April 4, 2012. 
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there are many harmful effects from the illicit tobacco trade.  In short, this trade is 
detrimental to the funding of public services, damaging to legitimate businesses, and 
undermines the respect for the law in communities where illicit tobacco is prevalent.  
The next section considers the current measures used to combat this illicit trade and 
discusses further ideas to curtail its growth.  
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SECTION V. 
EXISTING FRAMEWORK OF MEASURES TO TACKLE 

ILLICIT TOBACCO TRADE 

Section overview 
302. The illicit trade in tobacco products is a global problem that requires a multi-
level response.  Therefore, collaboration at the national, regional, and international 
level between regulators (who set tobacco control and excise measures), enforcement 
agencies, and those who operate within the legitimate product supply chain is critical 
to tackling this problem. 

303. A solution to eradicating illicit trade would need to be multi-faceted and 
targeted at all those currently profiting from it.  Therefore, while the existing efforts 
described in this section form an important part of the solution, these measures will 
be inherently incomplete if small- and medium-sized enterprises are not included.  
Regrettably, at this time, an array of other smaller manufacturers may never, and 
counterfeiters will never, be subject to the framework of measures between 
regulators and major manufacturers of genuine product.  

304. Noting the incomplete nature of the existing measures (and recognizing that it 
is beyond the scope of this report to detail all of the anti-illicit trade efforts that have 
taken place), Section V summarizes some of the key recent collaborative efforts to 
date:   

(a) Paragraphs 306 to 315 review the WCO’s and the WHO’s efforts to harmonize 
the fight against illicit trade at the global level.  

(b) Paragraphs 316 to 329 consider the regional cooperation that exists at the 
European level.  

(c) Paragraphs 330 to 335 discuss the agreements between national governments 
and manufacturers of genuine product to formalize their collaboration efforts, 
using devices such as Memoranda of Understanding (MOUs).  

(d) Paragraphs 336 to 340 propose a number of issues to consider in formulating 
future efforts to tackle illicit trade at the local, national, and international 
level.   

305. Figure 31 illustrates the varied governance that attempts to curb the growth of 
the illegitimate tobacco trade.  
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Figure 31. Governance framework 
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International collaboration  
WCO  

306. Since 1952, the WCO386 has been responsible for examining technical aspects of 
customs systems,387 circulating information on regulations,388 and proposing draft 
conventions for harmonized procedures.389   

307. With regard to the illicit trade in tobacco, the WCO plays an important role in 
highlighting “observed trends and patterns, as well as initiatives undertaken by 
Members to counteract the illicit trade in tobacco products, thus assisting in the anti-
smuggling efforts of Customs administrations world-wide.”390  

308. Members of WCO regularly exchange information on customs seizures using its 
24-hour database, the Customs Enforcement Network, allowing the WCO to quickly 
identify new patterns in product origins, destinations, products, and transport 
methods.391  One WCO initiative, known as “Project Crocodile,” led to increases in 
both the frequency and quantity of seizures.392   

 
386 The WCO includes 177 member administrations processing 98% of world trade: see History, WCO, 
accessed at http://www.wcoomd.org/home_about_us_auhistory.htm on March 29, 2012. 

387 Convention Establishing a Customs Cooperation Council (Signed in Brussels, December 15, 1950), Article 
III(b), accessed at 
http://www.wcoomd.org/files/1.%20Public%20files/PDFandDocuments/Conventions/convccc.pdf 
on March 29, 2012. 

388 Ibid., Article III(f). 

389 Ibid., Article III(c). 

390 Customs and Tobacco Report (2009), WCO, p.2, accessed at 
http://www.wcoomd.org/files/1.%20Public%20files/PDFandDocuments/Reports/Extract_TobaccoRe
port2009.pdf on March 29, 2012. 

391 WCO in Brief (2009), WCO, pp.2-3, accessed at 
http://www.wcoomd.org/files/1.%20Public%20files/PDFandDocuments/About%20Us/DEPL%20O
MD%20UK%20A4.pdf on March 29, 2012. 

392 Ibid., p.6. 
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309. More recently (albeit in a non-tobacco context), as part of “Operation Vala,” the 
WCO’s coordination of the customs administrations in East and Southern Africa 
resulted in the stopping of 24 containers and seizing of more than 100,000 counterfeit 
items destined for sale at the 2010 FIFA World Cup.393  This exchange of information 
forms part of the WCO’s broader strategy of cooperation with international and 
regional partners such as INTERPOL, OLAF, and Europol.  

The WHO Framework Convention on Tobacco Control (FCTC)  

310. The FCTC is a WHO treaty including more than 170 signatories providing for 
cooperation in tobacco control at a global level.  Article 15, in particular, deals with 
illicit trade in tobacco products (as part of the effort to reduce the supply of all 
tobacco products) and recognizes that the elimination of all forms of illicit trade in 
tobacco products is an “essential component” of tobacco control.  In summary, the 
FCTC obliges the parties: 

(a) to ensure that unit packets and packages of tobacco products sold in its 
domestic market carry the statement “sales only allowed in (insert name of 
the country, sub-national, regional or federal unit)” or carry any other 
effective marking that indicates or would assist authorities to determine 
whether the product is legally for sale on the domestic market (Article 15.2a); 

(b) to consider developing a practical tracking and tracing regime that would 
further secure the distribution system and assist in the investigation of illicit 
trade (Article 15.2b); 

(c) to monitor and collect cross-border trade data on tobacco products, including 
illicit trade; and exchange information among customs, tax, and other 
authorities, as appropriate, and in accordance with national law and relevant 
applicable bilateral or multilateral agreements (Article 15.4a); 

(d) to adopt measures to enable the confiscation of profits derived from the illicit 
trade in tobacco products (Article 15.4e); and  

(e) to promote cooperation between national agencies, as well as relevant 
regional and international intergovernmental organizations relating to 
investigations, prosecutions, and proceedings of the illicit trade in tobacco 
products (Article 15.6).394 

311. The FCTC provisions regarding illicit trade are extended in the Draft Protocol.   
The Intergovernmental Negotiating Body (INB) was established in 2008 to discuss 
and finalize the text of the Draft Protocol.  After four years of negotiations, the INB 
agreed on a text for the Draft Protocol on April 4, 2012.  The text will be submitted to 
the Conference of the Parties for consideration and adoption in November 2012.395   

 
393 “Africa’s efforts to combat fake trade during 2010 FIFA World Cup applauded,” (July 28, 2010), 
WCO, accessed at http://www.wcoomd.org/press/?v=1&lid=1&cid=7&id=223 on March 29, 2012. 

394 WHO Framework Convention on Tobacco Control (2005) , WHO, pp.13-15, accessed at   
http://whqlibdoc.who.int/publications/2003/9241591013.pdf on March 30, 2012. 

395 “New protocol proposed to address illicit trade in tobacco products,” (April 4, 2012), WHO 
Framework Convention on Tobacco Control, accessed at 
http://www.who.int/fctc/Press_release_04April2012.pdf on April 20, 2012.  
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312. The Draft Protocol has been broadly welcomed as an opportunity to address 
illicit trade at a global level.  However, others have previously pointed to the fact 
that, while the initiative for a Draft Protocol is to be supported, the “current version 
of the text appears to require significant improvements in various respects.”396  For 
instance, major manufacturers have previously expressed concerns about the 
possibility of distinctions being made between different-sized enterprises in the 
supply chain regarding the scope of licensing.397  The Draft Protocol had, before 
recent changes, envisaged that the proposed measures cover only some of the largest 
legitimate manufacturers.  Excluding certain manufacturers based on size would 
have limited the practical ability of the Draft Protocol to provide a truly 
comprehensive solution to the issue.  While the most recent draft no longer contains 
such a distinction, the Protocol remains a draft and the final position is unknown.  
Further, the risk of inconsistency in the way the Draft Protocol is applied in practice 
remains (as noted in a March 2012 report: “the current solution leaves excessive 
discretionary powers to State Parties… it is likely that a medley of national solutions 
will arise.”398).  Given the broad discretionary powers provided, the way in which 
the countries implement their obligations into local regulations will dictate the 
outcome of the Draft Protocol.  

313. In addition, measures like the Draft Protocol will, by definition, extend only to 
the manufacturers within the territory of those countries that ratify the Draft Protocol 
and will not apply at all to others, notably counterfeiters.  It is also important to note 
that the US (although a significant illicit trade market itself) has not ratified the 
FCTC.399  

314. Even though a number of stakeholders have criticized the Draft Protocol in its 
current form, international action would be beneficial.  State-by-state responses are 
limited in dealing with the international criminal networks behind illicit trade in 

 
396 Analysis of the Draft Protocol to Eliminate Illicit Trade in Tobacco Products (March 2012), Transcrime, the 
Joint Research Centre on Transnational Crime of the Università Cattolica del Sacro Cuore of Milan and 
the University of Trento, p.5, accessed at http://transcrime.cs.unitn.it/tc/1047.php on April 2, 2012.  
The report is “funded and supported by Philip Morris International (Switzerland).”   
397 Article 6.5 of the Draft Protocol that stood at the close of the meeting on March 21, 2010 until the 
commencement of the next meeting on March 14, 2012, required each party to take necessary measures 
to ensure that it conducts due diligence of its manufacturers and customers “while avoiding any 
unnecessary burden, in particular on small or medium-sized businesses....”  The Draft Protocol did not 
define what constitutes a “small-sized business” or “medium-sized business.”  See Draft Protocol to 
Eliminate Illicit Trade in Tobacco Products: Note by the Convention Secretariat (March 21, 2010), FCTC 
(FCTC/COP/INB-IT/4/7), p.15, accessed at http://apps.who.int/gb/fctc/E/index.html on March 30, 
2012. 

398 Analysis of the Draft Protocol to Eliminate Illicit Trade in Tobacco Products (March 2012), Transcrime, p.20, 
accessed at http://transcrime.cs.unitn.it/tc/1047.php on April 2, 2012.  Disparities between criminal 
provisions introduced by parties after the ratification of the Draft Protocol could be detrimental to 
international cooperation.  See, for example, Neil Boister, “The (UN-) systematic nature of the UN 
criminal justice system: The (NON) relationship between the Draft Illicit Tobacco Trade Protocol and the 
UN Convention against Transnational Organised Crime,” Criminal Law Forum, 21(3-4), 2010, pp.361-397, 
accessed at http://dx.doi.org/10.1007/s10609-010-9123-z on April 2, 2012.       

399 The US signed the FCTC in 2004 but has not ratified it yet: see Parties to the WHO Framework 
Convention on Tobacco Control, FCTC, accessed at 
http://www.who.int/fctc/signatories_parties/en/index.html on April 4, 2012. 
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tobacco products.400  Closing down one supply opportunity in a specific market is 
unlikely to impose a significant hindrance to OCGs who operate with a multi-faceted 
and flexible business model.  This need for international action is reflected in the 
following Draft Protocol statement:  

[E]ffective action to prevent and combat illicit trade in tobacco products 
requires a comprehensive international approach to, and close 
cooperation on, all aspects of illicit trade, including, as appropriate, illicit 
trade in tobacco and manufacturing equipment used in the manufacture 
of tobacco products….401 

315. It is clear that the FCTC and the Draft Protocol (when finalized and adopted) 
should form the basis for greater sharing of resources and intelligence between the 
government officials responsible for tackling illicit trade.  This collaboration would 
build on existing arrangements.  For instance, some international and regional 
organizations, as well as national customs authorities, now have liaison officers 
stationed in strategic locations across the world.402  The objective of this working 
arrangement is for the officers to work together with national enforcement agencies 
and the industry toward the common goal of detecting criminal activities.403  
However, practical difficulties of collaboration at an international level continue to 
exist.  Even with liaison officers in place, there are limits to the effectiveness and 
powers of such officers when operating in other countries. 

Regional cooperation 
The EU Cooperation Agreements with major manufacturers 

316. Although there are other examples of cooperation agreements between major 
manufacturers and governments (notably in Canada),404 the individual cooperation 
agreements in place in the EU (EU Cooperation Agreements) are the best example of 
initiatives that also operate at a regional level.   

 
400 Revenue’s Strategy on Combating the Illicit Tobacco Trade: 2011-2013 (June 2011), Irish Tax and Customs, 
accessed at http://www.revenue.ie/en/tax/excise/tobacco/tobacco-strategy.html on March 30, 2012.  
See also Tackling Tobacco Smuggling Together: An Integrated Strategy for HM Revenue & Customs and the UK 
Border Agency (2008), HMRC and UKBA. 

401 Draft Protocol to Eliminate Illicit Trade in Tobacco Products (April 4, 2012), FCTC, (FCTC/COP/INB-
IT/4/7), p.4, accessed at http://apps.who.int/gb/fctc/PDF/it5/FCTC_COP_INB-IT5_5-en.pdf on 
April 20, 2012.  Further, the Chief Policy Officer of the Hungarian National Tax and Customs Authority 
has noted that “to tackle illicit trade in tobacco products is a global challenge.  It has serious health, 
social, environmental and last but not least economic consequences.  To manage these wide-ranging 
negative effects of illegal trade effectively, a strong cooperation at national and international level is 
required”: see “Hungary’s best practices in successfully reducing the illicit trade in tobacco products 
shared,” Special Edition Bulletin: ITIC Publication: The Illicit Trade in Tobacco Products and How to Tackle It 
(June 13, 2011), ITIC, p.3, accessed at http://www.iticnet.org/Public/bulletins.aspx on March 30, 2012. 

402 The Illicit Trade in Tobacco Products and How to Tackle It (April 2011), ITIC, p.25, accessed at 
http://www.iticnet.org/Public/other_publications.aspx on March 30, 2012 on April 20, 2012.

403 HMRC refers to its “overseas fiscal crime liaison officer network”: see Anti-Illicit Tobacco Seminar 
(January 31, 2011), HMRC, p.12, accessed at http://web1.wisetigerhosting.co.uk/~thetma/wp-
content/uploads/2011/03/HMRC.pdf on March 14, 2012. 

404 “Comprehensive settlement agreements with tobacco companies,” Canada Revenue Agency, 
accessed at http://www.cra-arc.gc.ca/gncy/tbcc/menu-eng.html on March 30, 2012. 

 111 

http://www.revenue.ie/en/tax/excise/tobacco/tobacco-strategy.html
http://apps.who.int/gb/fctc/PDF/it5/FCTC_COP_INB-IT5_5-en.pdf
http://www.iticnet.org/Public/bulletins.aspx
http://www.iticnet.org/Public/other_publications.aspx
http://web1.wisetigerhosting.co.uk/%7Ethetma/wp-content/uploads/2011/03/HMRC.pdf
http://web1.wisetigerhosting.co.uk/%7Ethetma/wp-content/uploads/2011/03/HMRC.pdf
http://www.cra-arc.gc.ca/gncy/tbcc/menu-eng.html


 

317. Because of large discrepancies in the prices of tobacco products and porous 
borders between EU Member States and their non-EU neighbors,405 an estimated €10 
billion is lost each year in EU tax revenues.406  Illegitimate trade also damages 
legitimate businesses across the supply and distribution channels.  This demonstrates 
the need for concerted action between various stakeholders (e.g., national 
governments, regional/international organizations, and tobacco manufacturers).   

318. Actions taken by EU institutions reflect the need to work with major 
manufacturers of tobacco products.  In fact, the European Commission has entered 
into agreements with four leading tobacco product manufacturers (i.e., Philip Morris 
International (PMI), JTI, British American Tobacco (BAT), and Imperial Tobacco 
Limited (ITL)).407   

319. Although the allegations in question are beyond the scope of this report, we 
consider it appropriate to note that a number of historic and current allegations have 
been made that tobacco product manufacturers have been complicit in the illicit 
market or have failed to exercise full control over their supply chain.  An illustration 
of the historic allegations can be seen in the official press release accompanying the 
first EU Cooperation Agreement between the EU and PMI, which notes “the parties’ 
resolution of all past disputes relating to contraband cigarettes.”408   

 
405 See in particular Article 30 of the Consolidated Version of the Treaty Establishing the European 
Community, accessed http://eur-
lex.europa.eu/en/treaties/dat/12002E/htm/C_2002325EN.003301.html on March 30, 2012 

406 “EU-China cigarette conference in Beijing 14-16 December OLAF and Chinese authorities join forces 
to fight cigarette smuggling from Asia,” (December 16, 2011), OLAF, accessed at 
http://europa.eu/rapid/pressReleasesAction.do?reference=OLAF/11/18&format=HTML&aged=0&la
nguage=EN&guiLanguage=en on March 30, 2012.  See also “Contraband and counterfeit cigarettes: 
Frequently asked questions,” (July 15, 2010), European Commission, accessed at  
http://europa.eu/rapid/pressReleasesAction.do?reference=MEMO/10/334&type=HTML on March 
30, 2012. 

407 See (i) EU-PMI Anti-Contraband and Anti-Counterfeit Agreement (July 9, 2004), accessed at 
http://ec.europa.eu/anti_fraud/documents/cigarette-smugg-2004/agreement_2004.pdf on March 30, 
2012; (ii) EU-JTI Cooperation Agreement (December 14, 2007), accessed at 
http://ec.europa.eu/anti_fraud/documents/cigarette_smug/2007/cooperation_agreement.pdf on 
March 30, 2012; (iii) EU-BAT Cooperation Agreement (July 15, 2010), accessed at 
http://ec.europa.eu/anti_fraud/documents/cigarette_smug/2010/bat_main_agreement.pdf on March 
30, 2012; and (iv) EU-ITL Cooperation Agreement (September 27, 2010), accessed at 
http://ec.europa.eu/anti_fraud/documents/cigarette_smug/2010_i/agreement_sept_2010.pdf on 
March 30, 2012. 

408 “Ending past disputes,” European Commission and Philip Morris International sign 12-year agreement to 
combat contraband and counterfeit cigarettes (July 9, 2004), European Union Delegation to the US, accessed 
at http://www.eurunion.org/eu/2004-News-Releases/EU/NR-110/04-EUROPEAN-COMMISSION-
AND-PHILIP-MORRIS-INTERNATIONAL-SIGN-12-YEAR-AGREEMENT-TO-COMBAT-
CONTRABAND-AND-COUNTERFEIT-CIGARETTES.html on March 30, 2012.  The text under the 
heading “Ending past disputes” states: “While all these provisions are forward-looking, the Agreement 
also contains the parties’ resolution of all past disputes relating to contraband cigarettes.  In particular, 
the Agreement also brings to an end all litigation between the European Community and the ten EU 
Member States and [PMI] relating to contraband cigarettes.  The Agreement also resolves [PMI’s] case 
against the European Commission pending on appeal before the European Court of Justice.  The 
Commission is always prepared to have discussions with manufacturers who are willing to commit the 
necessary resources to improve ways to combat illegal trade in their products and associated criminal 
activity, such as money laundering.  Producers also have a responsibility to fight illegal trade in their 
products.  This Agreement should therefore serve as a model for other cigarette companies.” 
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320. While the specifics of the terms agreed with particular manufacturers in each of 
the four EU Cooperation Agreements differ, the underlying objectives are essentially 
the same.  The parties agreed to fight illicit trade through an integrated system in 
which the tobacco manufacturers work closely with the European Commission, 
OLAF, and national law enforcement agencies by: 

(a) “vigorously investigating cigarette counterfeiting in close cooperation with 
the EU Member States and law enforcement officials in critical locations 
worldwide”; 

(b) “targeting and interrupting the production of counterfeit cigarettes with the 
goal of preventing counterfeit cigarettes from being introduced into the 
European Community”; and 

(c) “recording and pursuing seizures of counterfeit cigarettes in the European 
Community to identify the source of the product and other relevant 
information.”409 

321. The EU Cooperation Agreements also required a number of processes, such as 
“know your customer” and “tracking and tracing” described below, to tighten the 
control over the major manufacturers’ supply chains.  These processes were 
established partly to address concerns about cigarettes being purchased by those in 
the supply chain for sale outside the intended retail market.  However, these 
processes bind only the big four tobacco products manufacturers who are party to 
the European Cooperation Agreements.   

Know your customer (KYC) and supply chain monitoring  

322. To address the concerns raised above, the EU Cooperation Agreements 
required a formal KYC program, which aims to ensure that a manufacturer’s product 
is sold only to customers whose identity is known and whose commitment to fully 
comply with all relevant laws and standards has been verified.  While the specifics of 
this obligation vary among the EU Cooperation Agreements, the provisions 
generally relate to the collection, verification, and regular updating of detailed 
information on customers, including numbers of employees, information on any 
criminal offenses, and the bank accounts used for payments of products sold.410 

323. Once the identity of a customer has been verified and approved, the EU 
Cooperation Agreements require ongoing monitoring of the customer to ensure full 
compliance.  For example, the EU-PMI agreement obliges PMI to undertake “follow-

 
409 Ibid.   

410 See (i) EU-PMI Anti-Contraband and Anti-Counterfeit Agreement (July 9, 2004), Article 2.01, 
accessed at  http://ec.europa.eu/anti_fraud/documents/cigarette-smugg-2004/agreement_2004.pdf on 
March 30, 2012; and also EU-PMI Anti-Contraband and Anti-Counterfeit Agreement (July 9, 2004), 
Appendix B (Protocols 2 and 3), accessed at  http://ec.europa.eu/anti_fraud/documents/cigarette-
smugg-2004/appendix_b.pdf on March 30, 2012; (ii) EU-JTI Cooperation Agreement (December 14, 
2007), Article 5 and Annex 3, accessed at 
http://ec.europa.eu/anti_fraud/documents/cigarette_smug/2007/cooperation_agreement.pdf on 
March 30, 2012; (iii) EU-BAT Cooperation Agreement (July 15, 2010), Art 4.5 and Appendix A, accessed 
at http://ec.europa.eu/anti_fraud/documents/cigarette_smug/2010/bat_main_agreement.pdf on 
March 30, 2012; and (iv) EU-ITL Cooperation Agreement (September 27, 2010), Schedule 1, accessed at 
http://ec.europa.eu/anti_fraud/documents/cigarette_smug/2010_i/agreement_sept_2010.pdf on 
March 30, 2012. 
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up due diligence” at least once a year.411  The EU-JTI agreement calls for regular 
documented visits to certified customer and contractor sites to inspect their 
operations.  These EU Cooperation Agreements specifically require manufacturers to 
terminate business relations with any customer and/or contractor if there is 
sufficient evidence that the firm in question engages in illegal activities. 

324. While the FCTC does not specifically require manufacturers to put in place a 
KYC program, it obliges parties to “endeavor to adopt and implement further 
measures including licensing, where appropriate, to control or regulate the 
production and distribution of tobacco products in order to prevent illicit trade.”412  
The Draft Protocol requires each party to conduct due diligence to confirm the 
identity of those engaged in the supply chain of tobacco, tobacco products, and 
manufacturing equipment before the commencement of and during the course of the 
business relationship.  Article 7.2 of the Draft Protocol sets out this information to be 
obtained as part of this due diligence.413 

Tracking and tracing procedures 

325. The EU Cooperation Agreements place major emphasis on the further 
development of tracking and tracing technology414 that can follow a genuine product 
through its legitimate supply chain and envisages a system that allows for the 
following set of information to be made available:  

 
411 PMI’s follow-up due diligence involves reiterating, among other things, PMI’s commitment to 
cooperate with the relevant authorities, including OLAF, and the fact that the contractor may only 
purchase cigarettes in amounts that are commensurate with the demand in the intended market: see 
EU-PMI Anti-Contraband and Anti-Counterfeit Agreement (July 9, 2004), Appendix B, Protocol II, 
2.03(g)-(i), accessed at  http://ec.europa.eu/anti_fraud/documents/cigarette-smugg-
2004/appendix_b.pdf on March 15, 2012. 

412 WHO Framework Convention on Tobacco Control (2005) , WHO, Article 15(7), accessed at   
http://whqlibdoc.who.int/publications/2003/9241591013.pdf on March 30, 2012.  Further, Article 5.1 
of the Draft Protocol states that manufacturers of tobacco products/manufacturing equipment and 
importers/exporters of tobacco products/manufacturing equipment must be licensed in accordance 
with national law.  Article 5.2 adds that each party should also endeavor to license others involved in 
the supply chain, such as retailers, wholesalers, and those who transport commercial quantities of 
tobacco products.  See Draft protocol to eliminate illicit trade in tobacco products (May 14, 2010), p.9, 
accessed at http://apps.who.int/gb/fctc/PDF/cop4/FCTC_COP4_5-en.pdf on March 30, 2012. 

413 Draft Protocol to Eliminate Illicit Trade in Tobacco Products (April 4, 2012), FCTC, Article 7, accessed at 
http://apps.who.int/gb/fctc/PDF/it5/FCTC_COP_INB-IT5_5-en.pdf on April 20, 2012. 

414 Tracking and tracing provisions can be found in the following: (i) EU-PMI Anti-Contraband and 
Anti-Counterfeit Agreement (July 9, 2004), Article 5, accessed at  
http://ec.europa.eu/anti_fraud/documents/cigarette-smugg-2004/agreement_2004.pdf on March 30, 
2012; and also EU-PMI Anti-Contraband and Anti-Counterfeit Agreement (July 9, 2004), Appendix D 
(Protocol 2), accessed at  http://ec.europa.eu/anti_fraud/documents/cigarette-smugg-
2004/appendix_d.pdf on March 30, 2012; (ii) EU-JTI Cooperation Agreement (December 14, 2007), 
Clause 6, accessed at 
http://ec.europa.eu/anti_fraud/documents/cigarette_smug/2007/cooperation_agreement.pdf on 
March 30, 2012; (iii) EU-BAT Cooperation Agreement (July 15, 2010), Paragraph 2 and Appendix B, 
accessed at 
http://ec.europa.eu/anti_fraud/documents/cigarette_smug/2010/bat_main_agreement.pdf on March 
30, 2012; and (iv) EU-ITL Cooperation Agreement (September 27, 2010), Section 7.1 and Schedule 2 
(Protocol 8), accessed at 
http://ec.europa.eu/anti_fraud/documents/cigarette_smug/2010_i/agreement_sept_2010.pdf on 
March 30, 2012. 
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(a) the First Purchaser’s415 name and invoice or order number;  

(b) the shipment date and the destination of shipment;  

(c) the point of departure from the manufacturing company’s custody;  

(d) the consignee to whom the product was shipped;  

(e) the intended market of retail sale; and  

(f) the date, product shift, machine, and factory of manufacture.416 

326. In relation to Master Cases (which normally contain 10,000 cigarettes), the EU 
Cooperation Agreements place similar obligations on the four manufacturers to mark 
their Master Cases and cartons with unique barcode labels identifying product 
information and the First Purchaser.  

327. The FCTC also calls on its parties to consider developing a practical tracking 
and tracing regime.417  The Draft Protocol takes the requirement a step further than 
the EU Cooperation Agreements and obliges such labels to be placed on “all unit 
packets, packages and any outside packaging of cigarettes.”418  It takes a 
decentralized approach allowing each country to maintain a system that best meets 
the need of the country/region, so long as the necessary information is made 
accessible through a “global information sharing focal point.” This ‘focal point’ is 
envisaged to operate as a central gatekeeper that works to ensure all relevant 
government bodies that want access to specific manufacture-linked tracking and 
tracing information will be provided with the proper access to the right system.  

OLAF-led collaboration efforts   

328. OLAF is an example of a regional (rather than national) body that is a principal 
player in anti-illicit trade efforts.  OLAF’s main role, as the European body 
examining the evasion of taxes and duties, is to coordinate the sharing of information 
between its partners in EU Member States.  OLAF also coordinates large-scale 

 
415 “First Purchaser” is any person to whom the manufacturer directly sells over 2,500 Master Cases 
(each Master Case usually containing 10,000 cigarettes) annually for sale, distribution, or consumption. 

416 For the relevant provisions see (i) EU-PMI Anti-Contraband and Anti-Counterfeit Agreement (July 9, 
2004), Protocols 3.01 and 3.03, accessed at http://ec.europa.eu/anti_fraud/documents/cigarette-
smugg-2004/agreement_2004.pdf on March 30, 2012; (ii) EU-JTI Cooperation Agreement (December 14, 
2007), Clause 6.2, accessed at 
http://ec.europa.eu/anti_fraud/documents/cigarette_smug/2007/cooperation_agreement.pdf on 
March 30, 2012; (iii) EU-BAT Cooperation Agreement (July 15, 2010), Paragraph 5, Paragraph 2, and 
Appendix B, accessed at 
http://ec.europa.eu/anti_fraud/documents/cigarette_smug/2010/bat_main_agreement.pdf on March 
30, 2012; and (iv) EU-ITL Cooperation Agreement (September 27, 2010), Schedule 2 (Protocol 3.3), 
accessed at 
http://ec.europa.eu/anti_fraud/documents/cigarette_smug/2010_i/agreement_sept_2010.pdf on 
March 30, 2012. 

417 WHO Framework Convention on Tobacco Control (2005) , WHO, Article 15(2)(b), accessed at   
http://whqlibdoc.who.int/publications/2003/9241591013.pdf on March 30, 2012. 

418 Draft Protocol to Eliminate Illicit Trade in Tobacco Products (April 4, 2012), FCTC, (FCTC/COP/INB-
IT/4/7), Article 8, accessed at http://apps.who.int/gb/fctc/PDF/it5/FCTC_COP_INB-IT5_5-en.pdf on 
April 20, 2012. 
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smuggling and criminal investigations conducted by European law enforcement 
authorities.419  

329. With the EU Cooperation Agreements as a platform for its work, OLAF 
collaborates extensively with those operating in the lawful supply chain.  Clear 
processes are set out in case of seizures, which require manufacturers to give full 
technical support to OLAF and any of the participating EU Member States to identify 
illegal product.420  The value of this cooperation has been noted by the European 
Commission: “very positive results from the first two [EU Cooperation] agreements 
have been seen over the past few years, in terms of a reduction in the level of 
smuggled cigarettes from these brands.”421  

Industry-national government cooperation 
MOUs 

330. A number of countries have MOUs in place formalizing the joint efforts to 
tackle illicit trade made by national customs agencies and manufacturers of lawful 
product.  

331. As described in Appendix F, MOUs have been created between major tobacco 
manufacturers and governments around the world.  In 2009, for example, the Irish 
Revenue Commissioner signed an MOU with JTI Ireland.  Irish Revenue 
acknowledged at the time that the MOU will “strengthen the existing co-operation” 
between JTI Ireland and Irish Tax and Customs.422   

332. One national customs body acknowledged that tobacco manufacturers have 
extensive experience and valuable intelligence regarding the illicit market.423  
Therefore, the cooperation between the tobacco industry and national enforcement 
agencies is a key element in an effective anti-illicit trade strategy.  The value of 

 
419 What we do, OLAF, accessed at http://ec.europa.eu/anti_fraud/about-us/mission/index_en.htm on 
March 30, 2012.  See also Cigarette Smuggling, OLAF, accessed at 
http://ec.europa.eu/anti_fraud/investigations/eu-revenue/cigarette_smuggling_en.htm on March 30, 
2012. 

420 See (i) EU-PMI Anti-Contraband and Anti-Counterfeit Agreement (July 9, 2004), Article 4, accessed at  
http://ec.europa.eu/anti_fraud/documents/cigarette-smugg-2004/agreement_2004.pdf on March 30, 
2012; (ii) EU-JTI Cooperation Agreement (December 14, 2007), Clause 7, accessed at 
http://ec.europa.eu/anti_fraud/documents/cigarette_smug/2007/cooperation_agreement.pdf on 
March 30, 2012; (iii) EU-BAT Cooperation Agreement (July 15, 2010), Section 3, accessed at 
http://ec.europa.eu/anti_fraud/documents/cigarette_smug/2010/bat_main_agreement.pdf on March 
30, 2012; and (iv)  EU-ITL Cooperation Agreement (September 27, 2010), Article 5, accessed at 
http://ec.europa.eu/anti_fraud/documents/cigarette_smug/2010_i/agreement_sept_2010.pdf on 
March 30, 2012. 

421 “Contraband and counterfeit cigarettes: Frequently asked questions,” (July 15, 2010), European 
Commission, accessed at 
http://europa.eu/rapid/pressReleasesAction.do?reference=MEMO/10/334&type=HTML on March 
30, 2012. 

422 “Revenue and JTI (Ireland) sign Memorandum of Understanding,” Irish Tax and Customs, accessed 
at http://www.revenue.ie/en/press/archive/2009/pr-041109-jtimou.html on March 30, 2012. 

423 New Responses to New Challenges: Reinforcing the Tackling Tobacco Smuggling Strategy (March 2006), 
HMRC, accessed at http://www.thecre.com/ccsf/wp-
content/uploads/2011/06/New_responses_to_new_challenges_reinforcing_Tackling_Tobacco_Smuggl
ing_Strategy.pdf on March 30, 2012. 
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industry cooperation was acknowledged and formalized in the first UK MOU 
entered into by HMRC and a tobacco products manufacturer in 2002.424   

Effectiveness of existing collaborative measures  
333. Given the sophistication of many of those who trade in illicit tobacco products 
and the multi-faceted nature of the problem, it is clear that the collaborative 
measures, some of which are highlighted above, cannot be expected to solve the 
problem of illicit tobacco trade in its entirety.   

334. However, the joint methods discussed above have been hailed as a success in 
combating illicit trade in tobacco products.  For instance, in the UK, HMRC has noted 
that the MOUs entered into with Gallaher and others “have played a crucial role in 
making it harder for smugglers to source tobacco, and now have a proven record of 
success”425 and that: “[t]hrough cooperation between the Government and the UK 
tobacco manufacturers, formalised in the MOUs, smugglers have found it 
increasingly difficult to obtain supplies of genuine UK manufactured cigarettes.”426 

335. Announcing the EU-JTI Cooperation Agreement, and presumably drawing on 
his experience of the EU-PMI Cooperation Agreement adopted three years 
previously, Siim Kallas, the then EU Commissioner for Administrative Affairs, Audit 
and Anti-Fraud, noted that the signing of agreement “sends a strong signal to the 
world that agreements between authorities and industry to fight illegal trade work 
and bring substantial benefits.”427   

Next steps in the fight against illicit tobacco trade  
336. Before examining whether potential opportunities are created for illicit traders 
as a result of the introduction of a plain packaging measure, it is appropriate to end 
the analysis of the current state of illicit tobacco trade by considering what additional 
measures are essential to combat this illegitimate trade.428 

337. There is no one simple answer to this question.  It would be surprising if there 
were, given the level of sophistication and varying nature of this illicit trade. 
Nevertheless, it is possible to highlight three themes that, in our opinion, should 
influence future endeavors to challenge the progression of illicit trade. 

338. First, a holistic multi-agency approach involving all stakeholders at the local 
and international level is necessary to combat this global problem.  An overall anti-
illicit trade strategy should seek to target both the supply (especially OCGs) and 

 
424 See Appendix F for further detail regarding UK MOUs. 

425 New Responses to New Challenges: Reinforcing the Tackling Tobacco Smuggling Strategy (March 2006), 
HMRC, pp.8 and 18, accessed at http://www.thecre.com/ccsf/wp-
content/uploads/2011/06/New_responses_to_new_challenges_reinforcing_Tackling_Tobacco_Smuggl
ing_Strategy.pdf on March 30, 2012. 

426 Ibid., p.12. 

427 “European Commission and JTI International (Japan Tobacco) sign 15-year Agreement to combat 
contraband and counterfeit cigarettes,” (December 14, 2007), European Commission, accessed at 
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/07/1927&format=HTML&aged=0&lang
uage on March 30, 2012. 

428 The question of how to combat the problem is worthy of a much more considered and detailed 
critique than is possible in this report. 
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demand elements of this trade.  National authorities must strive to achieve a 
balanced tax policy that takes into account the dynamics between the affordability of 
legal products and the demand for illicit products.  Appropriate law, such as the UK 
Tobacco Products Duty Act 1979 as amended, must be in place to effectively control 
the supply chain, as well as to establish sanctions sufficiently severe to deter would-
be entrants to this illicit trade.  An effective and targeted enforcement strategy is 
fundamental to the fight against illicit trade.  Training of enforcement bodies is 
necessary to achieve this through more effective investigation and prosecution.  
Public education is also necessary to raise awareness of the seriousness of the 
problem.  This is not a victimless crime and any criminal behavior involved in this 
unlawful trade should be exposed.  

339. Second, as demonstrated throughout this report, industry cooperation is critical 
to an effective strategy, and the EU Cooperation Agreements and MOUs are 
testament to the value of such cooperation.  Programs like tracking and tracing and 
KYC are fundamental to the fight against the illicit trade.  However, these 
agreements currently apply only to four leading tobacco manufacturers, and they 
should be amended to include small- and medium-sized tobacco manufacturers at an 
international level.  All legitimate stakeholders involved throughout the entire 
supply chain must become part of a coordinated solution to fight the illicit trade.  
Regrettably, such agreements can never be extended to counterfeiters.  

340. Third, the Draft Protocol is due to be adopted by the end of 2012 and it is 
important to take advantage of the momentum created by the international 
legislative framework to reconsider existing strategies at the local and international 
level.  Overall, any unintended consequences of measures like the Draft Protocol 
need to be carefully considered.  For instance, the measures proposed in the Draft 
Protocol largely target contraband products since they impose strict supply chain 
controls on the manufacturers of genuine product in countries that ratify it.  If the 
Draft Protocol further reduces contraband, this could give rise to an increase in 
counterfeits to meet the demand.  Therefore, in order to ensure that a reduction in 
contraband is not simply met by an equivalent increase in counterfeit, the potential 
impact of plain packaging augmenting the supply and demand of counterfeits 
should be carefully considered.429  The illicit trade in tobacco products is a dynamic 
problem with a global reach and the Draft Protocol aims to provide a comprehensive 
and effective means for international cooperation.  It is important that sufficient 
human and financial resources be provided to ensure effective implementation of the 
Draft Protocol provisions at national levels430 rather than introducing unilateral 
national policies, which could worsen the global problem of illicit trade in tobacco 
products.  

 
429 See paragraph 179 for an illustration as to how unmet demand due to a restriction in the supply of 
one type of product can lead to an increase in demand/supply of another type of product. 

430 Article 36 of the Draft Protocol emphasizes “the important role that financial resources play in 
achieving the objective of [the Draft Protocol]” and notes that each party must provide financial support 
regarding its national activities to achieve the objective of the Draft Protocol: see Draft Protocol to 
Eliminate Illicit Trade in Tobacco Products (April 4, 2012), FCTC, (FCTC/COP/INB-IT/4/7), p.34, accessed 
at http://apps.who.int/gb/fctc/PDF/it5/FCTC_COP_INB-IT5_5-en.pdf on April 20, 2012.    
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Section summary  
341. It is unlikely that following the three recommendations above will succeed in 
eradicating illicit tobacco trade completely, especially given that it is so deeply 
embedded in many parts of the world.  That said, the successes seen to date and the 
potential to make significant inroads in tackling this problem mean that policy 
makers should give serious consideration to all three recommendations and should 
be exceptionally careful to ensure that they are not inadvertently – and perversely – 
undermined by future tobacco control initiatives. 
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SECTION VI.  ILLICIT TRADE AND PLAIN PACKAGING 

Section overview  
342. Sections III to V of this report have explored the way in which the illicit tobacco 
products market currently operates, the negative impacts of this illicit trade, and 
some of the existing national, regional, and international measures designed to 
combat this trade.  This section considers the central question of this report: the 
potential impact of plain packaging on the illicit trade in tobacco products.  

343. The following framework is used to answer this question:  

(a) the concept of plain packaging – paragraphs 348 to 361 introduce the concept 
of plain packaging, before describing the requirements of the new Australian 
plain packaging measure and the UK proposal to consider it as a policy 
option;  

(b) the difficulties in measuring the impact of plain packaging on illicit trade – 
see paragraphs 362 to 365;  

(c) the extent to which plain packaging creates potential opportunities to 
counterfeit plain packs – see paragraphs 366 to 395.  This involves a 
discussion of whether plain packs are easier and cheaper to replicate; the 
implications of a single, static pack design that imposes barriers to packaging 
innovation; and whether the concerns expressed are negated by the use of 
marks or other features, such as tax stamps, that some argue will reintroduce 
some of the cost constraints removed by plain packaging; 

(d)  the potential for the creation of opportunities for counterfeit branded packs – 
see paragraphs 396 and 397;  

(e) whether plain packaging creates potential opportunities for ‘illicit whites’ and 
the trade in contraband products – see paragraphs 398 to 401;  

(f) the impact of plain packaging on cross-border shopping – see paragraphs 402 
and 403; 

(g) the effect of plain packaging on the authentication of licit and illicit products 
and anti-illicit trade enforcement – see paragraphs 404 to 411;  

(h) the impact on illicit trade in tobacco products if plain packaging were to drive 
down the price of lawful products – see paragraphs 412 to 424; and 

(i) whether plain packaging could worsen the existing negative impacts of the 
tobacco illicit trade – see paragraphs 425 to 428. 

344. We have discussed in Sections III and IV the serious negative impacts of the 
illicit tobacco trade, including societal impacts, such as the additional health risks 
that illicit tobacco products pose.  If plain packaging were to make illicit trade worse, 
this would exacerbate all of these negative impacts.  For example, governments 
would be deprived of further revenues, OCGs would profit more, and there would 
be further risks to smokers.  In view of this plausible scenario, a careful review of the 
potential effects of plain packaging on illicit trade is required.  

345. This section of the report seeks to go beyond some of the more simplistic 
assertions that plain packaging either will or will not make it easier to replicate 
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packs.  We have applied our expertise in the area of illicit trade to consider the extent 
to which plain packaging will, in our opinion, create opportunities for the specific 
forms of illicit trade discussed in this report and would – perversely – hinder efforts 
by manufacturers and enforcement agencies to combat this trade.  

346. The framework used in earlier sections of this report addresses the various 
types of illicit tobacco product, such as ‘illicit whites.’  This breakdown by type is an 
important consideration here.  A key characteristic of the more sophisticated OCGs’ 
illicit trade business offering is their ability to supply more than one type of illicit 
product, including counterfeit cigarettes, contraband cigarettes, and ‘illicit whites,’ at 
the same time.431  Illicit traders have proven their ability to recalibrate their product 
offerings depending on changing regulatory, tax, and economic circumstances.  
These nimble illicit traders can combine the business benefits of product portfolio 
diversification without the regulatory constraints faced by legitimate manufacturers.  
Thus, one could expect that a changing regulatory environment for cigarette 
packaging places the illicit traders in a unique position to exploit any potential 
opportunities created by new regulatory restrictions.  This would include 
manufacturing fake cigarettes in branded packs that are similar to what the 
consumer was purchasing prior to the introduction of the plain packaging 
regulation.   

347. Careful consideration of the impact of plain packaging on the illicit trade in 
tobacco products is also consistent with a thorough regulatory assessment process.  
Regulatory impact assessments are widely recognized as a critical step in improved 
policy making.  We note that the major areas to be considered in an impact 
assessment are the influence on crime and, more broadly, the economic, financial, 
and social consequences of the proposed measure.432   

Overview of the current situation 
What is plain packaging? 

348. There is no accepted definition of ‘plain packaging’ and therefore it is unclear 
what this means in terms of the visual appearance of tobacco products packaging.  
The phrase is often understood to mean the standardized physical appearance of all 
tobacco packs on the market.  For example, perhaps only the product’s brand name 
in a specified standard typeface, color, and size would be allowed.433  Needless to 

 
431 See paragraphs 180 to 191 for a discussion of the characteristics of the OCGs in illicit trade business. 

432 Impact Assessment Guidelines (January 15, 2009), European Commission, accessed at 
http://ec.europa.eu/governance/impact/commission_guidelines/docs/iag_2009_en.pdf on April 2, 
2012.  The Impact Assessment Guidelines outline a number of key questions to be considered with 
regard to the impact of the proposed measures on crime, including “Does the option have an effect on 
security, crime or terrorism?”; “Does the option affect the criminals’ chances of detection or his/her 
potential gain from the crime?”; “Is the option likely to increase the number of criminal acts?”; and 
“Does it affect law enforcement capacity?” 

433 The European Commission has defined plain packaging as standardized tobacco packaging in which 
the “[m]anufacturers would only be allowed to print brand and product names, the quantity of the 
product, health warnings and other mandatory information such as security markings.  The package 
itself would be plain coloured (such as white, grey or plain cardboard)”: see Consultation on the Possible 
Revision of the Tobacco Products Directive (2001/37/EC) (September 24, 2010), DG SANCO, p.7, accessed 
at http://ec.europa.eu/health/tobacco/docs/tobacco_consultation_en.pdf on April 2, 2012.  In its April 
2012 consultation on the packaging of tobacco products, the UK Department of Health describes ‘plain 
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say, this means that manufacturers would be prohibited from using distinctive or 
innovative packaging of any kind.  The exact requirements of a plain packaging law, 
however, will depend on the objectives and preferences of policy makers within a 
specific country that chooses to adopt it.  

Plain packaging initiatives 

349. Several countries have previously debated the merits of plain packaging.434  As 
of May 2012, Australia is the only country that has enacted a plain packaging law – 
the Australian Plain Packaging Act of 2011 (Australian Act).435  Currently, a number 
of countries are understood to be discussing the merits of plain packaging, and the 
European Commission is also contemplating a revision to the EU Tobacco Products 
Directive, which may seek to include a plain packaging measure.436 

350.  Should the Australian Act survive the legal challenges that have been brought 
against it437 and be shown to be successful in achieving its objectives (i.e., reducing 

 
packaging’ as ‘standardized packaging’ given that the Department considers this more accurately 
reflects the nature of such a packaging measure since, for example, colored picture warnings would still 
appear on packs and so they would not be ‘plain.’  Although this may well be the case, the term ‘plain 
packaging’ is used throughout this report since ‘plain packaging’ is more widely recognized and 
internationally used.  See “Consultation launched on standardised tobacco packaging,” UK Department 
of Health, paragraph 2.8, accessed at http://www.dh.gov.uk/health/2012/04/tobacco-packaging-
consultation/ on April 20, 2012.    
434 For a detailed report on the controversy of plain packaging, see Tobacco Packaging Regulation: An 
International Assessment of the Intended and Unintended Impacts (May 2011), Deloitte, accessed at 
http://www.bat.com/group/sites/uk__3mnfen.nsf/vwPagesWebLive/DO8GHH3V/$FILE/medMD8
GHFFW.pdf?openelement on April 2, 2012. 

435 For summaries of viewpoints of those who are proponents of the Australian plain packaging 
initiative, see (i) B. Freeman et al., “The case for the plain packaging of tobacco products,” Addiction, 
103(4), 2008, pp.580-590, accessed at http://www.ncbi.nlm.nih.gov/pubmed/18339104 on April 2, 2012; 
(ii) Plain Packaging of Tobacco Products (April 2011), Cancer Council of Australia, accessed at 
http://www.cancer.org.au/File/PolicyPublications/Position_statements/PS_Plain_packaging_April20
11.pdf on April 2, 2012; and (iii) The Plain Truth: How Tobacco Plain Packaging Will Save Lives (January 
2012), British Heart Foundation, accessed at http://www.bhf.org.uk/publications/view-
publication.aspx?ps=1001776 on April 2, 2012. 

436 Consultation on the Possible Revision of the Tobacco Products Directive (2001/37/EC) (September 24, 
2010), DG SANCO, p.7, accessed at 
http://ec.europa.eu/health/tobacco/docs/tobacco_consultation_en.pdf on April 2, 2012.  See also 
Report on the Public Consultation on the Possible Revision of the Tobacco Products Directive (2001/37/EC) 
(July 2011), DG SANCO, accessed at 
http://ec.europa.eu/health/tobacco/docs/consultation_report_en.pdf on April 2, 2012. 

437 The Australian government refers both to the fact that: (i) Philip Morris Asia is challenging the plain 
packaging legislation under the 1993 Agreement between the governments of Australia and Hong Kong 
for the Promotion and Protection of Investments; and (ii) a number of cases have been initiated by JTI 
and others in the High Court of Australia challenging the constitutional validity of the plain packaging 
legislation.  See Investor-State Arbitration – Tobacco Plain Packaging, Australian Attorney-General’s 
Department, accessed at http://www.ag.gov.au/Internationallaw/Pages/Investor-State-Arbitration---
Tobacco-Plain-Packaging.aspx on April 2, 2012.  The Ukraine and Honduras have requested 
consultations with Australia concerning its plain packaging laws as they appear to be “inconsistent” 
with a number of TRIPS and TBT Agreements in their view.  The consultations have now been joined by 
a number of other WTO members, including Brazil, Canada, and the EU.   Regarding the Ukraine (and 
other governments that have joined the Ukrainian consultation), see “Australia – Certain measures 
concerning trademarks and other packaging requirements applicable to tobacco products and 
packaging” (March 13, 2012), WTO, accessed at 
http://www.wto.org/english/tratop_e/dispu_e/cases_e/ds434_e.htm on March 29, 2012.  Regarding 
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youth smoking), this initiative may very well encourage the introduction of similar 
laws elsewhere. 

The new Australian law 

351. The current Australian government has identified plain packaging of tobacco 
products as an important issue.  The Australian Act became law in December 2011 
and will require compliance by the end of 2012.438  The Australian Act applies to all 
tobacco products (cigarettes, cigars, RYOs, and other products) and dictates virtually 
every aspect of the product packaging and each individual cigarette (e.g., the 
banning of any trade mark or other marks being printed on each cigarette).  All 
tobacco products are to be sold in “drab brown” packs, and no trademarks are 
permitted except for the brand name.  Brand and variant names can only appear in a 
mandatory position, font, and size.  

352. The Australian Act and the accompanying Tobacco Plain Packaging 
Regulations 2011 (Australian Regulations)439 prescribe the exact design and shape of 
the box in which cigarettes will be packaged, forcing the use of a basic flip top box.  
The Australian Act dictates pack dimensions and prohibits “any decorative ridges, 
embossing, bulges or other irregularities of shape or texture” in both the outer and 
inner surfaces of the packaging.440  It also prevents the use of color in glues or 
adhesives.441   

353. Further, Section 18(2)(c) of the Australian Act states: “all edges of the pack or 
carton must be rigid, straight and not rounded, bevelled or otherwise shaped or 
embellished in any way, other than as permitted by the regulations.”442  Section 25 
rules out “features designed to change the packaging after retail sale” including 
“inks or embellishments designed to appear gradually over time” and “inks that 
appear fluorescent in certain light.”443  Section 24 prohibits packaging that may 
produce a noise or scent, outlines the requirements for the wrappers of each cigarette 
package, and prohibits inserts of any kind.   

 
Honduras (and other governments that have joined the Honduran consultation), see “Australia – 
Certain measures concerning trademarks and other packaging requirements applicable to tobacco 
products and packaging” (April 4, 2012), WTO, accessed at 
http://www.wto.org/english/tratop_e/dispu_e/cases_e/ds435_e.htm on June 25, 2012.  Further, it has 
been reported that the Dominican Republic may also submit a similar suit.  See “Australia to be hit with 
third WTO suit: diplomats,” Reuters, available at (June 13, 2012) accessed at 
http://www.reuters.com/article/2012/06/13/us-australia-tobacco-wto-idUSBRE85C1KF20120613 on 
June 25, 2012. 

438 Australian Act, Chapter 1, Part 1, Section 2(1), accessed at 
http://www.comlaw.gov.au/Details/C2011A00148 on April 2, 2012. 

439 Australian Regulations, accessed at http://www.comlaw.gov.au/Details/F2011L02644 on April 2, 
2012. 

440 Australian Act, Section 18(1)(a), accessed at http://www.comlaw.gov.au/Details/C2011A00148 on 
April 1, 2012. 

441 Ibid., Section 18(1)(b). 

442 Ibid., Section 18(2)(c). 

443 Ibid., Section 25. 
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354. As noted above, no mark of any kind is to appear anywhere on each cigarette 
other than as permitted by the Australian Regulations, and the design of the 
cigarettes themselves is also specified.  Examples of the new cigarette packs are 
illustrated below in Figure 32.444 

Figure 32. Examples of the new Australian cigarette packaging 

   
355. The Australian Regulations mandate the exact color specification of “drab 
brown” to be used on all outer surfaces of primary packaging and secondary 
packaging – Pantone 448C (see Figure 33 below).445  This specification is currently in 
the public domain, and the precise color tone is widely available and easily 
downloadable on the Internet for both lawful and unlawful manufacturers.446  

Figure 33. Pantone color specifications  

448C 4485C 455C 462C 4625C 483C 

449C 4495C 456C 463C 4635C 484C 

 

356. The Australian Regulations also explain that the new law allows an origin mark 
to appear on the cigarette pack.  The permitted origin mark may be “a covert mark 

 
444 “Public consultation on plain packaging of cigarettes,” Australian Department of Health and Ageing, 
accessed at http://www.yourhealth.gov.au/internet/yourhealth/publishing.nsf/Content/plainpack-
tobacco on April 2, 2012. 

445 Australian Regulations, Regulation 2.2.1(2), accessed at 
http://www.comlaw.gov.au/Details/F2011L02644 on April 2, 2012. 

446 See, for example, boyantonprinting.com, accessed at 
http://www.boyantonprinting.com/pantoneswatchbook.pdf on April 25, 2012. 
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not visible to the naked eye.”447  Detailed specifications for each of these marks are 
included in the Australian Regulations.448  

The UK’s 2012 plain packaging consultation   

357. The UK government has previously considered the use of plain packaging, 
asking: “Do you believe that plain packaging of tobacco products has merit as an 
initiative to reduce smoking uptake by young people?”449  In 2008, after a detailed 
public consultation, the UK Secretary of State for Health told the British Parliament: 
“… despite the fact that [there was] a huge response in favour of plain packaging, 
there is no evidence base that it actually reduces the number of young children 
smoking.”450   

358. However, the UK Department of Health’s tobacco control plan, Healthy Lives 
Healthy People: A Tobacco Control Plan for England, reported that the policy makers will 
continue to explore the potential impact of plain packaging and will consult on this 
issue.  Specifically, the report states: 

The Government will look at whether the plain packaging of tobacco 
products could be an effective way to reduce the number of young people 
taking up smoking and to help those who are trying to quit smoking.  The 
Government wants to make it easier for people to make healthy choices, 
but will clearly need to make sure that there is good evidence to 
demonstrate that plain packaging would have a public health benefit, as 
well as carefully exploring the competition, trade and legal implications 
of the policy.451  

359. Overall the question of plain packaging has created controversy and much 
commentary in the UK.452   

 
447 Regulation 2.3.2 allows the use of an origin mark either in the form of an alphanumeric code or a 
covert mark not visible to the naked eye: see Australian Regulations, accessed at 
http://www.comlaw.gov.au/Details/F2011L02644 on April 2, 2012. 

448 Section VI reviews the implications of these regulatory changes, such as the use of a covert mark, in 
order to evaluate the concerns raised by various stakeholders about whether plain packaging will 
exacerbate the risks of the growing problem of illicit trade in tobacco products. 

449 Consultation on the Future of Tobacco Control (May 31, 2008), UK Department of Health, p.42, accessed 
at 
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalasset/dh_0856
51.pdf on April 2, 2012. 

450 Statement by Alan Johnson, UK Secretary of State for Health, during a Parliamentary Question 
Session: see Hansard - Commons Debates (December 16, 2008), Volume 485, Column 945, accessed at 
http://www.publications.parliament.uk/pa/cm200809/cmhansrd/cm081216/debtext/81216-0001.htm 
on April 2, 2012. 

451 Healthy Lives, Healthy People: A Tobacco Control Plan for England (March 2011), UK Department of 
Health, paragraph 3.6, accessed at 
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalasset/dh_1249
60.pdf on April 2, 2012. 

452 For example, supporters of plain packaging have been vocal in advocating that the UK should follow 
Australia.  One “anti-tobacco activist,” Simon Chapman, has remarked that “[p]lain packs will make 
smoking history”: see Simon Chapman, “Plain packs will make smoking history,” The Guardian (January 
24, 2012), accessed at http://www.guardian.co.uk/society/2012/jan/24/simon-chapman-plain-
cigarette-packaging-activist on April 2, 2012.  The British Heart Foundation states, “We are sending 
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360. As of the date of this report, the UK consultation on standardized packaging of 
tobacco products (UK Consultation) has been launched.453  The UK Department of 
Health states that it seeks to obtain feedback on “whether there might be public 
health benefits from the introduction of standardised tobacco packaging in addition 
to policies currently in place.”454   

361. While the impact assessment which is part of the UK Consultation recognizes 
that one of the main uncertainties associated with plain packaging is its impact on 
illicit tobacco trade, it does not include a detailed analysis of this impact.  The UK 
Department of Health states that: “[a]ny risk that standardised packaging could 
increase illicit trade of tobacco will be explored through consultation as there is 
insufficient evidence on which to include analysis in this [impact assessment].”455  

Difficulties of measuring the impact of plain packaging on illicit trade 
362. At present, there is no existing data set which can determine the actual impact 
of plain packaging on various stakeholders.  The reasons for this lack of statistical 
certainty include: (a) the problem of estimating the overall size and growth of illicit 
tobacco trade before any plain packaging measure (i.e., there is no reliable baseline); 
(b) the lack of a market with actual experience of the impact of plain packaging; and 
(c) the problem of extrapolating impacts seen in one country to another.   

363. First, an attempt to measure the extent to which any external factor (such as 
plain packaging) impacts illicit trade is hindered by the difficulty of determining the 
current extent of illicit trade.  Calculating an ‘illicit trade baseline’ is at best an 
informed approximation because of the illegal nature of the activities involved, lack 

 
copies of our report to all MPs inside Australian-style plain cigarette packets in the New Year along 
with a link to the short vodcast, which shows young people’s reactions to different types of packaging”: 
see “Children and young people hoodwinked by cigarette packaging,” (December 29, 2011), British 
Heart Foundation, accessed at  http://www.bhf.org.uk/default.aspx?page=14077 on April 2, 2012. 

The opponents of plain packaging have also raised concerns about the prospects of a UK ban on 
branded packaging. A smokers’ lobbying group, Forest, has launched a website that gives opponents of 
plain packaging the opportunity to petition the government on the issue: see “Pro-smoking lobby 
launches campaign against plain tobacco packaging,” Talking Retail (January 31, 2012), accessed at  
http://www.talkingretail.com/news/industry-news/pro-smoking-lobby-launches-campaign-against-
plain-tobacco-packaging on April 2, 2012.  In 2012 Mark Leftly cautioned in The Independent that 
“[s]tandardised packaging will make cigarettes even easier to counterfeit…. About 16 per cent of 
cigarettes sold in the UK are fakes, costing the Treasury £3.1bn a year in revenue”: see Mark Leftly, 
“Beer, honours, resignations – a wishlist for 2012,” The Independent (December 18, 2011), accessed at 
http://www.independent.co.uk/news/business/comment/mark-leftly-beer-honours-resignations--a-
wishlist-for-2012-6278539.html?origin=internalSearch on March 13, 2012. 

453 The UK Consultation is designed to run for 12 weeks from April 16, 2012 to July 10, 2012.  See 
“Consultation launched on standardised tobacco packaging,” UK Department of Health (April 16, 
2012), accessed at http://www.dh.gov.uk/health/2012/04/tobacco-packaging-consultation/ on April 
20, 2012.    

454 “Consultation on Standardised Packaging of Tobacco Products,” (April 16, 2012), UK Department of 
Health, paragraph 3.3, accessed at http://consultations.dh.gov.uk/tobacco/standardised-packaging-of-
tobacco-products/consult_view on April 20, 2012.  

455 Impact Assessment, UK Department of Health (April 16, 2012).  The link to the document can be 
accessed at http://consultations.dh.gov.uk/tobacco/standardised-packaging-of-tobacco-
products/consult_view on April 20, 2012.  
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of available data, and disagreement as to what exactly should be measured or what 
types of products should be included in that measurement.456   

364. Second, since the Australian requirements will not be enforced until the end of 
2012, there are no actual market data from any countries to assess the impact of the 
plain packaging regulations on illicit trade.  In an ideal situation, researchers would 
like to assess the impact of plain packaging in an environment that would show the 
relationship between this new regulatory requirement and illicit trade.  Of course, 
the key question is whether plain packaging will increase, decrease, or have no effect 
on both the supply and demand of illicit cigarettes in any market.  In order to reach 
any statistically reliable conclusions, one way of addressing this key research 
question would be to use, where possible, longitudinal statistical measures (e.g., 
prior to the time of plain packaging implementation, followed by periodic data 
collection points in the future).457  

365. Third, there are obvious extrapolation difficulties in concluding whether an 
impact seen in one market (e.g., the impact of plain packaging on illicit trade in 
Australia) would be replicated to the same degree in another, given the nature of all 
of the variables that may affect outcomes (e.g., the extent of illicit trade at a given 
time, cigarette pricing in each market, income of smokers, and the affordability of 
legitimate product, and the like).458  In addition, what plain packaging requires will 
vary, depending on the market-specific legislation put in place.   

Potential illicit trade opportunities 
Reduced level of complexity and cost for plain pack counterfeiters  

366. Because Australia is the only country that has introduced plain packaging to 
date, the potential impact of plain packaging measures like the Australian Act are 
reviewed first before other points are examined.   

367. The Australian requirements have resulted in a very specific (and publicly 
stated) government-mandated pack design.  As a result, regulations like the 
Australian ones will make counterfeiting easier and cheaper in five key ways: 

(a) First, they create a single pack design – the uniform design will be easy to 
duplicate.  Once a brand is counterfeited, the illicit trader can reproduce 

 
456 For a more detailed discussion of measurement issues, see Chaudhry and Zimmerman, The Economics 
of Counterfeit Trade (2009), pp.9-13; and paragraphs 23 to 29 and 143 to 148 of this Report. 

457 Different data collection methods to assess tobacco consumption patterns prior to implementation of the 
plain packaging measures in Australia are addressed in Illicit trade of tobacco in Australia (February 2011), 
Deloitte on behalf of BAT Australia Limited, PMI, and Imperial Tobacco Australia Limited, accessed at 
http://www.plainpack.com/doris/media/plainpack/PDF/Deloitte-Report.pdf on April 2, 2012; and 
Australia’s Illegal Tobacco Market: Counting the Cost of Australia’s Black Market (February 2010), 
PricewaterhouseCoopers on behalf of British American Tobacco Australia Limited, accessed at 
http://www.smoke-free.ca/plain-packaging/documents/industry-responses/PwC_report_-
_Illegal_Tobacco_-_counting_the_cost_of_Australias_black_market_February_2010.pdf on April 2, 2012. 

458 Several consumer complicity studies have focused on one country market.  However, the recent work 
of Chaudhry et al. “Consumer complicity across emerging markets,” Advances in International Marketing, 
22, 2011, pp.223-239, is one of the few studies that attempts to analyze and compare consumers’ 
willingness to obtain counterfeit movies and pharmaceuticals across a number of country markets, 
including the US and BRIC. 
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packaging of all brands with minimum effort rather than having to recreate 
multiple pack designs and formats.  

(b) Second, they prevent pack innovation – they force the use of the most basic 
flip top cigarette pack (which is less expensive to replicate than more 
sophisticated pack shapes and, therefore, the most commonly 
counterfeited).459 

(c) Third, they create a static pack design – counterfeiters will only need to copy 
this static design (if they are to replicate the mandated packs), rather than 
having to keep up with manufacturers’ evolving packaging innovations and 
developments thereby significantly reducing their cost burden.460  

(d) Fourth, they create a single design for all cigarette sticks – the counterfeiter 
only has to produce one type of ‘blank’ stick.  Such ‘blank’ sticks will not only 
be easier to duplicate than current sticks, but they can also be used for all 
cigarette brands and variants. 

(e) Fifth, they make public the precise packaging requirements – the 
Australian packaging regulations are readily available on the Internet.  The 
publicly available Australian plain packaging legislation sets out the exact 
color,  shape, and size specifications of the permitted tobacco packaging.  The 
Australian government has also published on this website various images of 
the tobacco packs that it envisages under the plain packaging measure, 
including downloadable images of mandatory graphic health warnings.  This 
effectively provides a blueprint of ‘how to print the pack’ for both licit and 
illicit traders.461 

368. To illustrate this point, Figure 34 depicts the change from multiple pack designs 
to a standardized pack design.  On the left462 is a recent photo of one retailer’s range 
of tobacco products available for sale in Australia which demonstrates that packs are 
currently sold in a variety of different shapes and colors.463  In sharp contrast, on the 
 
459 See Figures 18 and 19 for examples of sophisticated pack designs. 

460 See Figure 32 for examples of standardized packs. 

461 The information on the particulars of exactly what the packaging should look like is available at 
Tobacco Plain Packaging Regulations 2011, accessed at 
http://www.comlaw.gov.au/Details/F2011L02644 on April 2, 2012.  For instance, the Australian 
Regulations provides at Regulation 2.2.1(2) that “all outer surfaces of primary packaging and secondary 
packaging must be the colour known as Pantone 488C”; and at Regulation 2.4.1 that “any brand, 
business or company name, or any variant name, appearing on cigarette packs or cigarette cartons must 
be printed: (a) in the typeface known as Lucida Sans; and for a brand, business or company name – no 
larger than 14 points in size… (e) in a normal weighted regular font; and (f) in the colour known as 
Pantone Cool Gray 2C.”  The proposed Australian mandatory graphic health warnings can be 
downloaded at “New tobacco graphic health warnings,” Australian Government Department of Health 
and Ageing, accessed at 
http://www.yourhealth.gov.au/internet/yourhealth/publishing.nsf/Content/tobacco-label-
images#.Tyzwo2aXtcw on April 2, 2012. 

462 Photograph taken at the VS News Agency of Tenancy 5, 211 Victoria Square, Adelaide, Victoria, 
Australia (February 17, 2012). 

463 We note that Section 9 of the Australian Public Health (Tobacco) Act 2008 imposes a display ban 
under which tobacco retailers have to ensure that tobacco products, non-tobacco smoking products, and 
smoking accessories cannot be seen by the public from inside or outside the premises.  Therefore, the 
image shown in Figure 34 is a photograph of the tobacco retailer’s storage unit with its doors open. 
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right is a grid of clone-like images of the Australian plain packs464 – the only print 
distinction the counterfeiter needs to make is to change the brand and variant names 
(and these would always appear in the same font and size). 

Figure 34. Examples of tobacco storage unit before and after plain packaging 

 
369. The ease of replicating the Australian plain pack is – somewhat ironically –
evidenced by the fact that the British Heart Foundation has apparently produced 
‘mock-up’ packs similar to those envisaged by the Australian legislation and has 
provided them to British Members of Parliament.465  Contrast this to the current 
situation where counterfeiters are forced to spend time and financial resources to 
replicate more sophisticated combinations of proprietary colors and shapes.   

370. In addition to pack designs, individual sticks of cigarettes generally carry some 
form of distinctive mark, so that to make an authentic looking product, the 
counterfeiter currently has to print different cigarette wrapping papers for each 
brand.  However, because the Australian plain packaging measure also standardizes 
the look of cigarette sticks,466 the cost of counterfeiting individual cigarettes will be 
reduced.  In essence, a counterfeiter will only have to produce one type of cigarette 
wrapping paper, which can then be used for all brands.   

371. Overall, plain packaging measures like the Australian one will, in our expert 
opinion, make counterfeiting easier and cheaper while, at the same time, making it 
 
464 For an example pack, see Smokefree Action, accessed at 
http://www.smokefreeaction.org.uk/files/images/OZPlainPack.jpg on April 2, 2012. 

465 The Plain Truth: How Tobacco Plain Packaging Will Save Lives (January 2012), British Heart Foundation, 
p.4, accessed at http://www.bhf.org.uk/publications/view-publication.aspx?ps=1001776 on April 2, 
2012.  See also “Fiona calls for change in cigarette packaging to protect children,” Fiona O’Donnell MP 
(January 23, 2012), accessed at http://www.fionaodonnellmp.org/2012/01/23/fiona-calls-for-change-
in-cigarette-packaging-to-protect-children on April 2, 2012, for a photo of a ‘mock-up’ pack made by the 
British Heart Foundation (albeit using UK, not Australian, health warnings). 

466 Section 26 of the Australian Act states that no mark (including trade mark) may appear anywhere on 
tobacco products: accessed at 
http://www.comlaw.gov.au/Details/C2011A00148/Html/Text#_Toc309642381 on April 2, 2012.  See 
also Part 3 of the Australian Regulations, accessed at 
http://www.comlaw.gov.au/Details/F2011L02644/Html/Text#_Toc309983015 on March 13, 2012. 
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more difficult for others, such as smokers and customs authorities, to differentiate 
between genuine and fake packs (a principal point discussed further below).  

372. Various groups appear to share our opinion, and have raised concerns 
regarding the impact of plain packaging on counterfeiting during the deliberation of 
the Australian legislation.   

373. Most notably, IP Australia, an agency of the Australian government which 
administers and advises on intellectual property issues, expressed the view that 
“requiring plain packaging would make it easier for counterfeit products to be 
produced and would make it difficult to readily identify those counterfeit 
products.”467  The International Trademark Association echoed the same concerns in 
its letter to the Australian government and concluded that the “the proposed 
limitation on the use of legitimate trademark… is likely to increase trade in illegal, 
counterfeit products” and added that identifying counterfeit goods will become 
more difficult in the absence of appropriate marks.468  In response, the Australian 
government replied that some form of tax marking would make cigarette packages 
difficult to counterfeit, but the government did not clarify why or how this would be 
the case.469  

374. Predictions of increased opportunities for counterfeiters were reinforced by 
Amcor, the world’s “largest packaging company,”470 which makes packs for 
manufacturers of tobacco and other products.  In a response to the consultation on 
the Australian Act when it was still in draft form, Amcor stated:  

The move to a generic approach to packaging will lower the barriers of 
market entry for counterfeiters, as under the conditions in the Bill, there 
would be only one pack design to replicate.  Furthermore, the level of 
technical difficulty and requirements to produce tobacco packaging will 
be substantially reduced and upfront investment required for market 
entry significantly lowered. 

 
467 Minutes of meeting between IP Australia and Philip Morris held in Geelong, Victoria, Australia 
(September 23, 2009), accessed at http://www.smoke-free.ca/plain-
packaging/documents/2011/Philip%20Morris%20-%20Annex%2015%20-
%20IP%20Australia%20briefing%20note%20-%2023%20Sep%202010.pdf on April 2, 2012. 

468 Letter from the International Trademark Association to the Australian Tobacco Control Taskforce 
(October 27, 2011), accessed at  
http://www.yourhealth.gov.au/internet/yourhealth/publishing.nsf/Content/EB789766A4B54FD6CA
2579540005F714/$File/International%20Trademark%20Association.pdf on April 2, 2012. 

469 Parliamentary Library Briefing Book: Key Issues for the 43rd Parliament (2010), Australian Department of 
Parliamentary Services, p.79, accessed at   
http://www.aph.gov.au/binaries/library/pubs/briefingbook43p/briefingbook43rd.pdf on April 2, 
2012.  A Senate Community Affairs Committee report notes that the Department of Health and Ageing 
did not consider that the introduction of plain packaging will have a significant impact on the illicit 
trade (without providing an explanation as to how they reached such conclusion): see Answers to 
Estimates Questions on Notice by the Senate Community Affairs Committee, p.1, accessed at 
http://www.aph.gov.au/Parliamentary_Business/Committees/Senate_Committees?url=clac_ctte/esti
mates/add_1011/doha/053.pdf on April 2, 2012.  

470 “Welcome to Amcor,” Amcor, accessed at http://www.amcor.com/ on May 3, 2012. 
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The proposed uniform requirement for tobacco packaging will provide 
the opportunity and incentives for the creation of scale in the counterfeit 
tobacco market in Australia. 

The Australian tobacco market will effectively transition from a market 
with a large number of brands and distinct product differentiation to a 
wide open market using a generic pack for all brands.  This will create a 
single, generic tobacco brand in the Australian market.  As a result, the 
counterfeit tobacco market will become substantially larger in Australia.  
The parameters for participation in the market will be reduced from the 
need to recreate multiple pack designs and formats, to only having to 
recreate one uniform pack design and format.471  

Views of other stakeholders  

375. The question of the extent to which plain packaging makes it easier to make 
‘fake’ cigarette packs has received much attention to date.  A number of authoritative 
commentators and industry groups have identified this as a major concern:472 

(a) The International Association for the Protection of Intellectual Property 
(AIPPI) believes that “the complexity of tobacco packaging is one important 
element which enables trademark owners and customs authorities to 
establish whether a product is genuine or counterfeit.  Therefore plain 
packaging would facilitate counterfeit trade.”473 

(b) The ICC warned that plain packaging would increase the prevalence of 
counterfeit goods in the market, reduce brand owners’ ability to take action 
against such activity, and undermine the ability of consumers to make 
informed purchasing decisions.  It also pointed out that plain packaging is 
likely to increase the burden on “already overstretched public agencies 
working to enforce intellectual property protection in the face of escalating 
counterfeiting and piracy throughout Australia and worldwide.”474  

(c) The US Chamber of Commerce Global Intellectual Property Center has stated 
that plain packaging would “increase global counterfeiting activities (by 
making counterfeits harder to identify), and empower illicit traffickers at the 
expense of legitimate business activity and consumer confidence.”475 

 
471 Submission by Amcor to the Australian Government on the Australian Act, Submission No. 42 (July 22, 
2011), Amcor, p.2, accessed at 
http://www.aph.gov.au/Parliamentary_Business/Committees/House_of_Representatives_Committee
s?url=haa/billtobaccopackage/subs/sub42.pdf on March 13, 2012. 

472 The views set out above include responses to not only the Australian government, but also to the 
European Commission and the UK government in their previous considerations of plain packaging as a 
policy measure. 

473 Submission by AIPPI to the Public Consultation on the Possible Revision of the Tobacco Products Directive 
2001/37/EC (March 2011), AIPPI, p.4, accessed at 
https://www.aippi.org/enews/2011/edition17/Tobacco_Products.html on March 13, 2012. 

474 Letter from the ICC to the Australian Minister for Trade (April 20, 2011), p.2, accessed at 
http://www.iccwbo.org/uploadedFiles/BASCAP/Statements/Letter%20-
%20Australian%20Trade%20Minister_plain_packaging.pdf on March 13, 2012. 

475 “Fighting the good fight,” (January 7, 2010), Global Intellectual Property Center, accessed at  
http://www.theglobalipcenter.com/news/fighting-good-fight on April 2, 2012. 
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(d) The Washington Legal Foundation reported in a legal opinion letter that 
“[c]ounterfeiters are likely the only group that would benefit from a switch to 
plain packaging” and that “without the need to copy tobacco packaging, 
counterfeit tobacco packaging would become virtually impossible to detect.  
Counterfeit tobacco products would flood the market causing prices to drop, 
and ironically, making products like cigarettes (counterfeit and legitimate 
alike) more affordable.”476 

(e) The Anti-Counterfeiting Group (ACG) and British Brands Groups submitted 
a joint response to the UK Consultation on the Future of Tobacco Control and 
warned that the plain packaging of tobacco products is “an invitation to 
counterfeiting” and noted that current problems are likely to be exacerbated 
by the measure.477 

(f) At a meeting between the European Commission’s Health and Consumers 
Directorate-General (DG SANCO) and tobacco product suppliers, a number 
of stakeholders raised similar concerns.  For instance, the European Carton 
Makers Association (ECMA) explained that currently the life span of a 
design/pack shape can be as short as 3 to 6 months and that “the only way of 
fighting counterfeiting effectively is allowing a variety of designs which are 
complex and frequently change.” ECMA also argued that the introduction of 
plain packaging would: (a) lower entry barriers for counterfeit production; (b) 
provide increased scale for the counterfeit markets (as all packs will look 
alike); and (c) decrease the already limited capability for consumers to 
identify counterfeit product.478  At the same meeting, fine paper 
manufacturers479 raised similar concerns and added that tipping paper is 
subject to frequent changes which act as an anti-counterfeiting mechanism.  
Further, an international industry association representing six leading 
producers of filtration media for cigarettes warned that plain packaging may 
lead to the counterfeiting of filters using substances other than acetate that 
have less effective filtration properties (e.g., cotton fibres of paper 
particles).480 

376. Governments have also expressed similar concerns: 

 
476 Global Push for “Plain Packaging” on Consumer Products will Burn Intellectual Property Rights (September 
11, 2009), Washington Legal Foundation, p.2, accessed at 
http://www.wlf.org/publishing/publication_detail.asp?id=2101 on March 13, 2012. 

477 A Joint Response: Consultation on the Future of Tobacco Control (May 2008), ACG and British Brands 
Group, paragraph 3, accessed at  http://www.plain-packaging.com/downloads/Anti-
Counterfeiting_Group_response_to_UK_DOH_consultation.pdf on March 13, 2012. 

478 ECMA also added that the substantial investment made to acquire printing technologies (to print 
complex design features with graphic health warnings) will be made obsolete in a plain packaging 
environment since less sophisticated machines would be fully capable of printing a plain pack at a 
lower cost. 

479 The fine paper manufacturers supply cigarette wrapping paper, “tipping paper” that wraps the filter, 
and “plug wrap paper” that connects the filter to the cigarette.   

480 Minutes of the meeting between DG SANCO and various tobacco suppliers held in Brussels, Belgium 
(February 6, 2012), accessed at http://ec.europa.eu/health/tobacco/docs/ev_20120206_mi_en.pdf on 
March 17, 2012.   
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(a) The Dominican Republic issued a statement to the WTO Committee on 
Technical Barriers to Trade (TBT) in June 2011 in response to Australia’s 
proposed plain packaging law: “[T]he sale of tobacco products in plain 
packaging might make it easier to produce and to sell counterfeit and 
contraband tobacco products, which would increase the sale and 
consumption of non-regulated products.”481 

(b) In a related submission, the Cuban government agreed with the view that it 
would be easier to counterfeit a plain pack.482  It has been reported that, in 
addition to the ongoing domestic legal proceedings that are in place 
regarding the Australian Act, it is possible that a WTO challenge may be 
initiated considering the number and the level of concerns raised by 
numerous member countries during TRIPS and TBT meetings.483  The 
Ukraine and Honduras, for instance, have submitted a formal request for 
consultation to the WTO on the grounds that plain packaging violates 
international rules on intellectual property.484  Other WTO members are 
reported to have joined the Ukrainian and Honduran consultations, including 
the EU, Brazil, New Zealand, Canada, Norway, Uruguay, and Nicaragua.  

(c) In the context of whether the EU should adopt plain packaging, the Italian 
government has outlined a number of objections:  

 
481 Statement by the Dominican Republic to the WTO Committee on Technical Barriers to Trade (June 
15, 2011), G/TBT/W/339, accessed at 
http://docsonline.wto.org/GEN_highLightParent.asp?qu=+%28%40meta%5FSymbol+G%FCTBT%FC
W%FC%2A+%29+and+%28+%40Doc%5FDate+%3E%3D+2011%2F01%2F01+00%3A00%3A00+%29+an
d+%28+%40Doc%5FDate+%3C%3D+2011%2F12%2F31+23%3A59%3A59+%29&doc=D%3A%2FDDFDO
CUMENTS%2FT%2FG%2FTBT%2FW339%2EDOC%2EHTM&curdoc=6&popTitle=G%2FTBT%2FW%2
F339 on April 5, 2012. 

482 The Cuban representative spoke of the risk of an increase in the illicit trade of tobacco products at the 
TRIPS meeting held on June 7, 2011 (IP/C/M/66), records of which can be found at “Members debate 
cigarette plain-packaging’s impact on trademark rights” (June 7, 2011), WTO, accessed at 
http://www.wto.org/english/news_e/news11_e/trip_07jun11_e.htm on April 2, 2012.  The website 
provides an overview of the discussion that took place at the meeting and a link to the minutes of the 
meeting. 

483 J. Freedman, “Australia said to face WTO complaint over tobacco packaging, ban on logos,” 
Bloomberg (March 5, 2012), accessed at http://www.bloomberg.com/news/2012-03-05/australia-said-
to-face-wto-complaint-over-ban-on-tobacco-logos.html on April 2, 2012.  The article reports that 
countries including Chile, Colombia, Cuba, the Dominican Republic, El Salvador, Honduras, Indonesia, 
Jordan, Mexico, Nicaragua, Nigeria, Turkey, Zambia, and Zimbabwe also stated that the Australian ban 
breaks trade rules.   

484 Regarding the Ukraine (and other governments that have joined the Ukraine’s consultation), see 
“Australia – Certain measures concerning trademarks and other packaging requirements applicable to 
tobacco products and packaging” (March 13, 2012), WTO, accessed at 
http://www.wto.org/english/tratop_e/dispu_e/cases_e/ds434_e.htm on June 27, 2012; and regarding 
Honduras (and other governments that have joined the Honduran consultation), see “Australia – 
Certain measures concerning trademarks and other packaging requirements applicable to tobacco 
products and packaging” (April 4, 2012), WTO, accessed at 
http://www.wto.org/english/tratop_e/dispu_e/cases_e/ds435_e.htm on June 25, 2012.  Further, it has 
been reported that the Dominican Republic may also submit a similar suit.  See “Australia to be hit with 
third WTO suit: diplomats,” Reuters, available at (June 13, 2012) accessed at 
http://www.reuters.com/article/2012/06/13/us-australia-tobacco-wto-idUSBRE85C1KF20120613 on 
June 25, 2012.  
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“[I]t is clear that [generically packaged] products are more exposed to 
counterfeiting than products in packages which producers have taken 
care to make distinctive through the use of colour, embossing, quality and 
presentation.  Reproducing such characteristic elements requires access to 
technology, products and manufacturing experience which is not easy to 
acquire, while uniform and generic packaging makes it technically far 
easier for counterfeiters to produce fake cigarette packaging.  
Furthermore, the proposed measure might have significant [distortionary] 
effects on the market for tobacco products, especially as regards 
smuggling from countries where manufacturers are not under an 
obligation to use generic packaging.  Their product would benefit from an 
unexpected competitive advantage stemming from consumers’ familiarity 
with the traditional packaging and, together with counterfeit products 
(generic or conventional), could be more tempting to vulnerable groups of 
the population (e.g., minors) who are shut out from the regular market for 
their own protection.”485

(d) As noted above, IP Australia has raised similar concerns that plain packaging 
would make it easier for counterfeit goods to be produced.486 

377. The counter view has also been stated: 

(a) ASH expressed the following view in December 2011: “There is no evidence 
that plain packaging will lead to an increase in the illicit trade in tobacco.  
Tobacco packs are already easily counterfeited which is why the industry is 
required to put covert markings on all tobacco packs to distinguish between 
authentic and counterfeit packs. Plain packs… will be no easier to counterfeit 
than current branded packs.”487  However, more recently, ASH stated that 
“[plain packs] should not be significantly easier to copy.”488 

 
485 Letter from Italy to the European Commission (December 1, 2010), p.2, accessed at 
http://ec.europa.eu/health/tobacco/docs/contribution_italy_en.pdf on March 17, 2012.  Further, the 
Italian Undersecretary for Economy and Finance, Alberto Giorgetti, stated that plain packaging would 
provide “an incentive to counterfeit products, which are even more dangerous to health because there 
are no controls”:  see “Giorgetti: Più rischi con il ‘pacchetto bianco’ di sigarette,” Adnkronos (November 
11, 2011), accessed at http://www.adnkronos.com/IGN/Speciali/Contraffazione/Giorgetti-Piu-rischi-
con-il-pacchetto-bianco-di-sigarette_3981690452.html on April 2, 2012.  The article is in Italian, and the 
quoted statement is included in the second paragraph of the article.  Similarly, the Italian Minister for 
Agricultural, Food, and Forestry spoke against the plain packaging proposal as “it would allow low-
quality tobacco to enter the territory”: see “Zaia contro il ‘pacchetto generico’ di sigarette: ‘Non serve a 
bloccare contraffazione e contrabbando,’” Adnkronos (November 11, 2011) accessed at 
http://www.adnkronos.com/IGN/Speciali/Contraffazione/Zaia-contro-il-pacchetto-generico-di-
sigarette-Non-serve-a-bloccare-contraffazione-e-contrabbando_3981690258.html on May 21, 2012.  The 
Minister is quoted in the same article as stating that: “counterfeiting and smuggling cannot be fought 
with proposals like the one to introduce ‘plain’ cigarette packaging.” 

486 C. Kerr, “Taxpayer may take wrap rap for plain packaging cigarettes,” The Australian (September 15, 
2010), accessed at  http://www.theaustralian.com.au/news/nation/taxpayer-may-take-wrap-rap-for-
plain-package-cigarettes/story-e6frg6nf-1225924281342 on March 17, 2012.  Also see paragraph 373 of 
this report for related statements of IP Australia.  

487 Plain Packaging (December 2011), ASH, p.6, accessed at  
http://ash.org.uk/files/documents/ASH_699.pdf on March 13, 2012. 

488 “Every half hour another new smoker starts,” Dundee Courier & Advertiser (May 11, 2012).  
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(b) Cancer Council Victoria commented: “The Australian Government’s plain 
packaging legislation specifies that anti-counterfeiting markings will be 
permitted on plain packaging, and the Australian Taxation Office and the 
Australian Customs and Border Protection Service should and no doubt will 
continue to vigorously pursue technologies and other surveillance and 
enforcement strategies to prevent the evasion of excise and customs duty in 
[Australia].”489   

(c) The Australian Preventative Health Taskforce noted: “The industry has 
argued that plain packaging would make it easier to counterfeit cigarette 
packs.  However, this need not be the case.  Strategies proposed in the FCTC’s 
draft protocol to combat illicit trade include the mandating of tax markings 
that would make cigarette packages extremely difficult to counterfeit.”490 

(d) The British Heart Foundation stated: “There is no credible evidence to 
support tobacco industry claims that such legislation would increase illicit 
tobacco use, and existing anti-counterfeiting measures would apply to plain 
packaging.  Following consultation with the industry, the Australian plans for 
plain packaging include placement of a unique alphanumeric code on each 
pack on a voluntary basis and covert markings include taggant ink, which can 
only be identified through specialised equipment.”491 

378. Most recently, the UK Under-Secretary of State for Health stated, one day after 
the launch of the UK Consultation, that: “existing packs are very easy to forge; covert 
markings are already used to distinguish illicit cigarettes and [the plain packaging] 
proposal will make absolutely no difference to the situation.”492 

379. We do not find these contrary views described in paragraphs 377 and 378 
convincing.  In particular, for the reasons that we explain in paragraphs 386 to 395, 
we are not convinced that anti-counterfeiting measures (e.g., tax markings) would be 
an effective alternative solution.   

Implications of a single static pack design  

380. As discussed earlier in this report, packaging of tobacco products currently 
varies significantly in its use of color, font, design, and packaging material.  The 
complexity involved in producing this packaging, the frequency of change, as well as 
the diversity that exists in the market today, imposes costs on existing counterfeiters 
and act as a barrier to new entrants.  This is explained by the fact that large 

 
489 Plain Packaging of Tobacco Products: A Review of the Evidence (August 12, 2011), Cancer Council 
Victoria, p.4, accessed at  http://www.cancervic.org.au/downloads/mini_sites/Plain-
facts/TCUCCVEvOverview_FINALAUG122011.pdf on April 2, 2012. 

490 Australia: The Healthiest Country by 2020: National Preventative Health Strategy – the Roadmap for Action, 
Preventative Health Taskforce, accessed at 
http://www.health.gov.au/internet/preventativehealth/publishing.nsf/Content/nphs-roadmap-
toc~nphs-roadmap-3~nphs-roadmap-3.3~nphs-roadmap-3.3.3 on March 13, 2012. 

491 The Plain Truth: How Tobacco Plain Packaging Will Save Lives (January 1, 2012), The British Heart 
Foundation, p.8, accessed at http://www.bhf.org.uk/publications/view-publication.aspx?ps=1001776 
on March 13, 2012. 

492 UK House of Common Debates, Adjournment Debate: Cigarette Packaging (April 17, 2012), accessed 
at http://www.theyworkforyou.com/debates/?id=2012-04-17c.293.0&m=40109 on April 21, 2012.  

 135

http://www.cancervic.org.au/downloads/mini_sites/Plain-facts/TCUCCVEvOverview_FINALAUG122011.pdf
http://www.cancervic.org.au/downloads/mini_sites/Plain-facts/TCUCCVEvOverview_FINALAUG122011.pdf
http://www.health.gov.au/internet/preventativehealth/publishing.nsf/Content/nphs-roadmap-toc%7Enphs-roadmap-3%7Enphs-roadmap-3.3%7Enphs-roadmap-3.3.3
http://www.health.gov.au/internet/preventativehealth/publishing.nsf/Content/nphs-roadmap-toc%7Enphs-roadmap-3%7Enphs-roadmap-3.3%7Enphs-roadmap-3.3.3
http://www.bhf.org.uk/publications/view-publication.aspx?ps=1001776
http://www.theyworkforyou.com/debates/?id=2012-04-17c.293.0&m=40109


 
 

 

manufacturers of genuine products can deploy complex packaging techniques 
realizing economies of scale while the same techniques would be far costlier and 
more complex to implement on a smaller scale (for example, in an illegal factory).493   

381. We believe that the generic-pack environment imposed by plain packaging will 
significantly lower the level of technical expertise and costs required to counterfeit 
tobacco products and their packaging for the following reasons:  

(a) The simplified design and pack shape will be easier to counterfeit.  Taking the 
Australian example, the background of each cigarette pack can only be 
covered in a shade of “drab brown” specified by the regulator and the pack 
can only take the form of a basic flip top box.  

(b) The static packaging design means no additional investment is necessary 
until a further change in law.  As a consequence, counterfeiters will need to 
meet this static design only, rather than having to keep up with 
manufacturers’ evolving packaging innovations and developments.   

(c) The resulting reduced costs of entry may have the unintended consequence of 
encouraging potential counterfeiters who have previously been deterred by 
the high cost of complex packaging from entering the counterfeit tobacco 
market.  Overall, this should effectively reduce the cost burden on 
counterfeiters.   

(d) The uniform design will be easy to duplicate.  Once a brand is counterfeited, 
the illicit trader can reproduce packaging of all brands with minimum effort. 

(e) The design of cigarette sticks themselves will be easier to copy.  Cigarette 
sticks are generally labeled with the corresponding brand and variant names.  
If the paper used on the cigarette sticks is also required to be plain, a 
counterfeiter needs only to produce on standard paper wrapping for the 
cigarette filter which can be used across all brands and variants.  

382. Innovative packaging in the cigarette industry, such as the diverse use of color 
and pack design, allows legitimate manufacturers to differentiate their product to 
consumers (see Figure 19, the ‘Camel Curve’ pack design, for example).  However, 
the sophisticated packaging design is also an anti-counterfeiting measure that allows 
legitimate manufacturers to stay one step ahead of the counterfeiters.494  

383. While it has been established that illegal manufacturers and traders can acquire 
the technology needed to copy a pack, complex packages are more difficult and 
costly to imitate.  One could argue that complexity in the production of sophisticated 
packaging, as well as the diversity of packaging designs that exist in the current 
market, imposes cost implications on existing counterfeiters and a barrier for new 
entrants. 

384. As a result of plain packaging, significant cost burdens involved in 
counterfeiting complex or unusual packaging will be removed.  ‘Industry standard’ 

 
493 See paragraphs 192 to 201 to the relevant discussion earlier in this report. 

494 Some examples of innovative packaging are provided at Figures 18 and 19.  Also see paragraph 374 
for an extract of Amcor’s submission to the Australian government regarding the Australian Act. 
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packaging as envisaged under the Australian or similar legislation will be far simpler 
to replicate495 and will thus lower a counterfeiter’s costs of production.   

385. Plain packaging would, therefore, open up paradoxical marketing opportunities 
for counterfeiters at all levels of sophistication.  For instance, those counterfeiters 
with fewer financial resources will benefit because the cost of their operations will be 
reduced for counterfeiting plain packs.  The counterfeiters who already possess the 
skill to manufacture existing branded packs will continue with their illicit operations.  
Further (and as discussed below), these illicit traders are likely to be able to benefit 
from a potential new opportunity in the plain packaging market, namely by serving 
those consumers who prefer to stick to their familiar branded packs (albeit 
counterfeit) while, at the same time, producing fake products in plain packaging.  
Overall, this may increase the number of counterfeiters, as well as the types of 
products and profit made by counterfeiters, and allow them to re-invest into their 
other illicit (in some cases, criminal) operations, such as narcotics and human 
trafficking.   

To what extent do various mandatory pack markings mitigate the problem?  

386. An important question to address is whether the concerns raised about plain 
packaging and increased possibilities for counterfeiting are negated by the use of 
visible pack markings or features which could be mandated by the regulator at the 
same time as the plain packaging requirement.496  The UK government previously 
recognized in 2008, “some stakeholders have suggested that plain packaging may 
exacerbate the illicit tobacco market, as it could be easier for counterfeit producers to 
replicate the plain packages than current tobacco packaging.”497  However, the UK 
government further stated: “a way to counteract this potential problem would be to 
require more sophisticated markings on plain packages that would make the 
packages more difficult to reproduce.  In addition, the colour picture warnings, 
which must appear on all tobacco products manufactured from October 2008, would 
remain complicated to reproduce.”  The UK government’s view as set out here has 
also been expressed by others.498   

 
495 This conclusion is supported by Transcrime, which states in a recent report that: “the phases of the 
crime commission process relating to the imitation of trademarks, brands and other features will likely 
become superfluous or less complex” in a plain packaging environment and that: “the counterfeiting of 
generic packaging is likely to require less skills and experience than the current counterfeiting of 
branded packs.”  Transcrime note that its report, Crime proofing the policy options for the revision of the 
Tobacco Product Directive, has been contributed to financially by PMI, however, “Transcrime retained full 
control and stands guarantor for the independence of the research and its results.”  See pp.6 and 35 of 
this report, accessed at http://transcrime.cs.unitn.it/tc/537.php on April 21, 2012.  
496 For an informative report on both overt and covert markings used in cigarettes, see The Use of 
Technology to Combat the Illicit Tobacco Trade, Framework Convention Alliance, accessed at 
http://www.fctc.org/dmdocuments/INB-2_Factsheet_Use_of_Technology2.pdf on June 7, 2012. 

497 Consultation on the Future of Tobacco Control (May 31, 2008), UK Department of Health, paragraph 3.79, 
accessed at 
http://www.dh.gov.uk/prod_consum_dh/groups/dh_digitalassets/documents/digitalasset/dh_0856
51.pdf on March 13, 2012.   

498 For example, see J. Colledge II, “The impact of plain packaging of tobacco products on criminal 
investigations and interdiction,” Reconnaissance International (January/February 2011), accessed at 
http://www.taxstampnews.com/archive/85-januaryfebruary-2011-tax-stamp-news/377-the-impact-of-
plain-packaging-of-tobacco-products-on-criminal-investigations-and-interdiction on March 13, 2012. 
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387. Unless the costs of copying these newly introduced mandatory pack markings 
(and, for many counterfeiters, these costs are limited to doing what is necessary to 
‘fool the consumer’, if they bother to copy the markings at all) outweigh the cost 
savings resulting from the plain pack design, it will be cheaper and easier to 
counterfeit plain packs than branded packs.  Therefore, in our opinion, it is far from 
clear that given the profit incentives that exist in the sale and distribution of illicit 
tobacco products, new mandatory pack markings will deter both determined and 
sophisticated counterfeiters (such as OCGs with sufficient funding). 

388. Some have argued that if packaging continues to include indicia of tax paid/tax 
stamps, such marks could be enhanced (and, for instance, developed to include 
tracking and tracing capability) to help combat illicit trade.499  However, assertions 
that mandatory pack markings will mitigate the problem fail to address the fact that 
these markings are already easily counterfeited.500  Regarding tax stamps, for 
example, a leading consultancy501 on brand protection has stated that “tax stamps are 
subject to the same counterfeiting as currency notes.”502  Tax stamps were designed 
for tax collection purposes and – in our expert opinion – are generally an ineffective 
method of preventing counterfeiting since the image can often be easily copied.  In 
addition, unless the fake stamps are of very low quality, the assumption that 
smokers will be able to authenticate a tobacco product by way of a tax stamp is 
flawed.503  As noted previously in this report, many counterfeiters only do the 
minimum necessary to ‘fool the consumer’ when faking tax stamps.  

389. Equally, it is far from clear that mandating the use of health warnings in 
complex colors on plain packs will act as an effective cost deterrent for counterfeiters.  
The reality is that counterfeiters will have less to duplicate when counterfeiting a 
plain pack – copying photographic health warnings and other markings will not be a 
disincentive.  While the Australian plain packaging regime imposes a regulatory 
compliance burden on legitimate product manufacturers,504 counterfeiting a plain 
 
499 Ibid., J. Colledge II, for instance, goes as far as to argue that “… the absence of color or logos may 
actually enhance enforcement in certain circumstances… as [c]ustoms and revenue inspectors could 
more quickly detect contraband in those scenarios based upon simple observations.” However, this 
view does not take into effect that illicit traders are likely to continue counterfeiting branded packs (in a 
foreign language or otherwise) and plain packs, as well as ‘illicit whites.’ 

500 See paragraphs 202 to 209 for a discussion on the extent to which tax stamps are already being 
counterfeited and the speed with which counterfeiters can copy new tax stamp designs.  See also 
Figures 20, 21, and 22 for examples of counterfeit tax stamps. 

501 “About Reconnaissance International,” Reconnaissance International, accessed at 
http://www.reconnaissance-intl.com/about/about-reconnaissance-international on March 12, 2011. 

502 “Are counterfeit tax stamps a major problem?,” Tax Stamps, accessed at 
http://www.taxstampnews.com/research-tools/faq on March 13, 2012. 

503 See the discussion in paragraph 209 about the consumer’s inability to distinguish fakes from genuine 
tax stamps with holograms. 

504 For example, Section 9.5(5) of the Australian Competition and Consumer (Tobacco) Information 
Standard 2011 provides extremely detailed/specific requirements, such as “[c]ombinations in Part 3 
must be displayed in rotation on retail packaging supplied during an even-numbered year so that each 
combination is displayed as nearly as possible on equal numbers of the retail packaging of each kind of 
tobacco product displaying combinations in Part 3”; Section 9.5(8) states, “In the period of 4 months 
beginning on 1 August in an even-numbered year or an odd-numbered year, retail packaging may 
display any combination of warning statements, explanatory messages, graphics and information 
messages that is required by Part 3 or 4”: see Australian Competition and Consumer (Tobacco) 
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pack with health warnings would be easier and cheaper than counterfeiting a 
branded pack with the same health warnings.  Since the pack design features are put 
on a website by the regulator, a counterfeiter will replicate the supposedly complex 
mandated pack features, including health warnings (which are available online) 
without difficulty. 

390. Those who argue that such complex health warnings would be sufficient to 
deter counterfeiters in a plain packs world also fail to consider one critical element of 
the underpinnings of the illicit trade of tobacco products: there is no reason why a 
counterfeiter would try to counterfeit all versions of the health warnings that exist in 
the legitimate market place.  If the counterfeiter chooses one or two of the least-
complex images to counterfeit and only to the extent necessary to deceive the 
consumer at the point of purchase, then graphic health warnings will not create 
much of an obstacle to counterfeiters, especially in light of the high-
performance/low-cost printing technologies available today.505  In fact, the 
counterfeiters will realize a competitive advantage over legitimate manufacturers 
who will have to invest resources to initially comply and maintain adherence to the 
highly detailed regulations.506   

391. Others have pointed out that tracking and tracing information on individual 
packs could be the answer to stop plain packaging from aggravating the illicit trade 
situation in tobacco products.  However, such information is only relevant for supply 
chain control purposes, namely to deal with contraband of genuine products, and 
would not address counterfeiting.  Put simply, such information verifies if a genuine 
pack is in the ‘wrong’ retail sale market, but would not impose a cost barrier to 
counterfeiting and does not tell the consumer they are smoking a fake product.  This 
view is echoed by Transcrime in their recent report: “[tracking and tracing 
technologies] significantly increase control and detection of illicit products by 
manufacturers and public authorities, but they do not assist the general public in 
distinguishing between genuine products and counterfeits.”507   

392. Similar issues arise related to requiring the use of holograms as an anti-
counterfeiting deterrent.  A well known instance of counterfeit holograms on 
packaging arose in the case of Artesunate, a life-saving anti-malarial drug developed 
in China and now used extensively in South East Asia.  A WHO newsletter has 
discussed how holograms have failed to prevent the counterfeiting of Artesunate, 
stating: “the first ‘generation’ fakes, which bear a grey sticker rather than a true 
hologram, are relatively easy to distinguish from the genuine product but remain in 

 
Information Standard 2011 (December 22, 2011), accessed at 
http://www.comlaw.gov.au/Details/F2011L02766 on March 13, 2012.   

505 See paragraphs 54 to 56 for a discussion on technological developments facilitating the counterfeit 
trade. 

506 The Australian measures, for instance, have in place extremely detailed rules that govern, among 
other things, the size/appearance of the graphic health warning, its placement on the pack, and its 
rotation over time: see Competition and Consumer (Tobacco) Information Standard 2011 (December 22, 
2011), Sections 9.13-9.22, accessed at http://www.comlaw.gov.au/Details/F2011L02766 on March 13, 
2012.  See also paragraphs 351 to 356 of this report for an explanation of the Australian measure.  

507 See Crime proofing the policy options for the revision of the Tobacco Product Directive, Transcrime, p.28, 
accessed at http://transcrime.cs.unitn.it/tc/537.php on April 21, 2012. 
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circulation in  South-East Asia….  [H]owever, two further sophisticated ‘generations’ 
of counterfeit Artesunate, labeled as produced by ‘Guilin Pharma,’ have recently 
been found in Laos and Cambodia with new, convincing and very well crafted but 
fake holograms attached to the blisterpacks.”508 

393. In summary, the cost of the technology required to replicate innovative and 
dynamic packaging currently acts as an impediment to many counterfeit traders.  
The extent to which such barriers are lowered will depend on the precise 
requirements of the plain packaging law and whether an anti-counterfeiting tax 
stamp, hologram, or other mark is also required.  In any event, there will still be a 
cost difference between making fake branded packs and fake plain packs.   

394. Overall, as previously discussed, the use of an anti-counterfeiting mark would 
not be a major obstacle for illicit traders to surmount.  The counterfeiter may, for 
example, choose to supply a fake hologram, if this is required by the plain packaging 
law.  However, as is the case with illicit tax stamps, the counterfeiter will need to 
affix a hologram only of sufficient quality to ‘fool’ smokers who give a cursory 
glance to this type of visual authentication. 

395. A final point to note in this context is that the Australian plain packaging 
measure has not been accompanied by a requirement that packs bear some form of 
special marking to deter the counterfeiter.  As noted above, Regulation 2.3.2 allows 
the use of an origin mark either in the form of an alphanumeric code or a covert 
mark not visible to the naked eye.509  However, these types of markings are not an 
answer to the concern that plain packs will be easier and cheaper to fake since:  

(a) alphanumeric codes are easily and frequently replicated by counterfeiters 
without any obvious additional cost burden (especially because the 
Australian Regulations mandate the specific font, size of the font, and 
placement of the alphanumeric code); and  

(b) a covert mark not visible to the naked eye will be irrelevant to a counterfeiter 
whose objective is to replicate the packaging only to the extent that after a 
visual inspection, unsuspecting smokers (and retailers) believe that they are 
smoking (and selling) a cigarette from a genuine pack.510 

Potential opportunities to counterfeit branded packs  

396. It is worth reiterating that the ability to adapt quickly to changing market 
conditions (whether they are due to changes in regulation or consumer preference) is 
likely to benefit the illicit trader to a greater degree in a plain packaging 
environment.  Plain packaging regulations will not only create new opportunities for 
the illicit trader but will simultaneously constrain the legitimate provider.  
Specifically, plain packaging introduces a complex new compliance burden while at 
the same time prevents the lawful owners of tobacco-related trademarks from using 

 
508 “WHO pharmaceuticals newsletter,” (No.03, 2003), WHO, accessed at 
http://apps.who.int/medicinedocs/en/d/Js4946e/3.1.html on March 13, 2012. 

509 Regulation 2.3.2, Australian Regulations, accessed at 
http://www.comlaw.gov.au/Details/F2011L02644 on March 13, 2012. 

510 The question of covert marks is discussed in paragraphs 404 to 411 in the context of the forensic 
analysis of packs and activities relating to enforcement, regulatory investigations, and prosecutions. 
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their intellectual property on their packs (other than the brand name in a 
standardized font and size).  Therefore, not only is plain packaging likely to provide 
opportunities to counterfeiters to fake plain packs, it also provides an opportunity 
for nimble illicit traders – including OCGs – to continue to sell their illegal products 
in counterfeited branded packs and thus capture part of the sales volume away from 
legitimate manufacturers and others in the supply chain.  

397. Plain packaging is likely to create novel business prospects for illicit traders 
beyond faking the plain packs.  One specific example of such an opportunity flows 
from the fact that some counterfeiters deliberately use ‘foreign language health 
warnings’ in certain markets (such as the UK) to target smokers willing to buy 
cigarettes for which duty has not been paid (the ‘Robin Hood’ phenomenon511).512  A 
safe supposition is that some smokers will look to buy the branded packs familiar to 
them, regardless of the plain packaging measure.  Indeed, some smokers may 
positively prefer to buy familiar branded packs.  Thus, illicit traders can supply this 
niche market with fake branded packs that encourage the consumer into believing 
that the branded illicit product sold is genuine (i.e., not counterfeit) but produced for 
retail sale in another market.  Indeed, in a world of plain packaging, duping smokers 
would be made easier as smokers become increasingly less familiar with the 
appearance of genuine products.513  Presumably, some of these smokers would not 
be prepared to purchase branded illicit packs if they knew that the products were not 
only ‘not duty paid’ but also counterfeits that did not meet legitimate manufacturers’ 
standards of quality control.514 

Potential opportunities regarding ‘illicit whites’ and contraband  

398. It has been suggested that plain packaging may facilitate the trade in ‘illicit 
whites’ and the sale of contraband genuine product: 

[W]hile some consumers are likely to remain brand loyal for reasons already 
discussed, those buying lower-priced products may increasingly question 
the incremental value of the generic branded product relative to illicit 
product.  Such uncertainty would be exacerbated by large increases in tax 
levels, which would further increase the tax arbitrage available to 
counterfeiters or sellers of illicit white products, even if competition between 
legal products on price was limited through minimum tax levels.  Indeed, it 
is possible that in a plain package environment, the only ‘branded’ product 
would be either illicit whites (such as Jin Ling) or [gray] market product 
brought in from non-plain-package jurisdictions.515   

 
511 See paragraph 187 for further detail on the ‘Robin Hood’ phenomenon. 

512 The use of foreign language health warnings is a good illustration of the entrepreneurial initiative 
currently shown by certain counterfeiters.   

513 As noted by Transcrime in their recent report: “consumers may gradually lose perception of the 
difference between the licit and illicit tobacco product if brands and trademarks are removed.”  Crime 
Proofing the Policy Options for the Revision of the Tobacco Products Directive, Transcrime, p.28, accessed at 
http://transcrime.cs.unitn.it/tc/537.php on April 21, 2012. 

514 See paragraph 257 of this report for a discussion on the deliberate use of foreign health warnings. 

515 Global Tobacco: The Plain Risk to Global Tobacco (March 21, 2011), Berenberg Bank, p.17, accessed at 
http://www.smoke-free.ca/plain-packaging/documents/2011/Philip%20Morris%20-
%20Annex%2012%20-%20Bloomquist,%20Berenberg%20Bank%20-
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399. It may be inevitable that such ‘illicit white’ products, such as Jin Ling and 
Raquel, will continue to use branded packaging, even in the face of a plain pack 
restriction and particularly in circumstances where smokers search out their 
traditional brand(s).  For example, ‘illicit whites’ smokers may seek a product that 
looks similar to, if not exactly the same as, their historic branded packs.  Therefore, 
branded and familiar ‘illicit whites’ may have an appeal over standardized plain 
packs to such smokers.  

400. A real problem with ‘illicit whites’ is that these cigarettes are not usually subject 
to the same scrutiny as their legitimate counterparts516 and manufacturers of ‘illicit 
whites’ are not governed by the requirements outlined in the EU Cooperation 
Agreements or MOUs with national authorities in various markets around the 
world.517  Therefore, the existing coordinated efforts and the Draft Protocol designed 
to target illicit trade will have little effect on tackling ‘illicit whites,’ which may thrive 
as a substitute for their branded counterparts in a plain packaging environment.  

401. The contraband market is also likely to benefit from the opportunities 
introduced by plain packaging.  As previously discussed, as smokers seek out the 
familiar, it is likely that some consumers will turn to contraband products for the 
same reasons that attracted them to ‘illicit whites’ and branded counterfeits.  In a 
plain packaging environment, not only would the appeal of contraband products 
grow among the illicit traders’ existing customer base, but they might also be able to 
expand it to include those who currently predominantly smoke legal products.  In 
other words, there might be some smokers who did not purchase illicit products on a 
regular basis, but who may – in a plain packs market – actively seek out contraband 
products (including through the Internet) in search of familiar branded packs albeit 
from a different country market.  

Increase in ‘cross- border shopping’   

402. ‘Cross-border shopping’ (a concept discussed above at paragraphs 161 to 164) is 
also likely to increase in a plain packaging environment with the search for familiar 
branded packs acting as an added incentive to the price benefits of buying packs 
overseas.  While it is generally not illegal to bring cigarettes from overseas for 
personal use, an increase in such activity will further reduce the government’s tax 
revenue in the smoker’s ‘home market.’  This is potentially a serious economic 
impact given that, as acknowledged by the UK Consultation: “a one percentage point 
increase in the market share of non UK duty paid cigarettes would cost around £90m 
in lost duty.”518 

403. Often contraband products already sell at a higher price than their counterfeit 
and ‘illicit white’ counterparts.  In essence, the contraband products allow the 
smoker to consume a ‘legitimate’ product at a lower price.  It could be the case that 
 
%20The%20Plain%20Risk%20to%20Global%20Tobacco%20-%2021%20March%202011.pdf on March 13, 
2012. 

516 See the discussion of consumer authentication in paragraphs 94 to 105. 

517 See paragraphs 316 to 332 for the relevant discussion. 

518 Impact Assessment, UK Department of Health, p.23.  The link to the document can be accessed at  
http://consultations.dh.gov.uk/tobacco/standardised-packaging-of-tobacco-products/consult_view/ 
on April 20, 2012.    
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consumers of contraband products are less price-sensitive than existing illicit tobacco 
purchasers (i.e., buying a familiar branded pack is the priority, as opposed to the 
price of the product), which would allow illicit traders to charge more for their 
contraband products (or, worse, counterfeit products purporting to be contraband).  
In light of this, an extreme scenario is a marketing environment where the illicit 
traders can offer branded packs destined for another, non-plain packs market, at a 
premium (i.e., a higher price) than the new plain packaging version of their preferred 
brand.  Although perhaps unlikely, some smokers may seek their more familiar 
packs through the illicit market on the basis that they perceive the plain packs 
version of their brand to be ‘less authentic’ than the contraband version with ‘foreign 
health warnings.’519   

The impact of plain packaging on forensic pack analysis and enforcement  
404. Legitimate manufacturers and enforcement agencies currently rely on a number 
of elements and pack identification markings to establish whether a cigarette pack 
and its contents are counterfeit and, if so, which illicit trader may have made or 
supplied it.  Some examples of these pack identification elements are: 

(a) visual/tactile identifiers of the packaging that are detectable by the naked 
eye (e.g., colors and shapes of packs);520  

(b) visual identifiers on cigarette sticks (i.e., distinctive marks and tipping paper 
patterns);521 

(c) overt security markings visible to the naked eye for authentication purposes 
(e.g., holograms, digital watermarks, and security inks);  

(d) covert security features that are invisible to the naked eye but can be detected 
by selected stakeholders (e.g., tear-tape taggant and hidden words or 
images).522  Some of these features require special readers, whereas, complex 
forensic authentication procedures (and, in many cases, laboratory analysis) 
are necessary in other cases.  Unsurprisingly, public domain information does 
not identify the extent to which cigarette manufacturers use hidden words or 
images in pack printing to aid in authentication.  Albeit in a very different 

 
519 The Adam Smith Institute, a UK policy think tank, warned that: “[i]f, as the behaviour experiments 
suggest, smokers generally prefer branded packages, some demand for them will remain after they 
have been banned. Consumer may see them as a novelty, or regard them as having a familiar or classic 
design.  This demand can only be met on the black market….”  See Plain Packaging: Commercial 
Expression, Anti-Smoking Extremism and the Risks of Hyper-Regulation (January 24, 2012), p.23, accessed at 
http://www.adamsmith.org/sites/default/files/research/files/plain-packaging.pdf on April 2, 2012. 

520 See paragraphs 94 to 105 and 192 to 201 for the relevant discussion. 

521 See paragraphs 351 and 354 for discussion in relation to the Australian rules removing branding on 
individual cigarette sticks. 

522 Technology and the Fight against Illicit Tobacco Trade, Framework Convention Alliance, accessed at 
http://www.fctc.org/dmdocuments/INB-2_Media%20briefing_Technology_and_Illicit_Trade.pdf on 
March 30, 2012; and Coated & Security Products Overview, Filtrona, accessed at 
http://www.filtrona.com/uploads/cspanalystsoverview.pdf on March 30, 2012. 
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context, Figure 35 below is an example of ultraviolet and infrared inks which 
are revealed under controlled conditions in a banknote;523  

Figure 35. Ultraviolet and infrared inks in a Danish Kroner banknote 

 
(e) tracking-and-tracing markings, such as barcodes and alphanumeric codes, 

that are often punched into the bottom of packs to identify, for example, 
where and when the genuine product was made; and  

(f) inadvertent ‘witness marks,’ also known as ‘foot prints,’ which may be left 
by a machine when it comes into contact with a pack during the 
manufacturing process.  The same marks can appear on all packs 
manufactured by that particular machine until the setting or a component 
part of the machine is manually changed.524 

405. An important question is the extent to which plain packaging reduces the 
ability of those conducting forensic pack analysis to use such elements both to 
identify illicit product and to take action against those responsible for it.   

406. Currently, a number of elements of the pack (particularly the color, embossing, 
and brand font) can be analyzed to assess the authenticity of a tobacco product.  
Consumers and non-specialist police officers and customs officials may be able to 
detect that certain packs are fake because of specific sheens or shades of the color of 
the packaging or spelling mistakes.525  Retailers may also rely on such visual cues to 
ensure authenticity.  These cues are also used by the genuine manufacturer and 
specialists within law enforcement to determine authenticity.  

407. Manufacturers of tobacco products know their proprietary packaging 
techniques the best and employ experts in this area.  Therefore, they form an 
important part of the enforcement chain by providing information (that is 
unavailable otherwise) to governments and customs agencies in the authentication 
 
523 T. Andel, “Counterfeit fighters,” Packaging Online (July 1, 2006), accessed at http://www.packaging-
online.com/paperboard-packaging-content/counterfeit-fighters?print=1 on April 2, 2012.   

524 Currently, manufacturers of genuine product and law enforcement agencies use these ‘witness 
marks’ in order to establish the source of illicit product by linking the ‘witness marks’ on a pack to the 
machine that made it and, ultimately, to its manufacturer.  In simple terms, identical ‘witness marks’ on 
different fake cigarette packs can be used to show that they were all made on the same machine and are 
the work of the same counterfeiter.  Policy makers should ensure that new regulatory measures they 
adopt, like plain packaging, would not hinder this process given its importance in supporting 
enforcement action/criminal prosecutions. 

525 See Figure 11 for examples of counterfeit packs with such distinguishing features. 
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process of packs, especially under the collaborative arrangements in MOUs and the 
EU Cooperation Agreements.526  In compliance with such agreements, their experts 
employ more sophisticated forensic analysis of subtle aspects of packaging 
noticeable to their “trained eye.”  In addition, chemical assessments are also 
conducted to discern the printing technology employed, quality of printing, types of 
varnishes or inks, and colors used on the pack. 

408. In a plain packaging environment with pack design specifications mandated by 
the government, a number of these means of authentication will no longer be 
available.527  In our opinion, this could increase difficulties for retailers and many 
law enforcement officers who rely on the most obvious visual cues.  Further, while 
manufacturers of genuine product will continue to possess the expertise and 
resources needed to determine the authenticity of their own product, it is likely that 
even these industry experts (who assist enforcement agencies in their forensic 
investigation and specialists within law enforcement) may have to resort to more 
resource-intensive and time-consuming tools of verification in a plain packaging 
environment.  

409. Taking two examples from the list of elements at paragraph 404 above, the 
following demonstrate how plain packaging could make forensic investigative 
analysis of packs more difficult since:  

(a) banning the distinctive (and, in many cases, iconic) background color used for 
certain brands will make it impossible for those conducting forensic pack 
analysis to check whether, for example, the gold color used for Benson & 
Hedges Gold is of the precise tone and hue used by the legitimate 
manufacturer.  This is currently an important part of the pack-verification 
process for this brand;528 and  

(b) mandating the background color of each pack precludes the ability of the 
manufacturer to use covert color printing features (such as distinctive 
pigmentation patterns, hidden words and symbols, or combinations of 
colors), to the extent to which manufacturers and law enforcement agencies 
currently rely on them in determining whether a product is ‘real’ or ‘fake.’   

Using this information, manufacturers support criminal prosecutions by providing 
witness statements that testify to the illegal nature of seized products. 

410. Regulations that standardize the design of packaging may inhibit 
implementation of the latest technology required to ensure that products are 
genuine.  The extent to which these elements will disappear depends on the specifics 
of the regulation and the level of restriction imposed.  However, in any plain 
packaging environment, it seems inevitable that with fewer tools available to identify 
counterfeit products and to link products to their origin, regulatory investigations 

 
526 See paragraphs 316 to 332 for discussion on how the EU Cooperation Agreements and MOUs 
formalized the ways in which tobacco product manufacturers assist criminal prosecutions of illicit 
traders. 

527 As discussed at paragraphs 351 to 356, the Australian Act’s provisions apply to virtually all aspects of 
the product packaging and the cigarettes themselves.  

528 See, for example, the ‘real’ and ‘fake’ images of this pack at Figure 12. 
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could be made more difficult.529  This view has been shared by a former Assistant 
Chief Constable of Northern Ireland.530  A letter signed by 25 former senior police 
officers also raised the concern that plain packaging would “place further pressure 
on already stretched law enforcement agencies….”531 

411. According to the LACORS, various enforcement agencies use a hand-held 
tobacco reader that identifies whether cigarettes are genuine, smuggled, or 
counterfeit.532  In addition to the difficulties posed by the standardization of packs in 
detecting counterfeit packs with regard to ‘quick and easy’ verification (especially 
for the ‘trained eye’), if plain packaging results in the removal and simplification of 
design features, this may limit the ways in which enforcement agencies can identify 
illicit products even with the help of such devices.  The net result of these restrictions 
may be that plain packaging places barriers in the way of enforcement bodies since it 
will be more difficult to detect fake products and to link counterfeit packaging to 
individual counterfeiters.  

What would be the impact on illicit trade if plain packaging reduces the 
price of lawful products? 
412. An important point to consider is whether regulatory measures that make 
legitimate products more affordable neutralize one of the key drivers of illicit tobacco 
trade (i.e., the price differential between illicit and genuine products).  Specifically, if 
plain packaging leads to a reduction in the prices of genuine products would some of 
the risks arising from plain packaging which exacerbate the illicit trade be mitigated?  
There are competing views on the extent to which a price decline will happen and 
whether the magnitude of the price decline would differ between premium, value, 
and illicit brands.533  However, for the reasons illustrated below, we believe that the 

 
529 In this regard, and as noted above, IP Australia has stated that “[r]equiring plain packaging would 
make it easier for counterfeit products to be produced and would make it difficult to readily identify 
these counterfeit goods”: see C. Kerr, “Taxpayer may take wrap rap for plain package cigarettes,” The 
Australian (September 15, 2010), accessed at http://www.theaustralian.com.au/news/nation/taxpayer-
may-take-wrap-rap-for-plain-package-cigarettes/story-e6frg6nf-1225924281342 on April 5, 2012.  A 
number of other credible commentators have made this very point in their published views regarding 
the impact of plain packaging as demonstrated in Section VI. 

530 “Plans for plain packaging of cigarettes are a charter for organised crime and a danger to our 
children” (June 22, 2012), Daily Mail¸ available at http://www.dailymail.co.uk/debate/article-
2163227/Plans-plain-packaging-cigarettes-charter-organised-crime-danger-children.html?ito=feeds-
newsxml on June 25, 2012.  

531 “Plain packets and tobacco smuggling” (June 28, 2012), Letters to the Editor, The Times. 
532 Illicit Tobacco: An Introductory Guide for Enforcement Agencies (February 2010), LACORS, p.9, accessed at 
http://www.cieh.org/uploadedFiles/Core/Policy/Publications_and_information_services/Policy_publi
cations/Publications/IDEA_-_Illicit_tobacco_-_an_introductory_guide_for_enforcement_agencies.pdf on 
April 2, 2012. 

533 B. Malkin of The Telegraph predicted that the “price of cigarettes could halve if a plan to bring in plain 
packaging is carried out,” and a spokesperson from BAT Australia suggested that “illicit imported 
cigarettes made in China and Indonesia (known as chop-chop) would be easier to disguise and would 
stimulate lower prices among legitimate manufacturers competing in [Australia].”  See B. Malkin, 
“Tobacco giants threaten to slash cigarette price over Australia’s plain packaging plans,” The Telegraph 
(May 17, 2011), paragraph 2, accessed at http://www.telegraph.co.uk/health/8518400/Tobacco-giants-
threaten-to-slash-cigarette-price-over-Australias-plain-packaging-plans.html on April 3, 2012.  C. 
Thompson and N. Hume of The Financial Times agree, reporting that “[t]here is a growing concern 
among Big Tobacco that price wars could follow [the Australian plain packaging regulation].”  Peter 
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price of lawful products can only fall to a limited extent and that illicit traders will 
match any such price reduction.  

413. Padilla created an econometric simulation model of the effect of cigarette 
pricing for both Australia and the UK to predict the effects of plain packaging on 
prices and consumption.  The Australian model predicted a “4.8% to 19.2% price 
reduction.”534  However, a critique by Reed of Landman Economics completed for 
ASH disagrees with the assumptions that these predictions are based on and asserts 
that Padilla’s model in the UK overemphasizes the importance of some factors about 
the nature of the industry and that the analysis should also incorporate others, such 
as economies of scale in production and distribution.535 

414. While it may not be possible to predict with any certainty the precise effects of 
plain packaging on pricing for lawful product, one important question remains 
whether price falls may actually reduce the risk of plain packaging exacerbating 
illicit trade.  Whether this is, in fact, the case will be influenced by a number of 
factors discussed below, such as access to products, relative price reductions, the 
government’s role in pricing, and the illicit traders’ reactions to reductions in price.  

Comparative ease of access to illicit products 

415. In certain circumstances, illicit products are more readily accessible to smokers 
and this is particularly relevant for underage buyers who are often able to purchase 
illicit products from unscrupulous sellers, but are not permitted to purchase 
legitimate products from retailers.536  In addition, there are circumstances in which 
even adults have easier access to illicit products.  For example, in the UK, one of the 
‘lawful means’ for adults buying cigarettes in pubs and nightclubs (through vending 
machines) has recently been banned.537  Pubs and nightclubs are also the places 

 
Nixon, vice-president of communications at PMI questioned future pricing strategy of cigarettes by 
stating, “Without brands how do you charge a premium? We assume brand choice going forwards will 
be about price… we will see prices going down so we are likely to see revenues going down.”  See C. 
Thompson and N. Hume, “Big Tobacco prepares for packaging switch,” The Financial Times, (February 
14, 2012), paragraphs 14 to 16, accessed at http://www.ft.com/cms/s/0/ed926272-472b-11e1-b847-
00144feabdc0.html#axzz1rA014Jmn on April 4, 2012. 

534 The Impact of Plain Packaging of Cigarettes in Australia: a Simulation Exercise (February 2010), J. Padilla 
on behalf of PMI, p.2, accessed at http://www.smoke-free.ca/plain-
packaging/documents/2011/Philip%20Morris%20-%20Annex%2014%20-%20Padilla%20-
%20Plain_packaging_simulation_PMI_Australia_100202.pdf on March 13, 2012.  For an in-depth 
overview of packaging for cigarettes, see A Critical Review of the Literature on Generic Packaging for 
Cigarettes (January 2010), Padilla and Watson on behalf of PMI, accessed at http://www.plain-
packaging.com/downloads/LECG_Literature_Review_on_generic_packaging_2010.pdf on March 13, 
2012. 

535 Analysis and Review of J. Padilla, the Impact of Plain Packaging of Cigarettes in the UK: A Simulation 
Exercise (September 2011), London Economics, pp.2 to 6, accessed at 
http://www.ash.org.uk/files/documents/ASH_801.pdf on April 2, 2012. 

536 “Youth Access,” An Inquiry into the Nature, Causes and Impacts of Contraband Cigarettes, CRE 
Monograph, pp.19-21, accessed at 
http://www.fda.gov/downloads/AdvisoryCommittees/CommitteesMeetingMaterials/TobaccoProdu
ctsScientificAdvisoryCommittee/UCM243625.pdf on April 2, 2012. 

537 R. Hartley-Parkinson, “Stubbed out: Cigarette vending machines in pubs outlawed to stop underage 
smoking,” The Daily Mail (October 3, 2011), accessed at http://www.dailymail.co.uk/health/article-
2042747/Cigarette-vending-machines-pubs-outlawed-weekend.html#ixzz1m46N04CR on April 2, 2012. 
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where a UK local government body reported that over half of smokers had been 
offered illegal tobacco, making these venues “the most likely place to be 
approached.”538   

Relative price reductions between different tobacco brands and products  

416. As is the case for many other consumer products, the key competition for 
tobacco products occurs at the brand level.  An important component of this 
competitive rivalry is the price positioning of each brand, and each player in the 
global tobacco market offers a variety of products at the premium, mid-price, and 
low-price brand level.   

417. The most iconic brands, even without current packaging, may engender 
customer loyalty that allows retail pricing to be positioned above less iconic brands 
legitimately sold by retailers and counterfeit versions of the iconic brand.  

Government pricing controls  

418. As discussed earlier in this report, the majority of the actual retail price of the 
product is often attributable to duty and tax.539  In addition, some governments set 
minimum purchase prices.540 

419. Policy makers have believed that by increasing the price of the cigarettes, they 
will decrease consumer demand.541  However, the price discrimination that results 
 
538 “Illegal tobacco - Not a victimless crime,” Smoke Free Newcastle Illegal Tobacco, (February 8, 2012), 
accessed at http://www.newcastle.gov.uk/environment/environmental-health/smoke-free-newcastle-
illegal-tobacco on April 2, 2012. 

539 For instance, duties/taxes make up 70-80% of the retail price of cigarette packs sold within the EU  
according to the European Commission.  Therefore, the potential for reduction is constrained by the 
amount of duty/other taxes and the cost of production.  See the excise duty rates of manufactured tobacco 
applicable in the EU as at July 1, 2011, on DG TAXUD’s website: see Excise Duty Tables: Part III -- 
Manufactured Tobacco (July 2011), DG TAXUD, accessed at 
http://ec.europa.eu/taxation_customs/resources/documents/taxation/excise_duties/tobacco_products
/rates/excise_duties-part_iii_tobacco_en.pdf on April 2, 2012.  The GAO in its 2011 report on illicit 
tobacco illustrates that, unlike other industries, the taxes on a pack of cigarettes in New York City 
comprise 62% of the retail price of a pack (US$13.00).  The GAO estimates the breakdown includes: 
US$4.91 Manufacturing, shipping, and mark-up; US$0.06 Tobacco buyout; US$0.56 Escrow/MSA; 
US$0.61 Personal property tax (sales tax); US$1.50 Local excise tax; US$4.35 State excise tax; and US$1.01 
Federal excise tax.  See also, Illicit Tobacco: Various Schemes are Used to Evade Taxes and Fees (March 2011), 
GAO, p.10, accessed at http://www.gao.gov/products/GAO-11-313 on April 2, 2012. 

540 This is very much a live issue.  In Australia, the extent to which minimum pricing could be 
introduced was debated as part of the Australian Senate’s inquiry into plain packaging issues: see 
Inquiry into the Trade Marks Amendment (Tobacco Plain Packaging) Bill 2011 (September 13, 2011), Senate 
Legal and Constitutional Affairs Legislation Committee, p.11, accessed at 
http://aph.gov.au/Parliamentary_Business/Committees/Senate_Committees?url=legcon_ctte/trade_
marks_amendment/hearings/index.htm on April 2, 2012.  In March 2010, the Court of Justice of the EU 
in its judgments in Cases Commission v France (C-197/08), Commission v Austria (C-198/08), and 
Commission v Ireland (C-221/08) decided that a system of minimum retail selling prices for tobacco 
products is incompatible with EU law, unless it is structured in such a way that does not impair the 
potential competitive advantage that exists for some manufacturers/importers of those products from 
lower cost prices.  See “Legislation in France, Austria and Ireland fixing minimum retail prices for 
cigarettes infringes European Union law” (March 4, 2010), Court of Justice of the EU, accessed at 
http://curia.europa.eu/jcms/upload/docs/application/pdf/2010-03/cp100021en.pdf on April 2, 2012. 

541 Marketing Strategy for Illicit Tobacco (November 24, 2009), UK Department of Health and HMRC, p.3,  
accessed at 
http://webarchive.nationalarchives.gov.uk/20110314113412/http:/hmrc.gov.uk/pbr2008/IllicitTobacc
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from a greater differential between the retail price of lawful and unlawful cigarettes, 
as well as different levels of excise taxes, actually benefits the illicit tobacco trade.542  

420. Consequently, in a plain packaging environment, government regulators may 
intervene to control the extent to which prices of lawful product can fall (e.g., may 
seek to limit such price falls by the use of duty/other taxation).  

‘Re-pricing’ strategies of illicit traders 

421. Illicit traders are often adaptable.  OCGs can manipulate their final pricing to 
‘set off’ reductions in the price of lawful products ensuring that price incentives to 
buy illicit product remain intact.  Even if average prices of lawful products fall, there 
are a number of reasons why the OCGs may be able to maintain a sufficient price 
disparity between lawful and unlawful product.  OCGs will always be able to offer 
considerably cheaper products as they do not have to reflect the additional costs of 
operating in licit trade.  For example, the counterfeiters do not pay duty/other taxes 
and plain packaging may actually offer a reduction in production costs for those who 
plan to counterfeit ‘plain packs.’  With such high levels of excise duties, even if 
legitimate prices were reduced to cost price and excise, the illicit traders could still 
undercut legitimate traders and make high profits.  Overall, the pricing of fake packs 
will reflect the avoidance of legitimate manufacturers’ cost burdens in complying 
with the applicable regulation, industry best practice, duty, tax, and overhead costs.  

Price premium for illicit branded packs 

422. In some cases, the demand for illicit tobacco products may be driven by the 
packaging or brand loyalty and not price.  Therefore, rather than offering the 
‘cheapest packs on the market,’ some OCGs may see plain packaging as an 
opportunity to sell illicit branded packs at a premium to the lawful plain packs on 
the market.  

423. The impact assessment that was published alongside the UK Consultation notes 
that the UK market has experienced a “sustained trend” in downtrading to cheaper 
cigarettes and RYOs.543  In a plain packaging environment, the “sustained trend” in 
downtrading could create new opportunities for the illicit trader.  If smokers have 
been downtrading to cheaper cigarettes and RYOs because the price is an 
increasingly important factor in deciding which brand to smoke, some smokers may 
be willing to downtrade further to illicit cigarettes and RYOs.  In a plain packaging 

 
oMarketingStrategy.pdf on April 2, 2012: “[P]rice is well established as one of the most effective tobacco 
controls, with every 10% rise in price reducing smoking prevalence by 4%. The criminal activities of 
smuggling, and increasingly, counterfeiting, lead to the availability of tobacco at less than half the tax-
paid price in many deprived areas.  Consequently [Department of Health] believes that cheap and illicit 
tobacco is seriously undermining its tobacco control strategy and is fundamentally damaging efforts to 
address health inequalities.” 

542 Illicit Tobacco: Various Schemes are Used to Evade Taxes and Fees (March 2011), GAO, p.11, accessed at 
http://www.gao.gov/products/GAO-11-313 on April 2, 2012: “For example, the state excise taxes in 
the United States vary from a low of $0.17 per pack in Missouri to $4.35 in New York.  This type of 
government-mandated price discrepancy actually creates the profit incentives of both smugglers and 
counterfeiters – an ironic situation.” 

543 Impact Assessment, UK Department of Health, pp.16-17.  The link to the document can be accessed at  
http://consultations.dh.gov.uk/tobacco/standardised-packaging-of-tobacco-products/consult_view/ 
on April 20, 2012.    
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environment, this may be more likely since illicit products can offer the familiarity of 
branding.   

424. Plain packaging, in our view, poses a real threat to the progress made in recent 
years in tackling illicit trade in cigarettes.  Further, plain packaging could well 
undermine the UK’s efforts to curb the alarming increase in illicit RYOs in recent 
years (as demonstrated at Table 3 of the impact assessment).544  Undermining these 
efforts would have a serious economic impact.  As acknowledged in the UK 
Consultation’s impact assessment: “[a]ny adverse impact of standardised tobacco 
packaging (increase) in the non duty paid segment of the market could involve 
significant costs.  A one percentage point increase in the market share of non UK duty paid 
cigarettes would cost around £90m in lost duty.”545 (Emphasis added.) 

Would plain packaging worsen the existing negative impacts of the illicit 
trade in tobacco? 
425. The extent to which plain packaging will both worsen the existing negative 
impacts of the illicit trade in tobacco and undermine efforts to tackle it depends on 
how much plain packaging fosters and creates new opportunities for illicit traders. 

426. For the reasons described above, we believe that plain packaging of tobacco 
products will worsen the illicit trade in those products. 

427. Consequently, we are concerned that, as a result of our conclusions above 
(which identify the ways in which we expect plain packaging to create opportunities 
for illicit traders) plain packaging laws are highly likely to actually aggravate the 
negative societal impacts of the illicit trade in tobacco products by:   

(a) depriving governments of tobacco excise revenues that are simply re-directed 
to windfall profits for illicit tobacco traders, such as OCGs;546 

(b) facilitating the growth of the underground economy by normalizing criminal 
behavior547 and undermining sustainable growth;  

(c) damaging businesses in the legitimate supply chain;548 and   

(d) increasing the risk to consumers because of their reduced ability to 
authenticate the illicit (or licit) product.549 

428. These points also raise the specter of plain packaging:  

(a) preventing anti-illicit trade initiatives discussed in Section V above from 
achieving their objectives; and  

 
544 Ibid., p.19.  

545 Ibid., p.23.    

546 In particular, refer to paragraphs 278 to 282 and 300.  

547 Transcrime stated in its recent report: “consumers may gradually lose perception of the difference 
between a licit and illicit tobacco product if brands and trademarks are removed.”  See Crime Proofing 
the Policy Options for the Revision of the Tobacco Product Directive, Transcrime, p.28, accessed at 
http://transcrime.cs.unitn.it/tc/537.php on June 7, 2012.  

548 In particular, see paragraphs 289 to 292.  

549 In particular, see paragraphs 293 to 299. 
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(b) undermining the key public health objective of reducing the extent of 
smoking by minors (as illicit tobacco products are often supplied in a way 
which makes them more accessible to those underage).  

Section summary 
429. In our expert opinion, plain packaging for tobacco products will worsen the 
illicit trade in tobacco products as it would open a number of new opportunities for 
illicit traders by allowing them to:  

(a) provide counterfeit cigarettes using the mandated plain packaging as 
specified by national legislation; 

(b) offer counterfeit branded packaging that predates the introduction of the 
plain packaging measure; and 

(c) maintain or increase sales of ‘illicit whites’ and contraband genuine product.  

430. In particular, the advent of plain packaging may encourage new entrants to the 
lucrative business of counterfeiting cigarette packs since the costs and barriers of 
getting into this business will be reduced.  In addition, these reductions in start-up 
costs may have the effect of encouraging those who do not currently possess the 
resources to manufacture an authentic-looking copy of existing sophisticated pack 
designs to begin counterfeiting plain packs.   

431. Ironically, while plain packaging makes life easier and cheaper for 
counterfeiters, it may make life more difficult for those who are required to 
differentiate between genuine and fake packs, such as retailers and law enforcement 
agencies. 

432. Additionally, in our expert opinion, plain packaging is highly likely to 
aggravate the existing negative impacts of the already serious and socially damaging 
trade in illicit tobacco (for example, by further depriving governments of revenue, 
profiting criminal gangs, and posing additional risks to smokers).   Since ‘illicit 
whites’ and counterfeit tobacco products are often more accessible to those underage, 
plain pack laws risk undermining the key objective of reducing smoking by minors. 
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Union,” presented at the International Conference of the Decision Sciences Institute, 
Athens, Greece, July 4-7, 1999.  

P. Chaudhry, “Gray Markets:  A Generic Model.”  Awarded one of “Ten Best 
Papers” and presented at the Academy of International Business Meeting, 
Philadelphia, Pennsylvania, June 4-5, 1999.  

P. Chaudhry and P. Dacin, “The Impact of European Integration on the 
Pharmaceutical Industry: A Longitudinal Analysis,” presented at the Academy of 
International Business Annual Meeting, Seoul, South Korea, November 15-18, 1995. 

P. Chaudhry and M. Walsh, “An Assessment of the Impact of Counterfeiting in 
International Markets: The Piracy Paradox Persists,” presented at the Academy of 
International Business, Northeast Regional Meeting, Princeton, New Jersey, June 1-3, 
1995. 

P. Chaudhry and M. Walsh, “Intellectual Property Rights: An Analysis of Changing 
Levels of Protection as a Result of Regional Integration,” presented at the Academy 
of International Business Meeting, Northeast Regional Meeting, Scranton, 
Pennsylvania, June 1-3, 1994. 

P. Chaudhry and M. Walsh, “International Pricing and Regulated Markets: The 
Effects of Gray Marketing in the European Community,” presented at the Academy 
of International Business, Northeast Regional Meeting, Scranton, Pennsylvania, June 
1-2, 1993. 

A. Anderson and P. Chaudhry, “An Exploration of the Use of Anti-Dumping As a 
Shelter Strategy by Firms in the EC's Chemical Industry,” presented at the Academy 
of International Business Annual Meeting, Maui, Hawaii, October 21-24, 1993. 

A. Anderson and P. Chaudhry, “Shelter Strategy: A Review of Anti-Dumping Cases 
in the European Community,” presented at the Danish Summer Research Institute, 
Gilleleje, Denmark, August 16-29, 1992. 

P. Chaudhry, P. Dacin, and J.P. Peter, “An Exploratory Analysis of the Effects of the 
European Community Integration on the Pharmaceutical Industry,” presented at the 
Academy of International Business Annual Meeting, Brussels, Belgium, November 
20-22, 1992. 

P. Chaudhry, “The Multinational Pharmaceutical Industry: A Conceptual 
Framework for European Integration,” presented at the Danish Summer Research 
Institute, Gilleleje, Denmark, August 19-September 2, 1990. 
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CAREER DEVELOPMENT 

Participated in the Faculty Development in International Business workshop in New 
Delhi, India, January 4-14, 2008, on conducting business in India. This program was 
developed by the University of Connecticut’s Center for International Business 
Education and Research.   

Attended a two-week study tour of Russia that centered on cultural immersion with 
graduate and undergraduate students from the Danish Study Abroad Institute in 
October 2006. 

Participated in the Wharton China Business Forum, Wharton School of Business, 
University of Pennsylvania, Philadelphia, Pennsylvania, in 2006 and 2007. 

Participated in the Stern Summit of Global Business, Stern School of Business, New 
York University, New York City, New York, in 2004 and 2005. 

Participated in Academy of International Business Annual Meetings, 1988-2008 and 
Northeast Regional Meetings in 1987, 1993-1995, 1998-1999, and 2001. 

Attended the Danish Summer Research Institute, Gilleleje, Denmark, August 19-
September 2, 1990, August 18-31, 1991, and August 16-29, 1992, to discuss current 
research on the European Union. 

Successfully completed the International Seminar on European Economic Integration 
in 1992, Ecole Internationale des Affaires, Marseilles, France, May 29-June 7, 1989. 

SERVICE TO THE UNIVERSITY 

Program Director (1999-present) of the London Program, which allows students to 
study at the London School of Economics and Political Science (LSE) and to complete 
an internship with an international firm. 

President (2005-07) and Committee Member (2004-05), Phi Kappa Phi Honor Society.  

Advisor on event-planning for protecting intellectual property rights, sponsored by 
TDK USA and Crowell & Moring, featuring speakers from industry and government 
to discuss protecting intellectual property rights in a global environment.   

SERVICE TO THE COLLEGE 

Faculty Associate, Center for Marketing and Public Policy, September 2004-present. 

Co-advisor and Coordinator of the Villanova University’s International Business 
Society, 1992-2007. 

SERVICE TO PROFESSION 

Member, Editorial Review Board, Business Horizons, 2008-present. 

I was on the editorial board for Marketing Health Services (formerly the Journal of 
Health Care Marketing) from 1996-2006.  This journal is an American Marketing 
Association [AMA] publication.  

I review papers for the California Management Review (UC Berkeley), Journal of 
Advertising, Journal of International Business Studies, Journal of International Marketing, 
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Journal of Public Policy & Marketing, Journal of World Business, and Advances in 
International Marketing.   

I have reviewed leading international textbooks in International Business for 
Addison-Wesley, Dryden Press, Thomson Learning, and Western Publishing 
Company. 

External reviewer for programs in International Business for the Dublin Institute of 
Technology, Dublin, Ireland, June 2010. 

Track Chair, Marketing Services, Academy of Marketing Science Annual Meeting, 
Baltimore, Maryland, May 2009. 

Researcher with the Economists Advisory Group (London, England) on the impact of 
regional integration on the pharmaceutical industry for the European Commission in 
Brussels, Belgium. 

I was competitively selected to be a European Community Fellow at the Danish 
Summer Research Institute, Gilleleje, Denmark, in 1990, 1991, and 1992.   

ACADEMIC AWARDS AND HONORS 

Selected on a competitive basis for a research grant from the Villanova School of 
Business in 2007, 2008, 2010, and 2011.  The grant sponsors continued research in the 
area of the global protection of intellectual property rights.  

Received the “Best Applied Paper Award” in 2012 from the Small Business Institute 
for research related to business-to-government (B2G) selling prospects for a small 
entrepreneurial firm. 

Received the Academic Reader’s Article Award 2007 for “Product Counterfeiting in 
China: Managerial Perceptions of Supplier and Buyer Interest in Counterfeit Goods 
and the Probable Effectiveness of Corporate Anti-Counterfeiting Actions” in 
Challenges in Management. Awarded by a jury of the Graduate School of Business 
Administration, Zürich, Switzerland. 

Awarded the “Coleman Best Practitioner Paper” at the United States Association for 
Small Business and Entrepreneurship and Small Business Institute (USASBE/SBI) on 
January 12, 2006. 

Awarded one of the “Ten Best Papers” at the Academy of International Business 
conference, 1999. 

Awarded a Foreign Travel Fellowship from the Graduate School, University of 
Wisconsin at Madison, for doctoral research within the European Union, 1989. 

Selected on competitive basis for an internship with the United States State 
Department, Agency for International Business Internship, sponsored by the 
Midwest Universities Consortium for International Activities, 1987. 
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APPENDIX B 

CURRICULUM VITAE OF PROFESSOR ALAN S. ZIMMERMAN 

The College of Staten Island/CUNY 

NAME: Alan S. Zimmerman 

CURRENT TITLE:  Professor 

DEPARTMENT: Business 

HIGHER EDUCATION:  

Institution Degree Major Date

Pace DPS (Doctor, Professional Studies)  International 
Business/ Marketing 

1997 

Duquesne MBA NA 1971 

Temple  BS Communications 1963 

EXPERIENCE: TEACHING: 

Institution Dates Rank FT/PT Department  Tenure

CSI 2006-present Professor FT Business  Yes 

CSI 2003-2005  Associate FT Business  Yes 

CSI 1998-2002 Assistant  FT Business  No 

Rutgers  1987-1997 Adjunct PT Marketing  No 

Pace 1995-1998 Adjunct PT International  No 

Business 

Fairleigh Dickinson  1995-1996 Adjunct  FT Marketing & 
Management 

No 

Seton Hall  1992 Adjunct  PT Marketing No 

Rider 1991 Adjunct  PT Marketing No 

UIBE, Beijing  1986 NA PT NA No 

EXPERIENCE: OTHER (NON-ACADEMIC EMPLOYMENT HISTORY):  

Organization Dates Title

Radley Resources, Inc. 1982-1998 President 

Asian Perspective Research, Inc. 1991-1995 Principal 

Westinghouse Electric Corporation 1966-1979 
1981-1982 

Manager 

E.F. Hauserman Company 1979-1981 Vice President 
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ACADEMIC AND PROFESSIONAL HONORS (INCLUDING GRANTS) 

Full-Pay Sabbatical, Fall 2007. 

William J. Fulbright Senior Specialist, 2007-2012, Winter 2009-2010, Helena Kaushik 
Women’s College, India. 

William J. Fulbright Lecturing/Research Award, Fall 2004, Dublin Institute of 
Technology, Ireland. 

Request Lectures at University of Western Brittany, Brest, France (Fulbright Association 
of France), November 2004. 

CUNY Salute to Scholars Award 2003-2004, December 1, 2004. 

University of Shanghai Exchange Program Grant, 2004. 

CSI Presidential Fellowship Award 2004-2005: “Counterfeit Goods: Modeling 
International Management Strategies in Response to IPR Challenges.” 

CELT (Committee on Excellence in Learning Technology) Mini Grant for laptop 
computer and digital projector for use in Introduction to International Business, 2004. 

Summer Stipend: “Counterfeit Goods: Implications and Management Actions,” 2002. 

CSI Research Released Time Grant: “Overcoming Services Trade Barriers: The Impact of 
E-Commerce,” 2001. 

University of Shanghai Exchange Program Grant, 1999-2000. 

Lubin School of Business, Pace University, DPS Program Award (given for outstanding 
quality of dissertation and grade point average), 1997. 

American Marketing Association Doctoral Consortium (chosen Pace University 
outstanding doctoral marketing student), 1996. 

REFEREED PUBLICATIONS: PRINT 

Books 

P. Chaudhry and A. Zimmerman, The Economics of Counterfeit Trade-Governments, 
Consumers, Pirates and Intellectual Property Rights, Kluwer-Springer Publishing, 2009. 

J. Blythe and A. Zimmerman, Business to Business Marketing Management: A Global 
Perspective, Mason, OH: South-Western Publishing and London, Thomson Publishing, 
2005. 

A. Zimmerman and P. Fitzpatrick, Essentials of Export Marketing, New York, AMACOM, 
1985. 

Refereed articles 

P. Chaudhry, A. Zimmerman, J. Peters, and V. Cordell, “Evidence of Managerial 
Response to the Level of Consumer Complicity, Pirate Activity, and Host Country 
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Enforcement of Counterfeit Goods: An Exploratory Study,” Multinational Business Review, 
Winter 2009, Vol. 17, Issue 4: 21-44. 

C. Gordon and A. Zimmerman, “Fair Shares: A Preliminary Framework and Case 
Analyzing the Ethics of Offshoring,” Science and Engineering Ethics, Vol 16, No.2, June 
2010: 325-353. 

A. Zimmerman and P. Chaudhry, “Protecting Intellectual-Property Rights: the Special 
Case of China,” Journal of Asia Pacific Business, Vol 10, No 4, December 2009: 308-325. 

P. Chaudhry, A. Zimmerman, J. Peters, and V. Cordell, “Preserving Intellectual Property 
Rights: Managerial Insight Into the Escalating Counterfeit Market Quandary,” Business 
Horizons, February 2009: 52-57. 

C. Gordon and A. Zimmerman, “High-Tech Outsourcing: A Benefit-Cost Framework,” 
American Economist, Spring 2007: 97-105. 

T. Tellefsen and A. Zimmerman, “The Impact of Buyer Perceptions and Situational 
Factors on Internet Usage,” International Journal of Internet Marketing and Advertising, 
Vol. 1, No. 3, July-Sept 2004: 268-282. 

R. Fey and A. Zimmerman, “Economic Reform in the People’s Republic of China: 
Resuscitation or Transformation,” Journal of International Business and Economy, Vol. 3, 
No. 1, Fall 2002: 123-141. 

M. Szenberg and A. Zimmerman, “Coping With Cultural Differences in International 
Market Research,” Journal of Financial Transformation, No. 3, 2001: 109-116. 

A. Zimmerman and R. Fey, “Undergraduate Business Education in the People’s Republic 
of China: Adaptation to the Market Economy,” The Journal of Teaching in International 
Business, Vol. 12, No. 4, 2001: 15-28.  

A. Zimmerman and M. Szenberg, “Implementing International Qualitative Research: 
Techniques and Obstacles,” Qualitative Market Research: An International Journal, Vol. 3, 
Issue 3, 2000: 158-164.   

A. Zimmerman, “Impacts of Service Trade Barriers: A Study of the Insurance Industry,” 
Journal of Business & Industrial Marketing, Vol. 14, Issue 3, 1999: 211-226. 

A. Zimmerman, “Effects of Trade Barrier Perception on International Services Trade: A 
Study of Insurance Executives,” Journal of Global Marketing, Vol. 12, No. 4, 1999: 79-98. 

A. Zimmerman and D. Fugate, “International Services Marketing: A Review of Structural 
Barriers, Regulatory Limitations and Marketing Responses,” Journal of Professional Services 
Marketing, Vol 13, Issue 2, 1996: 33-58. 

A. Zimmerman, “U.S. Competitiveness: A Reality Check, “Advances in Competitiveness 
Research, May 1995: 24-36. 

A. Zimmerman, “Marketing in the People’s Republic of China: A Survey,” Issues in 
International Business, Summer-Fall 1986: 27-34. 
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Chapters in books 

R. Fey and A. Zimmerman, “University Educational Reform in Transition Economies: 
The Case of China,” in Business Education and Emerging Market Economies: Perspectives and 
Best Practices, I. Alon, editor (New York, Springer-Verlag Telos, 2004): 49-62. 

A. Zimmerman, “International Sourcing, Strategic Alliances and Shared Manufacturing,” 
in American Management Association Management Handbook, J. Hampton, editor (New 
York, AMACOM, 1994): 14-36 and 14-41. 

Refereed proceedings 

A. Zimmerman, “Estimating the size of the global Counterfeit Goods Market: An 
Exploratory Review,” Academy of International Business (Northeast Annual Meeting), 
Stockton College, New Jersey, October 2011, proceedings available on-line. 

C. Gordon and A. Zimmerman, “Fair Shares: A Framework for Analyzing the Ethics of 
Offshoring,” Academy of International Business (Southeast Annual Meeting), Charleston, 
SC, November, 2005, George E. Nakos, editor: 79-86. 

A. Kennedy and A. Zimmerman, “The Internationalization of Irish Software Firms: 
Assessing Perceived Barriers,” Academy of Marketing Conference, Dublin, July 2005. 

P. Chaudhry, V. Cordell, and A. Zimmerman, “Modeling Anti-Counterfeiting Strategies 
in Response to Protecting Intellectual Property Rights in a Global Environment,” 
Academy of International Business Annual Meeting, Stockholm, Sweden, July 2004. 

A. Zimmerman, P. Chaudhry, and V. Cordell, “The Impact of Counterfeit Goods: 
Modeling International Management Strategies in Response to Intellectual property 
Right Infringements,” Global Business and Technology Association, International Conference, 
Budapest, Hungary, July 8-12, 2003, Nejdet Delener and Chian-nan Chao, editors: 1388-
1397. 

L. Bellman, R. Fey, and A. Zimmerman, “Financing Entrepreneurship: The Effectiveness 
of China’s Unique Approach,” Conference on International Business and the Economy, San 
Francisco, January 2002. 

R. Fey and A. Zimmerman, “Capital, Reform and the Future of Business in China,” in 
Proceedings of the 2001 Conference, Academy of International Business (Northeast Regional 
Meeting), University of Scranton, July 2001, Susan Trussler and Cynthia Cann, editors: 
85-96 (Chosen one of ten best papers). 

T. Tellefsen and A. Zimmerman, “The Impact of the Internet on Business-to-Business 
Buying: Effects on Trust and Value,” abstract in Proceedings of Tenth Biennial World 
Marketing Congress, Cardiff, Wales, June 2001, Harlan E. Spotts, Lee H. Meadow, and 
Scott M. Smith, editors.   

A. Zimmerman and M. Szenberg, “Overcoming Services Trade Barriers: The Impact of E-
Commerce,” The E-Business Review, San Francisco, March 2001, Vinay Kothari, editor: 
248-251. 

R. Fey and A. Zimmerman, “The Asian Financial Crisis and China: The View from 
Shanghai,” abstract in Proceedings of the 2000 Academy of International Business (Northeast 
Regional Meeting), Ithaca College, Hormoz Movassaghi and Ahmed U. Zafar, editors: 
348. 
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A. Zimmerman and M. Szenberg, “International Primary Research Techniques: 
Overcoming Cultural Barriers to Effective Research,” The Academy of Marketing—
American Marketing Association Global Marketing SIG Joint Conference, Stirling, Scotland, 
July 1999: 33-36.   

A. Zimmerman and M. Szenberg, “International Primary Market Research Techniques: 
Availability, Effectiveness and Relative Costs,” in Proceedings of the International Trade and 
Finance Association, San Jose, Costa Rica, May 1995, Khosrow Fatemi and Susan E.W. 
Nichols, editors: 773-807. 

A. Zimmerman, “Barriers to Trade in International Services,” in Proceedings of the 1993 
Global Business Trends Conference (Academy of Business Administration), April 1994, David 
L. Moore and Sammy Amin, editors: 77-84. 

OTHER PUBLICATIONS: PRINT 

Non-refereed books, articles, and proceedings 

A. Zimmerman, “Accepting ‘Conventional Numbers’: Determining the Size of the 
Worldwide Counterfeit Goods Market.” Accepted for publication Insights, Academy of 
International Business, Vol. 11, No. 4, 2011: 11-15.  

P. Chaudhry, V. Cordell, and A. Zimmerman, “Modeling Anti-Counterfeiting Strategies 
in Response to Protecting Intellectual Property Rights in a Global Environment,” 
Marketing Review, Vol. 5, Issue 1, Spring 2005: 59-72.

J. Blythe and A. Zimmerman, “Strategic Planning for Global Markets,” Marketing Review, 
Vol. 4, Issue 4, Winter 2004: 369-384.

A. Zimmerman and M. Szenberg, “Uses of Primary Research Around the World,” Global 
Research: The Critical Component for International Success, New York, October 1996, Michael 
A. Lotti, editor: 31-69. 

A. Zimmerman and M. Szenberg, “International Primary Market Research: Overcoming 
Cultural Differences,” Proceedings of the Fourth Annual World Business Conference, 
International Management Development Association, Istanbul, July 1995. 

Book reviews 

A. Zimmerman, review of “Selling Dreams – How to Make Any Product Irresistible,” 
Gian Luigi Longinotti, American Economist, Vol. 44, Issue 1, Spring 2000: 93-94. 

A. Zimmerman, review of “Race for the World – Strategies to Build A Great Global 
Firm,” Lowell Bryan, Jane Fraser, Jeremy Oppenheim, and Wilhelm Rall, National 
Productivity Review, Spring 2000: 83. 

A. Zimmerman, review of “World View: Global strategies for the New Economy,” 
Jeoffrey E. Garten, editor, National Productivity Review, Spring 2000: 99-100. 

A. Zimmerman, review of “Authoring Books and Materials for Students, Academics and 
Professionals,” Franklin H. Silverman, American Economist, Vol. 43, Issue 1, Spring 1999: 
98-99. 

A. Zimmerman, review of “On Competition,” M. E. Porter, National Productivity Review, 
Summer 1999: 82-83. 
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OTHER PROFESSIONAL ACTIVITIES 

Papers presented  

A. Zimmerman, “Foreign Market Entry Barriers: the Case of Irish Software Firms,” 
Eastern Economic Association Annual Meeting, March 2008. 

A. Zimmerman, “The Impact of Counterfeit Goods: Management Strategies and 
Actions,” Business and Economics Society International Conference, Montreal, Canada, July 
25, 2002.  

A. Zimmerman, “Counterfeit Goods: Implications and Management Responses,” Eastern 
Economic Association Annual Meeting, February 2001. 

A. Zimmerman and M. Szenberg, “Cross-Cultural Considerations in Business,” Eastern 
Economic Association Annual Meeting, March 1999.  

A. Zimmerman, “High Tech Market Research: What, When and How” New Jersey 
Technology Council, March 1999. 

A. Zimmerman, “U.S. Competitiveness and Productivity,” Eastern Economic Association 
Annual Meeting, March 1993. 

Other  

Doctoral Dissertation Committee, Pace University, Kevin Tsay, Defense: March 2010. 

Doctoral Dissertation Committee, Pace University, Samuel Danzis, Defense: September 
2008. 

Doctoral Dissertation Committee, Pace University, James Gabberty, Defense: May 2003. 

Discussant, Omicron Delta Epsilon (International Economics Honor Society) Session, 
Eastern Economic Association Annual Conference, February 2003. 

Chair, Omicron Delta Epsilon (International Economics Honor Society) Session, Eastern 
Economic Association Annual Conference, February 2001. 

Doctoral Dissertation Committee, Pace University, Cathyann D. Tully, Defense: March 
2000. 

Doctoral Dissertation Committee, Pace University, Bridget Mulins Lyons, Defense: 
November 1999. 

CURRENT MEMBERSHIP IN PROFESSIONAL SOCIETIES 

American Marketing Association, 1984 -2006; President, New Jersey Chapter, 1994-95 and 
1996-97; Board of Directors, 2001. 

Chairman, NJ AMA Annual Market Research Conference, 1999. 

Beta Gamma Sigma, National Business Honor Society, 1973 to present. 

Academy of International Business, 1997 to present. 
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RECORD OF TEACHING 

Courses – CSI 

BUS 200 – Introduction to International Business 

BUS/PHL 238 – Business Ethics 

BUS 420 – Global Business Seminar: Doing Business Abroad 

BUS 720 – Global Strategy Abroad: Focusing on a Foreign-Based Firm 

BUS 598 – Selective Business Internship  

MGT 310 – Management Process 

MGT 410 – Business Policy 

MGT 720 – Global Strategy  

MGT 893 – Foreign Seminar in Global Marketing; and Doing Business in Ireland 

MKT 111 – Introduction to Marketing 

MKT 415 – International Marketing (in class and distance learning versions) 

MKT 740 – Business-to-Business Marketing 

MKT 896 – Graduate Independent Study; and Creation of an International Marketing 
Plan 

Courses – Pace University 

International Business (Graduate) 

International Marketing 

Courses – Other 

Business-to-Business Marketing 

High Tech Marketing 

Advanced (Strategic Marketing) 

RECORD OF SERVICE 

Community 

Reviewer, Journal of International Marketing. 

Advisor, New Jersey Arts Research Consortium. 

Board, Cliffhouse Condominium. 

Bergen County Jewish Community Relations Council; Intergroup Relations Committee; 
and Black-Jewish Relations Committee. 
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Fund-Raising Committee, Shelter Our Sisters (A Center for Battered Women).  

Speaker, Midwood High School Social Studies Class and Teacher Colloquium.  

College / University 

Elected to CUNY Faculty Senate, 2009-2012. 

Search, Dean of Humanities, 2009. 

Search, Provost, 2008. 

CUNY Honors College Thesis Director, Brian Edwards, 2006. 

CUNY Honors College Thesis Director, Jenny Lam, 2006. 

Alternate, Full-Time Faculty, University Faculty Senate, 2006-2007. 

Chair, Search, Director, Small Business Advisory Council, 2005. 

Co-host, “Wall Street Meets the Chinese Market” conference, December 12, 2004. 

Interviewer, CUNY Honors College applicants, March 2004. 

Reviewed relationship and curriculum matters at American University of Rome, 
December, 2004.  

Reviewer, Denmark International Studies Program, April 2002. 

Advisor 

Creator of International Business Society, 2003-present. 

Business and Entrepreneurial Society, 2000. 

Master of Science, Nursing, 1999. 

Speaker 

CSI Author Talks, April 14, 2010. 

International Student Orientation, August 21, 2002. 

World on Wednesday; September and March 1999; November 2004; October 2005; March 
2009; and April 2011. 

Academic Advisement Focus Session, April 4, 2001; and April 17, 2002. 

Committees 

Admissions (Faculty Senate), elected Co-Chair, 2003-2006. 

International Studies, 2004-present. 

Modern China, 2002-present. 

Small School Advisory, 2003-present. 
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West and the World, 2002-2003. 

College Council (elected at large), 2001-2002. 

Search - Director of Continuing Education, 2000-2001. 

Scholarship Review, 2000-2006. 

College-Wide Research (elected), 2000-2002. 

College Representative 

To NEXCO, export company association, 1998. 

CLUE Program 

Student/Faculty Coffee Hour, April 2001; and November 2002. 

DEPARTMENT / PROGRAM 

Acting Chair, Spring 2008. 

Restructured Business Internship Program, 2003. 

Appointments Committee, 2002-2005. 

Director of International Business Program. 

Advisor, all International Business Majors (approximately 80). 

Developed surveys of International Business alumni and undergraduates to help 
modify program. 

Modified and revised the International Business curriculum. 

Devised and supervised numerous independent studies, 1998-2010. 

Reviewed all International Business majors’ transcripts.  Report submitted to 
Dean’s office, June 2002. 

Developed Business Minor Program, 2001. 

Grade Appeals Committee, 1999-2007. 

Member of the following Search Committees: 

Management, Spring 2000-2002. 

Finance, Spring 2000. 

Marketing, Spring 1999 and 2005.
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APPENDIX C 

LIST OF ABBREVIATIONS  

Abbreviation Abbreviated Term 

ACG Anti-Counterfeiting Group 

AIPPI International Association for the Protection of Intellectual 
Property 

ASEAN Association of Southeast Asian Nations 

ASH Action on  Smoking and Health 

BAT British American Tobacco 

BRIC Brazil, Russia, India, and China 

BTF Baltic Tobacco Factory 

CBP US Customs and Border Protection  

DG SANCO European Commission’s Health and Consumers 
Directorate-General 

DG TAXUD European Commission’s Taxation and Customs 
Union Directorate-General 

DNP Duty Not Paid 

DR Dissident Republicans 

ECMA European Carton Makers Association 

EU European Union  

FARC Revolutionary Armed Forces of Colombia 

FATF Financial Action Task Force 

FCTC WHO Framework Convention on Tobacco Control 

GAO US Government Accountability Office 

HMRC Her Majesty’s Revenue and Customs 

ICC International Chamber of Commerce 

INB Intergovernmental Negotiating Body 

IPR Intellectual Property Rights 

ITIC International Tax and Investment Center 
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ITL Imperial Tobacco Limited 

ITM International Tobacco Manufacturer 

IWS Internet World Stats 

JTI Japan Tobacco International 

KYC Know Your Customer 

LACORS UK Local Authorities Coordinators of Regulatory Services 

MOU Memorandum of Understanding 

MYR Malaysian Ringgit (Currency) 

NAFTA North American Free Trade Agreement 

NUKDP Non-UK Duty Paid 

OCG Organized Criminal Gangs 

OECD Organization for Economic Cooperation and Development 

OLAF European Commission Anti-Fraud Office 

ONS UK Office for National Statistics 

PKK Kurdistan Workers’ Party 

PMI Philip Morris International 

PSNI Police Service of Northern Ireland 

Real IRA Real Irish Republican Army 

RFID Radio-Frequency Identification 

RYO Roll Your Own Tobacco 

SKU Stock-Keeping Unit 

TBT Technical Barriers to Trade 

TRIPS Agreement on Trade-Related Aspects of Intellectual Property 
Rights 

CBP US Customs and Border Patrol 

UAE United Arab Emirates 

UKBA UK Border Agency 

UNODC UN Office on Drugs and Crime 

US CDC US Centers for Disease Control and Prevention 
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VAT Value Added Tax 

WAP  Weighted Average Price  

WCO World Customs Organization 

WHO World Health Organization 

WTO World Trade Organization 

 



 

APPENDIX D 

IMAGES OF THE PROGRESSION OF TOBACCO PACKAGING  

As illustrated by Figure 36 below, changes to tobacco packaging over time can be as 
simple as printed letters, to embossing (see the use of the word ‘SILVER’ on the 
packaging as circled in blue), to design features (see the inclusion of ‘headphone’ 
graphics and the design change directly under the opening of the pack from a straight 
line to a triangle as circled in yellow), or to the pack itself (for example, the change from a 
standard ‘flip pack’ to a ‘slide pack’ or the straight edge to bevel edge as circled in red).   

Figure 36. Changes to tobacco packaging over time550

 
550 Changes to Benson & Hedges Silver Packs (sold in the UK), between February 2003 (Silver Launch Pack, 
top left in image) and August 2009 (Silver Slide Limited Edition Pack, bottom right in the image).  Image 
provided by JTI, March 2012. 
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APPENDIX E 

IMAGES OF COUNTERFEIT PACKS 

The images below are illustrations of counterfeit packs and other tobacco materials, 
which demonstrate that there is a wide spectrum of different levels of sophistication that 
counterfeiters use to replicate a the genuine pack: 

(a) On one side of the spectrum, it is difficult to visually ascertain which packs are 
genuine or fake, as the illustrations demonstrate in both Figures 37 and 38 below. 

Figure 37. Magna counterfeit pack (l) and genuine pack (r)551

 

Figure 38. Camel genuine pack (l) and counterfeit pack (r)552  

 

(b) On the other side of the spectrum, counterfeit packs are readily detected through 
a cursory visual inspection due to poor quality, defects, or spelling errors, as 
illustrated in Figure 39 below.  

 
551 Images provided by JTI, March 2012. 

552 Images provided by JTI, March 2012.  
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Figure 39. Camel counterfeit pack (l) and  
Winston Classic counterfeit pack (r)553  

   

(c) As discussed in section III, in addition to counterfeiting the packaging, illicit 
traders will also copy pack markings, such as tax stamps and holograms.  
Figure 40 illustrates the real vs. fake stamp and hologram for products sold in 
Kosovo below that may or may not be readily detected by consumers, retailers, or 
enforcement agencies.   

Figure 40. Image of genuine and counterfeit tax stamp with hologram (Kosovo)554

Genuine 

Counterfeit 

 
553 Images provided by JTI, March 2012. 

554 Images provided by JTI, March 2012.  The counterfeit tax stamp does not have the ‘tobacco leaf’ in the 
hologram. 
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APPENDIX F 
FURTHER DETAIL REGARDING EXISTING FRAMEWORK OF MEASURES 

TO TACKLE THE TOBACCO ILLICIT TRADE 

The FCTC  
As part of the requirements under the Draft Protocol, the idea of having one 
“international tracking and tracing regime,” which was to be “implemented at an 
international level, rather than each entity developing its own domestic system” was 
initially proposed.555  Whether it would be logistically possible and/or commercially 
viable to have one global database was debated556 and, over time, the proposed tracking 
and tracing system evolved to require each party (e.g., JTI and PMI) to establish a system.  
For coordination at the global level, the Draft Protocol envisages a “global information 
sharing focal point.”557

Regional cooperation 
As described in Section V, regional cooperation is a principal issue to tackling the illicit 
trade in tobacco products.  In particular, the EU Cooperation Agreements (summarized 
in Table 8 below) contain very specific provisions about how the manufacturers are to 
monitor supply chain and keep their own databases to authenticate the legal supply of 
each company’s cigarettes, as well as the collection and sharing of appropriate 
information and processes around seizures.  For instance, JTI summarized its 
responsibilities in a submission to the UK government that the EU-JTI Cooperation 
Agreement requires JTI: 

(a) to maintain and expand its current internal compliance programs that address the 
manufacture, sale, distribution, and storage of cigarettes;   

(b) to facilitate investigations of reported breaches and suspicious transactions;  

(c) to continue certification of contractors and customers while ensuring transparent 
payment procedures for all transactions;  

(d) to terminate the business relationship, to the extent permitted by law, with any 
relevant customer or contractor upon JTI coming into possession of substantive 
evidence that the customer or contract has unlawfully, knowingly, or recklessly 
engaged in or facilitated the manufacture, sale, distribution, and/or storage of 
illegal products or any other related illegal activities; and  

(e) to make payment of US$400 million over 15 years to the European Community 
and participating EU Member States, which can be used to provide additional 
support for anti-contraband and anti-counterfeit initiatives to help address the 
problem of illicit trade in tobacco products over the European territory.558 

555 Template for a protocol on illicit trade in tobacco products, as proposed by the expert group convened in accordance 
with decision FCTC/COP1(16) of the Conference of the Parties (December 12, 2007), WHO, paragraph 16, accessed 
at http://apps.who.int/gb/fctc/PDF/it1/FCTC_COP_INB_IT1_4-en.pdf on March 27, 2012.   

556 The FCTC Secretariat was asked to prepare a technical report on technologies available for global tracking 
and tracing purposes.  One of the questions to be addressed in the report is “How would such markings 
contribute to information-sharing among Parties through the global information-sharing focal point of the 
proposed track-and-trace regime?”  For the full technical report see Analysis of the Available Technology for 
Unique Marking in View of the Global Track-and-Trace Regime Proposed in the Negotiating Text for a Protocol to 
Eliminate Illicit Trade in Tobacco Products (February 22, 2010), WHO, accessed at 
http://apps.who.int/gb/fctc/PDF/it4/FCTC_COP_INB_IT4_ID1-en.pdf on March 15, 2012.   

557 See paragraph 327 for a description of the “global information sharing focal point.” 

558 Response to the UK Department of Health’s Consultation on the Future of Tobacco Control (September 5, 2008), 
JTI, paragraph 14.3, accessed at  http://www.smoke-free.ca/plain-packaging/documents/2008/uk-

http://apps.who.int/gb/fctc/PDF/it1/FCTC_COP_INB_IT1_4-en.pdf
http://apps.who.int/gb/fctc/PDF/it4/FCTC_COP_INB_IT4_ID1-en.pdf
http://www.smoke-free.ca/plain-packaging/documents/2008/uk-briefings/UK-JTI-response%20consultation-2008.pdf
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Table 8. Overview of the EU Cooperation Agreements 

Manufacturer Scheduled payments to the EU Major outcomes 

PMI (July 2004) - US$1.25 billion over a period of 
12 years.  
- PMI agrees to compensate the 
EU if seizures of its genuine 
product exceed defined 
quantities. 

- All 27 EU Member States and the EU 
are party to this agreement.559

- PMI agrees to work with the European 
Commission, OLAF, and law 
enforcement agencies to stem illicit 
trade.   
- The agreement contains resolution of 
all past disputes, including all litigation 
between the European Commission, ten 
EU Member States, and PMI relating to 
contraband cigarettes. 

JTI (December 2007)  - US$400 million over a period of 
15 years.  
- JTI agrees to compensate the EU 
if seizures of its genuine product 
exceed defined quantities.  
 

- All 27 EU Member States are party to 
the agreement.560  
- JTI agrees to further develop its 
selection process and surveillance of 
customers; bolster its tracking and 
tracing of packaging; and provide 
additional support to the European law 
enforcement to curb illicit trade of 
cigarettes. 
- While the agreement does not 
constitute an admission of liability by 
JTI, it excludes any future lawsuits 
against JTI for civil claims arising out of 
past conduct.561  

BAT (July 2010) - US$200 million over a period of 
20 years. 

- As of September 2011, 26 EU Member 
States are party to the agreement.562

- BAT makes similar concessions as 
stated for both the PMI and JTI 
agreements.  

 
briefings/UK-JTI-response%20consultation-2008.pdf on April 3, 2012.  Part of the payment has been made 
available to fund Hercule II program which aims to enhance cooperation; reinforce exchange of information; 
and provide operational/technical support to law enforcement agencies across Europe.  Eligible 
organizations can apply for financing to fund their efforts to tackle the illicit cigarette trade, such as 
educational initiatives or the purchase of detection equipments.  See “Hercule Programme,” European 
Commission, accessed at 
http://europa.eu/legislation_summaries/fight_against_fraud/protecting_european_communitys_financial_
interests/l33302_en.htm on May 17, 2012. 
559 For information regarding the EU-PMI agreement, see European Commission and Imperial Tobacco sign to 
combat illicit trade in tobacco (September 27, 2010), European Commission, paragraph 13, accessed at 
http://ec.europa.eu/commission_2010-2014/semeta/headlines/news/2010/09/20100927_en.htm on March 
27, 2012. 

560 Ibid.  

561 “European Commission and JT International (Japan Tobacco) sign a 15-year agreement to combat 
contraband and counterfeit cigarettes,” (December 14, 2007), European Commission, paragraph 11, accessed 
at 
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/07/1927&format=HTML&aged=1&language
=EN&guiLanguage=en on March 27, 2012. 

562 The EU-BAT agreement has been signed by 26 of 27 EU Member States, with Sweden as the exception: see 
Report from the Commission to the European Parliament and the Council (September 29, 2011), European 
Commission, p.27, accessed at http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri= 
COM:2011:0595:FIN:EN:PDF on March 27, 2012. 

http://www.smoke-free.ca/plain-packaging/documents/2008/uk-briefings/UK-JTI-response%20consultation-2008.pdf
http://europa.eu/legislation_summaries/fight_against_fraud/protecting_european_communitys_financial_interests/l33302_en.htm
http://europa.eu/legislation_summaries/fight_against_fraud/protecting_european_communitys_financial_interests/l33302_en.htm
http://ec.europa.eu/commission_2010-2014/semeta/headlines/news/2010/09/20100927_en.htm
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/07/1927&format=HTML&aged=1&language=EN&guiLanguage=en
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/07/1927&format=HTML&aged=1&language=EN&guiLanguage=en
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0595:FIN:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0595:FIN:EN:PDF
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ITL (September 
2010)  

- US$300 million over a period of 
20 years. 

- All 27 EU Member States are party to 
the agreement.563

- ITL makes similar concessions as stated 
for BAT, PMI, and JTI agreements. 

 

Coordination of enforcement of actions 
Cooperation at the inter-governmental level occurs in many parts of the world.  In 
particular, OLAF has led collaborations of several custom authorities within the EU and 
globally to promote joint sting operations.  Some recent examples are listed in Table 9 
below.   

Table 9. Summary of recent sting operations in the EU564

Operation/Purpose Illicit Products Seized Governments/Enforcement Agencies 
Involved 

Fake (May 2005) 
To monitor the maritime 
and air traffic from May 
17 to May 27, 2005 – 
specifically the 
transportation routes of 
China to Europe via 
Africa and South 
America; and via 
Malaysia and the 
Middle East. 

60 of the 221 containers 
estimated to be ‘high-risk’ 
contained 26 million items of 
fake goods ranging from 
pharmaceuticals to cigarettes. 

Customs authorities of 25 EU 
Member States; OLAF; and DG 
TAXUD 

Diabolo I (April 2007) 
To coordinate exchange 
of information between 
custom authorities 
about maritime 
shipments from Asia, 
with a special focus on 
illicit cigarettes. 

135 million counterfeit of 
branded cigarettes and 557,000 
other fake goods. 

27 EU Member States; Interpol; 
Europol; and OLAF. 

 
563 Imperial Tobacco Limited (ITL) 2010, OLAF, accessed at http://ec.europa.eu/anti_fraud/investigations/eu-
revenue/imperial_tobacco_limited_2010.htm on March 27, 2012.  We note that this link, which had contained 
the information regarding the signatories of the agreement, was no longer active on the date of the 
publication of this report.   

564 Information provided in Table 9 has been adapted from the following sources: (i) Operation Diabolo: an 
international customs operation led by OLAF, seized 135 million counterfeit branded cigarettes and 557,000 
other counterfeit products (April 19, 2007), European Commission, accessed at http://europa.eu/rapid/ 
pressReleasesAction.do?reference=IP/07/515&format=HTML&aged=0&language=EN&guiLanguage=en on 
March 27, 2012; (ii) Operation Diablo II: success in the fight against counterfeiting: results of ASEM joint 
customs operation (January 29, 2010), European Commission, accessed at http://europa.eu/rapid/ 
pressReleasesAction.do?reference=IP/10/99&format=HTML&aged=0&language=en&guiLanguage=en on 
March 27, 2012; (iii) Operation Fake (2005), European Commission, accessed at 
http://ec.europa.eu/anti_fraud/policy/joint-customs-operations/fake/index_en.htm on March 27, 2012; 
(iv) Operation Sirocco: 40 million cigarettes seized in joint customs operation (October 1, 2010), European 
Commission, accessed at http://europa.eu/rapid/pressReleasesAction.do?reference=IP/10/ 
1275&format=HTML&aged=0&language=EN&guiLanguage=en on March 27, 2012; and (v) Operation 
Barrel: one million smuggled cigarettes seized in customs operation (February 27, 2012), European 
Commission, accessed at http://europa.eu/rapid/pressReleasesAction.do?reference=IP/12/182 on March 
27, 2012. 

http://ec.europa.eu/anti_fraud/investigations/eu-revenue/imperial_tobacco_limited_2010.htm
http://ec.europa.eu/anti_fraud/investigations/eu-revenue/imperial_tobacco_limited_2010.htm
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/07/515&format=HTML&aged=0&language=EN&guiLanguage=en
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/07/515&format=HTML&aged=0&language=EN&guiLanguage=en
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/10/99&format=HTML&aged=0&language=en&guiLanguage=en
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/10/99&format=HTML&aged=0&language=en&guiLanguage=en
http://ec.europa.eu/anti_fraud/policy/joint-customs-operations/fake/index_en.htm
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/10/1275&format=HTML&aged=0&language=EN&guiLanguage=en
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/10/1275&format=HTML&aged=0&language=EN&guiLanguage=en
http://europa.eu/rapid/pressReleasesAction.do?reference=IP/12/182
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Diabolo II (January 
2010) 
To broaden the initial 
scope of Diabolo I with 
assistance from the 
ASEM (Asia-Europe 
Meeting) working 
group. 

65 million counterfeit cigarettes 
and 369,000 other items (e.g., 
shoes and toys). 

27 EU Member States; 16 Asian 
countries (Brunei, Burma/Myanmar, 
China, Cambodia, India, Indonesia, 
Japan, Laos, Malaysia, Mongolia, 
Pakistan, the Philippines, Singapore, 
Republic of Korea, Thailand, and 
Vietnam); OLAF; Interpol; and 
Europol. 

Sirocco (June 2010) 
To seize shipments of 
illicit goods entering the 
EU from China (not 
tobacco-specific). 

40 million cigarettes and 243kg 
of RYO. 

The EU Member States; 11 other 
countries (Albania, Croatia, Egypt, 
Jordan, Lebanon, Palestine Authority, 
Montenegro, Morocco, Syria, Tunisia, 
and Turkey); WCO; Europol; and 
Interpol. 

Barrel (October 2011) 
To target smuggling of 
tobacco products (and 
synthetic drug 
precursors) transported 
by rail.  

1.2 million cigarettes in its first 
joint operation.   
It was noted that the use of EU-
funded scanning devices on the 
border between Poland and the 
Ukraine were instrumental for 
detecting the illicit tobacco.   

24 EU Member States; and four other 
countries (Croatia, Turkey, Norway, 
and Switzerland); and OLAF.  

 

In 2011, OLAF hosted a meeting with a number of key Chinese authorities, including the 
members of the anti-smuggling bureau, the police, the State Tobacco Administration, and 
Ministry of Justice to enhance cooperation between OLAF and the Chinese authorities.  
The meeting demonstrates that Chinese authorities and OLAF recognize the need for 
multilateral efforts to promote international operational cooperation between 
governments/regions to reduce illicit trade.565  

MOUs  
While there are different types of industry-government cooperation activities in place, 
the MOUs have in common their focus on information sharing and assistance in 
measuring levels/sources of the problem, monitoring movement of suspected 
products/materials, exchanging information, and analyzing seized goods.  Currently, the 
four major manufacturers have entered into MOUs with national authorities in Australia, 
Belgium, Bulgaria, China, the Czech Republic, Germany, Ghana, Hungary, Ireland, Italy, 
Kosovo, Lebanon, Luxembourg, Macedonia, Moldova, Morocco, the Slovak Republic, 
Turkey, the UK, the Ukraine, and Vietnam.566   

 
565 “OLAF and Chinese authorities join forces to fight cigarette smuggling from Asia,” (December 16, 2011), 
European Commission, accessed at 
http://europa.eu/rapid/pressReleasesAction.do?reference=OLAF/11/18&type=HTML on June 7, 2012. 

566 For a more detailed account, see (i) “Supply and Distribution,” ITL, accessed at http://www.imperial-
tobacco.com/index.asp?page=454&issue=1#issue_1 on March 27, 2012; (ii) “Anti-Illicit Trade,” JTI, accessed 
at http://www.jti.com/how-we-do-business/anti-illicit-trade/our-programs/ on April 2, 2012; (iii) “Press 
Conference Memorandum of Understanding JTI/Ministry of Finance (Belgium),” JTI, accessed at 
http://events.linkedin.com/press-conference-memorandum-of-186225 on March 27, 2012; (iv) “Revenue and 
JTI (Ireland) sign Memorandum of Understanding,” Irish Tax and Customs, accessed at 
http://www.revenue.ie/en/press/archive/2009/pr-041109-jtimou.html on March 27, 2012; (v) “Customs 
Administration, Japan Tobacco International sign MoU (Macedonia),” Tobacco.org, accessed at 
http://www.tobacco.org/news/249333.html on March 27, 2012; (vi) “Intensifying the Fight against Illicit 
Trade in Tobacco, Counterfeit Cigarettes: an Enforcement Forum,” accessed at 
http://www.thecre.com/cc/?p=194 on March 27, 2012; (vii) “How we tackle tobacco,” BAT, accessed at 
http://www.bat.com/group/sites/uk__3mnfen.nsf/vwPagesWebLive/DO6TNLZ2?opendocument on 
March 27, 2012; (viii) “Lebanese Régie signs a Memorandum of Understanding with British American 
Tobacco,” AMEinfo, accessed at http://www.ameinfo.com/138330.html on March 27, 2012; (ix) “The 
Customs Service of the Republic of Moldova and British American Tobacco Moldova Ltd Company signed a 
Memorandum of Understanding,” Customs Service of the Republic of Moldova, accessed at 

http://europa.eu/rapid/pressReleasesAction.do?reference=OLAF/11/18&type=HTML
http://www.imperial-tobacco.com/index.asp?page=454&issue=1#issue_1
http://www.imperial-tobacco.com/index.asp?page=454&issue=1#issue_1
http://www.jti.com/how-we-do-business/anti-illicit-trade/our-programs/
http://events.linkedin.com/press-conference-memorandum-of-186225
http://www.revenue.ie/en/press/archive/2009/pr-041109-jtimou.html
http://www.tobacco.org/news/249333.html
http://www.thecre.com/cc/?p=194
http://www.bat.com/group/sites/uk__3mnfen.nsf/vwPagesWebLive/DO6TNLZ2?opendocument
http://www.ameinfo.com/138330.html
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The UK, in particular, has seen strong government-industry cooperation at a national 
level.  After the first MOU signed in 2002, individual manufacturers have entered into 
these agreements with HMRC.  In 2006, the leading tobacco manufacturers and HMRC 
co-signed a new common UK MOU, formalizing jointly developed protocols to combat 
illicit trade.  In addition to the new provision concerning RYO, HMRC has explained that 
the 2006 MOU revises and reinforces the manufacturers’ commitments: (a) to sell all their 
tobacco products in brands and amounts consistent with legitimate demand in export 
market; (b) to consult with HMRC officials before entering UK-sensitive brands into new 
markets; (c) to respond to requests regarding significant seizures of their products to 
identify the production and movement history of the consignment; (d) to cease supplying 
to customers who fail to demonstrate effective product control; and (e) to undertake 
regular assessment of anti-smuggling technologies.567  

The agreed form of MOU goes beyond the obligations set out in relevant UK legislation, 
such as the Tobacco Products Duty Act 1979 (as amended by the Finance Act 2006).568  
For instance, manufacturers agree to work together to identify and assess technologies 
that could help tackle illicit trade.  The development of covert anti-counterfeit technology 
was introduced on cigarette packs in the UK in 2007, exemplifying the benefit of an anti-
illicit strategy based on mutual agreement and cooperation.  Further, tobacco 
manufacturers collaborate in investigation of criminals by assisting HMRC in 
determining the authenticity of seized tobacco products.  

Although MOUs are not legally binding, their potential for positive impact has been 
noted.  For instance, HMRC has said: “the MOUs set out a framework which has resulted 
in the incidence of UK-manufactured cigarettes being smuggled into the UK falling 
markedly. Building on the success of the original MOUs, they were strengthened in 2006 
as part of the strategy [to improve] the targeting of counterfeit product and expand their 
scope to include [RYO].”569

 

 

 
http://www.customs.gov.md/index.php?id=1496 on March 27, 2012; (x) “Philip Morris to help curb 
cigarette smuggling in Lebanon,” The [Lebanese] Daily Star (September 27, 2007), accessed at 
http://www.dailystar.com.lb/Business/Lebanon/Sep/27/Philip-Morris-to-help-curb-cigarette-smuggling-
in-Lebanon.ashx#axzz1mIbAxbYP on March 27, 2012; and (xi) “CEPS destroys over 100 million counterfeit 
cigarettes,” Ghana News Agency (November 2, 2006), accessed at 
http://ghananewsagency.devonet.com/details/Economics/CEPS-destroys-over-100-million-counterfeit-
cigarettes/?ci=3&ai=1317 on March 27, 2012. 

567 New Responses to New Challenges: Reinforcing the Tackling Tobacco Smuggling Strategy (March 2006), HMRC, 
p.18, accessed at http://www.thecre.com/ccsf/wp-content/uploads/2011/06/ 
New_responses_to_new_challenges_reinforcing_Tackling_Tobacco_Smuggling_Strategy.pdf on March 27, 
2012. 

568 “Memorandum of Understanding,” Tobacco Manufacturers’ Association, accessed at http://www.the-
tma.org.uk/policy-legislation/tobacco-smuggling-crossborder-shopping/memorandum-of-understanding/ 
on March 27, 2012.  See paragraph 338 for further detail on the Tobacco Products Duty Act 1979 (as amended 
by the Finance Act 2006). 

569 Tackling Tobacco Smuggling Together: an Integrated Strategy for HM Revenue & Customs and the UK Border 
Agency (2008), HMRC and UKBA.  See also New Responses to New Challenges: Reinforcing the Tackling Tobacco 
Smuggling Strategy (March 2006), HMRC, p.18, accessed at http://www.thecre.com/ccsf/wp-
content/uploads/2011/06/ 
New_responses_to_new_challenges_reinforcing_Tackling_Tobacco_Smuggling_Strategy.pdf on March 27, 
2012.  The latter states that “MOU between HMRC and the UK tobacco manufacturers have been an 
important element of the strategy, and have played a crucial role in restricting the availability of genuine 
cigarettes to smugglers.” 
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